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Cyber-physical systems (CPS) couple computing and networking with physical dynamics, so that timing,
interaction, and concurrency become essential features rather than performance side effects. Classical algorith-
mic abstractions—centered on terminating, time-agnostic input–output functions—are therefore insufficient
for software choreographed with the physical world. This article surveys foundational and methodological
advances that address that gap along four complementary lines. First, we argue for models of computation that
treat time, nontermination, interaction, and deterministic concurrency as first-class concerns, including coordi-
nation languages and clock-synchronized distributed execution that manage consistency–timeliness tradeoffs.
Second, we review design-for-predictability approaches—synchronous reactive design, logical execution time,
and real-time scheduling—together with formal modeling and verification based on timed and hybrid automata,
as exemplified by UPPAAL and related tools. Third, we examine connectivity and scale: macroprogramming,
IoT middleware, decision-driven resource management, and emerging agentic frameworks for city-scale sense-
act loops. Fourth, we discuss the two-way intersection of formal methods and AI: learning-based synthesis of
models, specifications, and contracts for CPS verification, and the verified AI agenda for assuring AI-enabled
physical systems. Together, these perspectives outline a path from conservative, hardware-frozen automation
toward scalable autonomy with principled guarantees.
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1 Introduction: The CPS Paradigm Shift
In 2006, Helen Gill of the U.S. National Science Foundation coined the term “cyber-physical systems”
(CPS) to describe systems that combine computing, networking, and physical dynamics. The term
“cyber” originates from cybernetics, coined by Norbert Wiener in 1948, derived from the Greek word
for helmsman or governor. Wiener pioneered technology for automatic feedback control, which
serves as the ancestor to modern computer-based control logic. The agenda of CPS is to manage
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the complexity created by conjoining the digital world with physical processes and to improve the
engineering methods used to create such conjoined systems [71].
Consider a modern commercial airplane such as the Airbus A350 or the Boeing 787. These

systems are software-intensive with hundreds of microprocessors managing functions that include
translating pilot commands into rudder movements, controlling landing gear, managing cabin
pressurization and airflow, managing electric power generation and distribution, and operating the
passenger entertainment system. Such aircraft include complexities not present in an application
that is more purely information processing, such as a spreadsheet handling accounting data. The
latter only has to deal with digitally represented information.

A spreadsheet is an information-processing system that can operate almost entirely within the
models and paradigms of computer science. An airplane design conjoins models of aeronautical,
mechanical, electrical, and civil engineering with those of computer science. Despite the complexity
and challenges of integrating so many engineering disciplines, Boeing and Airbus manage to
make astonishingly safe and reliable airplanes. How? Today, their design processes and methods
are extremely conservative and regulatory oversight is heavy. Many rules and processes must be
followed to get an aircraft certified to carry civilian passengers.

A symptom is a story from an engineer who had worked on the Boeing 777, which was Boeing’s
first fly-by-wire airliner, meaning that pilot controls are mediated by a computer. The 777 first
entered service in 1995. According to this engineer, as of the early 1990s, Boeing expected this
model of aircraft to be in production for perhaps 50 years, to 2045, so they purchased a 50-year
supply of the microprocessors for the flight control system. They expected to need to use the same
physical microprocessors for the entire production run of the aircraft. Engineers at Airbus, which
has been making fly-by-wire aircraft for longer than Boeing, confirm this story. They store the
microprocessors in liquid nitrogen in an attempt to extend their shelf life.
Any particular silicon chip is unlikely to remain in production for more than a few years. It

rapidly becomes obsolete under the pressure of technological advances. And when a fab is updated
to leverage a new technology, it becomes impossible to produce an identical chip. But why does
Boeing need the chip to be identical? A primary purpose of programming languages is to isolate
software designs from changes in the hardware. The software for the 777 is mostly written in the
C programming language. Shouldn’t it be enough to verify that the code is correct, ideally using
formal methods, and then use any chip that can correctly execute the code? This paper explains
why this is not sufficient. The notion of correctness of the code needs to change to encompass the
properties of the physical world with which the code will be choreographed.

2 The Foundations: Determinism and Models of Computation
Starting at the instruction set architecture (ISA) layer, and for nearly all abstraction layers above that,
including the C programming language, what it means to correctly execute software has nothing
to do with how long it takes to do anything. Timing of actions is not part of the programming
paradigms used today. The prevailing paradigm today instead relies on the notion of an algorithm.
Retrofitting this paradigm to encompass temporal dynamics turns out to be nontrivial.

As with most successful paradigm shifts [65], we do not expect to discard algorithms. Far from it.
But we need to augment them with models of temporal dynamics, with deterministic concurrency,
and with time-sensitive distributed computing capabilities. These enhancements are needed to
ensure that the “map” (the model) accurately reflects the “territory” (the conjunction of the cyber
and the physical).
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2.1 Algorithms and Time
A traditional algorithm is a step-by-step calculation procedure, a recipe. It is an abstraction of what
a classical von Neumann computer actually does. In this abstraction, the time taken by a step is not
part of the model. In part because of the centrality of algorithms, relatively little in the theory of
computer science is about when, in time, a result is produced or an action is taken.
The subfield of complexity theory [11, 122] is related to timing. However, it is about how the

number of steps varies with the problem size, not about when in time an interaction with the world
outside the program occurs. In complexity theory, for example, an algorithm where the number of
steps is an exponential function of the problem size may be less useful than an algorithm where
the number of steps is a quadratic function. Whether a result is produced in ten milliseconds or
one hour is not part of the theory. However, for the A350 and 787, when a computation completes
has an enormous impact on the behavior of the aircraft.

The subfield of real-time systems is concerned with the design of timing-sensitive software [118].
It finds ways to specify timing requirements and develops techniques to schedule tasks to ensure
that these timing requirements are met. Hard real-time systems [24] are a subclass where failing
to meet the timing requirements is considered a critical failure. Sophisticated methods have been
developed, but all of them are hobbled by the lack of temporal semantics in programming models.
Most of these theories assume that execution times for software are known, or at least bounded,
but this assumption is not compatible with the programming abstractions and hardware designs
that are used in practice. Execution times can only be known or bounded on particular pieces of
hardware operating in a particular context, sometimes even depending on temperature and battery
charge levels. Hence the Boeing and Airbus dilemma; they can only be sure of the behavior if the
hardware remains the same over the 50-year production run.
Another relevant subfield of CS is concerned with temporal logics [46, 68, 104]. These logics

enable reasoning about behaviors of programs over time. The core theories, however, do not treat
time the same way that a mechanical engineer would, for example. They talk about “eventually”
and “always” rather than directly about temporal dynamics. Extensions known as metric temporal
logics [34, 46] add a notion of time intervals, allowing logical predicates like “within 10 ms.” These
offer a significant step towards useful modeling for CPS, but still face a mismatch of abstractions
with the underlying, time-agnostic algorithms.

In a flight control system, the software is directly controlling physical actuators, and in the
physical world, timing is critical. Just about every model that an aeronautical, mechanical, or
electrical engineer uses has timing as a central property of the model. The paradigms used by these
engineers are incommensurable with the paradigms used by computer scientists. As a consequence,
a programming language fails to provide an adequate abstraction.
Even with a fixed physical instance of a microprocessor, the fact that timing is irrelevant to

correctness from the ISA up means that in software design, aircraft manufacturers cannot use most
of the innovations of computer science from the last 50 years. Object-oriented languages such
as Java and C++, for example, are often avoided in safety-critical software. Even interrupts, the
standard way that all modern microprocessors get data in and send data out, are avoided. To be sure,
interrupts create many subtle software problems. As far back as 1972, Edsger Dijkstra lamented,

[I]n one or two respects modern machinery is basically more difficult to handle than
the old machinery. Firstly, we have got the interrupts, occurring at unpredictable and
irreproducible moments; compared with the old sequential machine that pretended
to be a fully deterministic automaton. This has been a dramatic change, and many a
systems programmer’s grey hair bears witness to the fact that we should not talk
lightly about the logical problems created by that feature. [32]
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Despite this lament, to this day, interrupts remain the primary method for I/O and are central to
every modern operating system design, including Windows, macOS, Linux, Android, and iOS.
Aircraft manufacturers are not alone in facing this problem. Modern cars are mostly drive-by-

wire, where the driver commands (pushing on the accelerator and brake pedals and turning the
steering wheel) are mediated by a computer before going to the wheels or engine. Automotive
designers face the same problems, but with fewer regulatory constraints. Their problems only get
worse as automation increases (lane keeping, automated accident prevention, and fully automated
driving). The introduction of artificial intelligence (AI) further complicates this story, as discussed
in Section 2.4 below.

It does not stop there. Any modern factory is computer controlled and is similarly a safety-critical
system where the timing of actions is essential to safety. Trains, ventilation, lighting, fire mitigation
systems in buildings, electric power grids, water distribution systems, and communication systems
are all computer controlled.
One effort to address the mismatch in abstractions is to endow software with precision timing

capabilities at the microarchitecture and ISA levels, creating what are known as PRET machines [39,
64, 85, 108, 136, 144]. Some of these machines are even capable of handling interrupts with zero
disruption of real-time threads. Even though it has been shown that there is no loss of performance
for a large class of workloads [79], these architectures remain a niche research topic. They are very
much out of the mainstream, perhaps because of the lack of well-developed overlaying software
abstractions. There is promising work in this direction, however [8, 86, 98].

Even though the foundations of CS are about algorithmic processing of digital information, any
practical information processing application that interacts with the world outside the computer has
a CPS element. Even a spreadsheet has timing concerns; human users will get impatient if updates
take too long. But here, timing is a performance metric, whereas in many CPS applications, timing
becomes a correctness criterion, every bit as important as whether arithmetic is done correctly. If
the timing is off, the implementation is flawed.
The discipline of cyber-physical systems is specifically concerned with the conjoining of the

physical world, with all its time-sensitive dynamics, with the world of algorithms. It works on
modifying both sides, admitting computational intelligence to the physical side and temporal
dynamics to the cyber side.

2.2 Nontermination
In the traditional theory of computer science, an important feature of an algorithm is that it reaches
a conclusion. That is, it halts, giving a final answer. The purpose for an algorithm is to determine
that answer. The physical side of a CPS does not halt (or even pause). Hence, the cyber side should
not halt either.
Modern computers routinely run programs that are designed to not halt, such as an operating

system. Manna and Pnueli [93] show that nonterminating processes like operating systems cannot
be modeled by algorithms. These programs do occasionally halt, but we describe such halting as a
“crash” or a “deadlock,” making it quite clear that this was not intended. A program that does not halt
does not realize an effectively computable function and hence is not performing a Church-Turing
computation. Various pieces of what it does need to reach conclusions in a bounded number of
steps, and hence do fall within this theory, but, holistically, the nonterminating behavior of the
overall program is not well modeled by a classical algorithm. And nearly all programs for CPS
applications are designed to not halt unless explicitly asked to.

ACM Trans. Cyber-Phys. Syst., Vol. 0, No. 0, Article 0. Publication date: 2026.



197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245

The Convergence of Bits and Atoms 0:5

2.3 Interaction
Related to timing and nontermination, another property that is central to CPS but largely missing
from the classical algorithmic paradigm of computing is interaction. An interactive program is one
that produces partial output given partial input rather than giving a single final output given the
totality of its inputs.

Interaction enables systems where an output may depend on previous outputs. A program may
probe its environment, testing it and measuring its response before producing further output.
Feedback control systems, which are common in CPS, have this character. The control software
issues a command to the environment, measures its response, and adjusts its further commands
to improve the response. It is possible to learn things about a system by interacting with it that
cannot be learned through passive observation [72].
Wegner [131] argues that interactive programs can do more than algorithms. In a summary

of a panel held at the Workshop on Foundations of Interactive Computation in Edinburgh in
2005, Wegner et al. [132] conclude that “today’s computation applications, such as web services,
intelligent agents, operating systems, and graphical user interfaces, cannot be modeled by Turing
machines.” They say that it is a “Turing Thesis myth” that a Turing machine can do anything a
computer can do. Hewitt [54] also claims that timing of the interactions of programs can affect
behaviors in ways that make the computations richer than what Turing machines can accomplish.
Milner [94, 95] provides one possible formal foundation for this observation. He shows that

two systems that are accurately modeled by identical input-output functions may nevertheless
be distinguishable through interaction. He developed a stronger notion of equivalence between
systems that he called bisimulation. Two systems that are bisimilar are indistinguishable even
through interaction.
If a program is interacting with the physical world (i.e., it is the cyber part of a CPS), then

the timing of the actions of the program will affect the overall behavior of the system, including
the program’s own future outputs. Such a program is clearly not a Turing computation because
Turing’s model includes no notion of time, and the timing of outputs (or inputs) has no effect on
the computation.

An interactive programmay be interactingwith another interactive program. These two programs
may even be executing on the same machine if the machine is capable of multitasking, as most
modern computers are. Such a pair of programs is said to be concurrent. Again, the timing of actions
may affect the overall behavior, so Turing’s model requires some extension to include such systems.
Milner, in his Turing Award lecture [95], observed that concurrent programs cannot be modeled
simply as functions from inputs to outputs, as (halting) Turing machines can be. Their chunks can
be modeled as such functions but not their overall behavior.

2.4 Artificial Intelligence
Today’s large-language models (LLMs) are realized on computers, albeit ones bearing little resem-
blance to Turing machines. At their lowest level, computer programs specify algorithms operating
on formal symbols. However, deep neural networks (DNNs), key components in an LLM, exhibit
behaviors that are not usefully explained in terms of the operations of these algorithms [73]. An
LLM is implemented on computers that perform billions of logic and arithmetic operations per
second, but even a detailed knowledge of those operations gives little insight into the behaviors of
the DNNs [22].
LLMs are fundamentally based on prediction. Abelson and Sussman, in the preface to their

classic introduction to computer science [3], describe the computer revolution as a “procedural
epistemology,” knowledge through procedure. We have entered a second computer revolution,
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where prediction trumps procedure. Knowledge through prediction is what today’s AIs exhibit.
Logic, mathematics, and computer programming are things they do rather than what they are, just
like humans.
Kahneman identifies two distinct human styles of thinking, a fast style (System 1) and a slow

style (System 2) [62]. The slow style is capable of algorithmic reasoning, but the fast style, which is
more intuitive, is responsible for many of the decisions humans make. It turns out that an inference
step in an LLM more closely resembles System 1 than System 2 [74]. Even though they are realized
on computers, how they reach decisions is not well modeled by algorithmic reasoning. Practitioners
are learning how to teach the machines to make more use of algorithmic reasoning, for example
using CoT (chain of thought) strategies [133], where the machines perform sequences of inferences
rather than one shot. When asked to solve algebra problems, for example, the machines do better if
they are asked to explicitly give a sequence of reasoning steps [22].
While CoT resembles an algorithmic process, it bears an odd relationship to the procedural

epistemology enabled by the low-level operations of a computer. First, CoT is very limited. The
machines make more errors when the number of steps gets large [120]. There is no such issue with
the low-level operations, where billions of operations per second do not stump the machines. It
seems that, like humans, AIs have bounded rationality [73, 121], even if their underlying machines
do not.

Cyber-physical systems add a distinctly new element by enabling AI interaction with the physical
world. Self-driving cars, drones, and humanoid robots already integrate AIs in tight feedback loops
with their physical environment. Other CPS applications, such as industrial robots, automated
trains, and the electric power grid, are carefully experimenting with and more slowly acquiring
AI capabilities. A major challenge is that ensuring safety in such systems is more challenging
with AI integration because their System 1-like processes are less predictable than algorithmic
reasoning [75].

2.5 Distributed CPS
Distributed systems, where components communicate over networks, have more intrinsic uncer-
tainties. As a consequence, many designers throw up their hands and decide that they do not
need deterministic models, opting instead for easy-to-use publish-and-subscribe middleware, actor
networks, and remote procedure calls. But these choices come with considerable costs. Because the
underlying semantic models are nondeterministic, systems do not define a single correct response
to a particular input stimulus. This makes it much more difficult to form consistent views of system
state across a distributed system, to detect faults at runtime, and to design regression tests that pro-
tect against errors at design time. Is an observed behavior one of the many allowed by the semantic
model? Or is it the result of a fault in the system? Moreover, anomalies in such nondeterministic
semantic models are often rare and difficult to reproduce, which means that systems can perform
well during extensive testing and then fail in the field.

A key challenge in distributed systems is to form a consistent view of the state of the system
across distributed components. There are many applications that require such consistency. For
example, autonomous vehicles should not enter an intersection without a consistent view across
vehicles of the state of the intersection.

Loosely, consistency is agreement on shared information, where the information can change
over time. In certain cases, if the information changes can be modeled by a monotonic function in
some partial order, then eventual consistency can be achieved without coordination [67]. However,
“eventual” may not be good enough. If timing matters, then consistency requires coordination [82].
Moreover, fundamental limits show that, as network latencies increase, the time taken to form a
consistent view increases [77].
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Most frameworks for coordinating concurrent and distributed software components provide
little or no help towards ensuring consistency or managing the timing costs. Publish-and-subscribe
frameworks (such as ROS 2 and MQTT), actor frameworks (such as in Erlang, Akka, Orleans, and
CAF), and remote procedure call frameworks (such as gRPC and Apache Thrift) are particularly
weak in this regard. There are better alternatives.

Given now that coordination is required, what coordination mechanism should we use? One
strategy is to centralize shared information, but this has many drawbacks. For one, it creates a
single point of failure, where failure of the central store can doom a system. Moreover, it requires
very careful design, often well beyond the skill set of system engineers. Given that it will take time
to access central information, for example, how can a component be sure the information is still
valid when it receives it?

One promising and potentially ubiquitous coordination mechanism, clock synchronization [60],
can provide a foundation for distributed systems with consistency and timing guarantees, up to
fundamental limits. Clock synchronization with bounded error provides a foundation for time-
stamping messages and providing a useful global semantic ordering that can guarantee consistency.

The reactor model of computation and the Lingua Franca (LF) implementation in a coordination
language [87] make timestamps a central feature, providing a logical timeline [86] that enables
deterministic concurrency. Concurrent components exchange timestamped messages, and every
component processes events in timestamp order.
In principle, the deterministic concurrency of reactors can be achieved without coordination if

timing does not matter and interaction is not needed [82]. But for CPS, timing and interaction are
always needed, so this is not useful. Some level of coordination becomes essential.
When LF programs are distributed across networks, two distinct coordination mechanisms are

provided in the open-source code base [13]. A centralized coordinator mediates all interactions
in order to ensure deterministic semantics without relying on clock synchronization or bounded
communication latencies. A decentralized coordinator, in contrast, relies on clock synchronization
and enables tradeoffs between ensured consistency and timeliness [76].

The decentralized coordinator in LF is muchmore interesting for CPS applications. It has no single
point of failure, no centralized bottleneck, and can provide a full range of consistency strategies
from fully guaranteed (at the fundamentally unavoidable price of potentially unbounded delays)
to guaranteed under the assumption of bounded network latencies. With the weaker guarantees,
the LF mechanisms also provide hooks for application-specific fault handlers to be invoked when
assumptions about network latency bounds are violated or when components fail.

3 Design and Verification of Real-Time Systems
Given that, in CPS, time is not merely a performance metric but a fundamental dimension of
correctness, we face a predictability challenge with two complementary aspects: timing correct-
ness, which requires actions to occur within their specified temporal constraints, and functional
correctness in the presence of time, which requires the system’s logical behavior to remain correct
despite implementation-level variations such as timing nondeterminism, resource contention, and
scheduling. A software component can be considered predictable when its behavior is well-defined
as a function: for given inputs, both the resulting output and its production time can be determined.
Such temporal and functional repeatability is essential for reliable CPS [80].
Two complementary approaches have been developed to achieve predictability. The first is

predictable-by-design, where correctness is guaranteed by the methodology itself [53]. The second
is modeling and verification, where a formal model of the system is constructed and mathematical
techniques are used to check whether it satisfies the correctness requirements [5, 6, 142].

ACM Trans. Cyber-Phys. Syst., Vol. 0, No. 0, Article 0. Publication date: 2026.



344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392

0:8 Tarek Abdelzaher, Edward A. Lee, Sanjit A. Seshia, and Wang Yi

3.1 Predictability by Design
This strategy has been pursued along at least three lines: synchronous design [18], logical-time
models such as Logical Execution Time (LET) [52] and reactors [88], and physical-time real-time
systems including the classic approach based on real-time scheduling [25, 84] and asynchronous
design aimed at determinism, modularity and updatability [140, 141]. These approaches differ
in their assumptions about when computation occurs and how components interact, trading off
determinism, implementation flexibility, and verifiability.

Synchronous Design and Reactive Systems. In the synchronous design paradigm [18, 48], a system
is decomposed into components that execute in discrete logical ticks. All components share the
same global tick, which defines the execution rate. At each tick, every component reads its inputs,
computes its reaction according to its specified function, and writes its outputs, with reactions
ordered by communication structure and data dependencies. The synchronous hypothesis assumes
each reaction takes zero logical time [18], so components reacting at the same tick are conceptually
simultaneous. This enables a global logical clock that orders all interactions independently of
physical execution times, provided that all reactions complete before the next tick begins. The
paradigm has been realized in several influential tools and languages. Lustre and its industrial
successor SCADE are dataflow languages that execute synchronously at each tick; SCADE has
become a standard for safety-critical avionics applications [48]. Esterel is an imperative synchronous
language where reactions are logically instantaneous [20]. Simulink is the most widely used tool
for model-based design of embedded control systems, supporting hierarchical block diagrams with
synchronous semantics.

The global tick that defines the execution rate enables determinism but also creates tight coupling
between components and their schedules. Since all components share the same tick, their rates
must be harmonized. In a single-rate implementation, all components execute at the same rate;
adding a faster component requires changing the global tick rate to the greatest common divisor of
all rates, potentially affecting unrelated components [52]. Multi-rate models allow different rates,
but adding a new rate still requires recomputing the overall schedule. This makes synchronous
systems difficult to modify, motivating an abstraction where components have more independent
timing while preserving deterministic interactions.

Logical Time and Distributed Systems. A more general concept is logical time: an abstraction where
time is ordered but not necessarily tied to physical time. Unlike the synchronous paradigm, where
all components share a common tick, logical time allows deterministic ordering of events without
requiring global synchrony. The Logical Execution Time (LET) paradigm, introduced in Giotto [52],
makes this separation explicit. A task has a logical release time for sampling inputs and a logical
completion time for making outputs visible; computation may occur at any physical time between
these points, as long as it finishes before completion. Two implementations with different execution
times can thus exhibit identical external behavior. LET provides a contract at the task interface:
the environment observes when data is logically consumed and produced, not the schedule used
to compute it. A synchronous reaction is the limiting case with zero logical execution time. The
trade-off is that LET itself does not guarantee that the physical implementation can meet this
interval; scheduling and execution-time analysis must establish that separately.

LF [87] generalizes LET to concurrent and distributed reactive systems [78]. While LET specifies a
fixed logical delay, LF decouples the logical timeline from physical time except at explicit interactions
with sensors, actuators, and timers. LF represents interactions as timestamped events: a reactor
reacts when an event arrives, and the timestamp determines its logical ordering, so components
execute independently while maintaining deterministic interactions. For distributed systems, where
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execution times and communication delays prevent a common instantaneous notion of time, LF
provides a shared logical ordering that preserves deterministic behavior. As with LET, logical
determinism does not guarantee physical deadlines; that guarantee is left to the execution platform
and scheduling analysis [78].

Physical Time and Real-Time Systems. When computation time is directly relevant to the physical
process, timing requirements must be met in physical time as measured by a clock. This is the
domain of real-time systems, where components with heterogeneous timing requirements are
modeled as tasks with individual timing and resource constraints. Such heterogeneity is common
in practice: a braking function may require millisecond response, while a temperature monitor may
execute once per second. The classical results of Liu and Layland [84] established fundamental
properties of periodic task systems and showed the optimality of Earliest Deadline First (EDF) for
preemptive uniprocessor models. Later work extended these results to sporadic arrivals, varying
execution requirements, mode changes, and more complex dependencies [96, 124]. For uniprocessor
systems, the demand-bound function provides a general feasibility test by determining whether
processor demand can be accommodated in every relevant interval [12]. For multiprocessor plat-
forms, however, while solutions exist for specific scheduling policies and task models, a unified
foundation comparable to the uniprocessor theory remains an open challenge.

The explicit treatment of real-time tasks provides considerable implementation flexibility: each
task can be scheduled independently according to its own timing constraints, rather than being
forced into a common execution rate. However, meeting individual timing constraints does not
by itself ensure that the observable behavior of interacting tasks is deterministic, since tasks
may observe shared data at different physical times. The challenge is to combine implementation
flexibility with the deterministic observable behavior ensured by logical-time models.

Deterministic Real-Time Systems and Updatability. Synchronous systems offer determinism but
are notoriously hard to update. A central challenge is therefore to combine the implementation
flexibility of real-time systems with deterministic behavior, while also supporting composability
and incremental, safe system evolution. Asynchronous design as proposed in MIMOS addresses
this challenge, targeting three key properties: determinism, modularity, and updatability.
MIMOS achieves determinism by decoupling task execution from communication through

asynchronous FIFO queues and registers, while preserving LET-style read and write semantics
[140, 141]. Tasks may execute at different rates and communicate via FIFO queues, which preserve
message order and provide buffering, or via registers, which retain only the most recent value. As
in LET, each task reads its inputs at release and writes its outputs at its deadline, with computation
in between. Provided all timing constraints are met, variations in execution caused by platform
non-determinism, workload changes or scheduling policies do not affect observable behavior,
thereby guaranteeing determinism.

Modularity and updatability follow naturally from this construction. A component interacts with
the rest of the system only through its well-defined timing and communication interfaces. Adding
a new component or replacing an existing one does not affect the execution of other components,
and requires neither system-wide redesign nor revalidation, as long as the extended system remains
schedulable. Moreover, these explicit interfaces provide a basis for analyzing the effect of an update
before deployment [141].

3.2 Modeling and Verification
While predictable-by-design approaches aim to build predictability into systems from the outset,
they cannot eliminate the need for rigorous verification. Modeling and verification therefore provide
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a complementary framework for checking whether a design satisfies its temporal and functional
requirements.

Early tools for automated analysis of timed systems included Kronos [21], developed at Verimag
for model checking timed automata [5], and TAU1, developed at Aalborg University for checking
bisimulation equivalence of timed CCS [139]. Both relied on region-graph construction [5] to
establish decidability of reachability for timed automata, but were limited by the combinatorial
explosion of region graphs and the product composition of concurrent components. In parallel,
UPPAAL [70] was initiated at Uppsala for on-the-fly symbolic verification of communicating timed
automata [142]. Rather than explicitly constructing region graphs, it represented timing constraints
symbolically and explored the state space on the fly, following an approach previously adopted for
untimed systems by the SPIN model checker [55]. This avoided pre-constructing the full product
of concurrent components. The initial Prolog prototype was presented at FORTE in 1994 [142];
in 1995, the Aalborg team joined the effort, the tool was named UPPAAL, and its first C-based
implementation was released and demonstrated at TACAS [16].

Timed Automata and UPPAAL. A timed automaton, introduced by Alur and Dill, is a finite-state
automaton equipped with clocks that increase synchronously and can be reset to zero [5]. It consists
of locations, one of which is initial, and transitions labeled with actions, guards, and clock resets.
Guards constrain clock values, while resets allow elapsed time to be measured from a new reference
point. Each location may also have an invariant that must remain true while the automaton resides
there, thereby forcing it to leave before a specified time. These mechanisms allow properties
such as “the message arrives within 3 to 5 time units” or “the controller must respond within 10
milliseconds” to be modeled directly. In the original theory, progress properties were specified
using Büchi accepting conditions; UPPAAL instead uses location invariants and related constructs
that provide an intuitive basis for safety verification while preserving the relevant expressiveness
[17, 70].
The fundamental verification problem for timed automata is reachability: whether an unsafe

state can be reached from the initial state. Although clocks range over an infinite continuous
domain, reachability remains decidable because clock valuations can be partitioned into finitely
many equivalent regions [5]. Two valuations are equivalent when they agree on the integer parts
of clock values, which clocks are zero, and the ordering of their fractional parts. The resulting
finite region automaton preserves reachability, but its size is exponential in the number of clocks
and the magnitudes of the constants. More complex problems, such as universality and language
inclusion, are undecidable for nondeterministic timed automata, although they become decidable
for deterministic subclasses such as event-recording automata [4].

UPPAAL describes systems as networks of timed automata extended with discrete data variables.
Automata communicate through synchronization channels, while integer variables represent shared
discrete state. The language also provides constructs for time-critical interactions. Committed
locations prevent time from passing and restrict interleaving until the corresponding sequence
of committed transitions is completed, while urgent channels prevent time from elapsing when
the corresponding synchronization is enabled. These constructs allow common forms of atomic
and time-critical behavior to be represented directly. Properties are specified separately from the
systemmodel using UPPAAL’s query language, a fragment of CTL extended with timing constraints
[70]. Reachability and safety properties can be expressed directly, while more complex timing
requirements can be captured using temporal queries and observer automata. An observer can
monitor the system and enter an error location when a specified behavior or timing constraint is

1The TAU tool was never publicly released or published.
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violated. This separation of models and properties supports incremental modeling and verification
[83].

Symbolic and On-the-Fly Verification. UPPAAL makes reachability analysis of timed automata
practical by combining symbolic clock-constraint representations with on-the-fly state-space
exploration [17]. It represents sets of clock valuations as zones: convex sets described by constraints
on clock values and their differences. Zones can be represented efficiently using Difference Bound
Matrices (DBMs), which support the main verification operations, including adding guards, letting
time elapse, resetting clocks, and normalizing constraints. This avoids enumerating individual
regions and substantially reduces the explored state space. On-the-fly verification further avoids
constructing the complete state space before checking a property. Instead, the verifier explores the
symbolic state space as needed, which is particularly important for concurrent timed automata,
where explicit product construction can cause rapid state-space growth. Exploration can terminate
as soon as a property violation is found, while irrelevant portions of the state space remain
unexplored [142].

The combination of symbolic zones, on-the-fly exploration, and state-space reduction was central
to making UPPAAL applicable beyond small examples. Subsequent work introduced more compact
data structures and additional reduction techniques to reduce memory consumption and verification
time [69]. The practical applicability of these techniques was demonstrated through case studies
including the Philips Audio Protocol [15], an audio and video protocol from Bang & Olufsen [49],
the SAAB gear controller [83], and the ABB field bus protocol [30]. These studies showed that
symbolic timed-automata verification could be applied to realistic communication protocols and
embedded controllers and could reveal timing and concurrency errors that are difficult to detect
through testing alone.

Beyond Timed Automata and Hybrid Systems. UPPAAL has been extended beyond its core timed-
automata framework. TIMES [7] adds real-time scheduling and schedulability analysis, including
synthesis of executable code from timed-automata models. Other extensions support priced au-
tomata for cost-optimal reachability [14] and timed games for controller synthesis [26]. Together,
these extensions broaden timed automata from verification to scheduling, optimization, and syn-
thesis. For CPS involving continuous dynamics, hybrid automata extend timed automata with
continuous variables whose evolution is governed by differential equations [6]. A hybrid automaton
combines discrete control modes with continuous flows, invariants, and transitions, allowing phys-
ical processes such as vehicle motion and temperature evolution to be modeled alongside discrete
control behavior. The HyTech tool, developed by Henzinger and colleagues, was among the first
tools for automatic analysis of hybrid systems [51]. It was applied to hybrid-system benchmarks
including railroad gate and temperature-control systems. Despite the high complexity of even
decidable subclasses, HyTech demonstrated the feasibility of automated verification for practical
hybrid-system models.

4 Connectivity and Scale: The Networked Sense-Act Loop
As CPS scales to city-scale (Smart Cities and Intelligent Transportation), the focus shifts to middle-
ware and networked loops. This perspective emphasizes the importance of managing data flow
between thousands of sensors and actuators while maintaining real-time guarantees. In particular,
higher-level abstractions are needed to allow designers to specify aggregate system behavior and
purpose while letting the underlying real-time resource management solutions decompose those
aggregate specifications into algorithms that prioritize tasks, schedule communication, and dis-
tribute load in a manner that meets mission requirements and time constraints. Several examples
follow.
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4.1 Macroprogramming
Early examples of high-level programming abstractions for distributed CPS were developed in the
sensor network community that recognized that programming large-scale wireless sensor networks
(WSNs) at the level of individual nodes was becoming increasingly impractical. Networks consisting
of hundreds or thousands of resource-constrained devices required programming models that
abstracted away low-level concerns such as message passing, routing, synchronization, and node
failures. This realization led to the emergence of macroprogramming [125], whose central objective
was to allow developers to specify system behavior from a global, application-centric perspective
while automatically compiling or distributing that specification into node-level implementations.
By 2010, macroprogramming became one of the dominant research directions in sensor network
systems, producing a diverse collection of programming models that introduced new abstractions
based on nodes [47], regions/neighborhoods [99, 134, 135], databases [90], environmental objects [2,
89], declarative languages [28], functional programming [91, 99, 100], and distributed dataflow [99].
Although differing substantially in their implementation mechanisms, these systems shared the
common goal of elevating the programming abstraction from individual devices to the collective
behavior of the network.

Early work was motivated by the observation that many sensing applications were fundamentally
interested in physical phenomena rather than individual sensors. Environmental monitoring [102],
structural health monitoring [101], habitat observation [92], and surveillance [50] all required
reasoning about aggregate measurements over geographical regions instead of interacting directly
with particular nodes. Macroprogramming therefore sought to make sensors largely invisible
to application developers by introducing abstractions representing logical collections of devices,
spatial regions, or distributed datasets. The runtime system became responsible for mapping these
abstractions onto the dynamically changing physical network.

An example was to formulate the sensor network as a distributed database, such as the TinyDB
system [90]. It took advantage of the observation that many sensing tasks could be naturally
expressed using declarative SQL-like queries over continuously generated sensor data. TinyDB
established several principles that would strongly influence later macroprogramming systems,
including separating application intent from execution strategy, exploiting in-network processing
to reduce communication costs, and optimizing resource consumption through automatic query
planning.

A second major direction focused on spatial programming abstractions, recognizing that sensor
network applications naturally reason about geographic regions and neighborhoods. One of themost
influential examples was Abstract Regions [134], which proposed treating spatial regions as first-
class programming objects. Applications manipulated regions instead of enumerating individual
nodes, allowing operations such as sensing, communication, and actuation to be expressed over
dynamically defined geographical collections. The runtime system was responsible for determining
which physical nodes belonged to each region and maintaining consistency as topology evolved.
This abstraction significantly simplified programming for applications involving environmental
monitoring, target tracking, and spatial coordination.

Closely related work extended these ideas through logical neighborhood abstractions. Hood [135]
provided programmers with a view of neighboring nodes as shared data structures rather than
communication endpoints. Instead of explicitly exchanging messages, applications read neighbor-
hood state through a distributed shared-memory abstraction maintained by the runtime. Similarly,
Kairos [47] introduced programming constructs allowing developers to describe collective oper-
ations over dynamically changing sets of nodes while leaving communication scheduling and
synchronization to the underlying runtime.
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Another influential family of systems adopted functional programming principles. Regiment [99]
became one of the best-known functional macroprogramming languages for sensor networks. It
viewed the network as a collection of distributed data streams and introduced stream-processing
operators inspired by functional programming languages. Computation was expressed as transfor-
mations over spatially distributed streams of sensor data, while a compiler automatically partitioned
programs into localized node-level computations connected by communication channels.

Environmentally immersive programming [2, 89] was another paradigm that exported objects in
the environment as the primary abstraction, allowing methods and data (or state) to be associated
with such objects that would manipulate them via sensing or actuation. The run-time system would
take care of object creation to maintain a one-to-one correspondence between the current physical
state and its digital representation, and select the sensors and actuators necessary to implement
the specified operations on the specified objects.
Several macroprogramming systems also explored rule-based and event-driven programming

models [36, 37, 126]. Rather than explicitly controlling execution, developers specified reactions
to events or logical conditions. Runtime systems monitored distributed state and automatically
triggered computations when predicates became satisfied. These approaches reduced programming
complexity for event detection, alarm generation, and context-aware applications while allowing
implementations to optimize monitoring overhead dynamically.
Despite differences in programming style, several common themes unified nearly all macro-

programming research. First, virtually every system attempted to decouple application logic from
network implementation. Programmers expressed what computation should be performed, while the
runtime determined how it should execute across distributed nodes. Second, most systems empha-
sized automatic optimization, including communication reduction through in-network aggregation,
intelligent operator placement, adaptive sampling, and energy-aware scheduling. Third, nearly all
approaches relied upon logical abstractions, replacing explicit node identifiers with regions, streams,
databases, neighborhoods, or collections that better reflected application semantics.
Although macroprogramming achieved considerable conceptual success, widespread adoption

proved limited. Sensor network deployments became increasingly heterogeneous, integrating mo-
bile devices, embedded processors, cloud services, and Internet connectivity rather than consisting
solely of homogeneous motes. Moreover, early systems did not explicitly address time constraints
thereby limiting their scope to softer CPS applications.
Nevertheless, the intellectual legacy of macroprogramming has proven remarkably enduring.

Many abstractions introduced during this period, such as declarative data acquisition, distributed
dataflow, logical neighborhoods, spatial collections, region-based computation, automatic operator
placement, and compiler-driven resource optimization, have reappeared in modern edge computing,
fog computing, stream processing, Internet-of-Things middleware, and distributed AI systems. Con-
temporary distributed sensing systems increasingly employ semantic data abstractions, declarative
task specifications, automatic runtime optimization, and adaptive execution strategies that closely
resemble the goals originally articulated by the macroprogramming community.

4.2 IoT Middleware
More contemporary IoT middleware [107] has evolved into a comprehensive resource management
layer responsible for orchestrating computation, storage, networking, sensing, and AI inference
across geographically distributed platforms while satisfying application requirements for latency,
reliability, scalability, privacy, and energy efficiency.

A central responsibility of modern IoT middleware is resource abstraction. Instead of exposing in-
dividual devices, processors, sensors, and communication links directly to applications, middleware
presents virtualized resources through uniform programming interfaces. Devices are represented as
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services or digital resources that can be dynamically discovered, allocated, monitored, and migrated.
This abstraction allows applications to remain independent of the underlying hardware while
enabling the middleware to optimize placement and execution as resource availability changes.
Virtualization technologies [19], lightweight containers [106], and microservice architectures [97]
have become the dominant mechanisms for implementing these abstractions, allowing software
components to be deployed seamlessly across cloud and edge infrastructures.
Another major function is distributed task orchestration. IoT applications are increasingly com-

posed of interconnected processing pipelines that span multiple computational tiers. Middleware
frameworks determine where computation should execute by considering processor utilization,
network latency, available memory, energy consumption, and application deadlines. Dynamic
task placement and migration algorithms continuously adapt to changing workloads, mobility,
and failures. Rather than statically assigning functionality to devices, modern systems support
runtime relocation of services to improve responsiveness or reduce communication overhead.
Platforms such as Kubernetes [23], KubeEdge [137], OpenYurt [103], EdgeX Foundry [38], Eclipse
ioFog [56], and AWS IoT Greengrass [66] exemplify this trend by providing container orchestration
and lifecycle management across cloud-edge hierarchies.

Resource management middleware also performs data management and communication optimiza-
tion. Since communication often dominates energy consumption and latency in IoT deployments,
middleware determines how sensor data should be collected, filtered, aggregated, compressed,
cached, and disseminated. Publish-subscribe systems such as MQTT brokers [123], DDS middle-
ware [44], and Apache Kafka [45] decouple data producers from consumers while supporting
scalable event dissemination. Edge caching and stream processing reduce redundant communica-
tion with cloud services by performing filtering and aggregation close to data sources. Modern
middleware increasingly incorporates semantic metadata and context-awareness to optimize data
movement according to application requirements rather than simply forwarding all available
observations.
An increasingly important responsibility is the management of AI and machine learning work-

loads. Many IoT applications now execute neural network inference at the edge to satisfy stringent
latency and privacy requirements. Middleware platforms allocate accelerators such as GPUs, NPUs,
and TPUs, schedule inference pipelines, distribute models across heterogeneous devices, and coordi-
nate collaborative execution between cloud and edge. Resource managers must balance competing
objectives including inference latency, model accuracy, communication cost, and energy consump-
tion. Research challenges include model partitioning, adaptive offloading, federated learning, and
continuous deployment of updated models across distributed edge infrastructures.

4.3 Decision-Driven Execution
Many CPS applications have strong time constraints. General IoT frameworks are not usually
designed with such constraints in mind. In contrast, an example IoT framework that specifically
addresses real-time scheduling is decision-driven execution [1]. This paradigm fundamentally
reorients resource management around the information requirements of decision-making. Instead
of treating sensing, communication, storage, and scheduling as independent system services, the
framework exposes the logical structure of application decisions to the runtime system, enabling
the infrastructure to optimize data acquisition, caching, communication, and scheduling jointly for
decision quality, timeliness, and resource efficiency. The paradigm is designed for data-intensive
systems. Many IoT and cyber-physical applications exist primarily to support operational decisions
based on real-time data. Traditional resource management allocates computation and communica-
tion resources according to application requests without understanding why particular data are
needed. Consequently, systems retrieve the requested data even though some of it may ultimately
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prove unnecessary. Decision-driven execution instead exports application decision logic to the
system layer, allowing the runtime to understand which information is essential for evaluating
alternative courses of action for the purposes of decision-making and to allocate resources accord-
ingly. Resource consumption therefore becomes directly tied to the process of selecting a course of
action among competing alternatives, rather than simply executing application code.

The central computational abstraction in decision-driven execution is the decision query. Rather
than requesting individual data objects, an application submits a logical expression describing the
predicates required to determine whether alternative actions are feasible. Decisions are modeled
as Boolean expressions over predicates representing conditions in the physical world. Evidence
collected from sensors is used to evaluate these predicates, and once sufficient predicates have been
resolved to identify a viable course of action, additional data collection can terminate. This changes
the interface between applications and resource management from specifying what information
should be retrieved to specifying why it is needed. The resulting semantic information enables the
runtime system to optimize sensing, communication, and storage based on the structure of the
decision itself.

A major distinction of this paradigm lies in redefining resource management as an optimization
problem centered on minimizing the cost of reaching correct decisions. Because the runtime
knows the logical dependencies among predicates, it can exploit opportunities for short-circuit
evaluation analogous to compiler optimization of Boolean expressions. For conjunctive conditions,
predicates most likely to invalidate an alternative relative to their retrieval cost are evaluated
first, whereas for disjunctive structures, predicates most likely to establish a viable alternative are
prioritized. Consequently, communication resources are allocated not according to static priorities
but according to their expected contribution toward resolving decisions.

From a scheduling perspective, the framework formulates decision-driven scheduling [63], which
extends conventional real-time scheduling by simultaneously considering computational deadlines
and physical data validity. Decision-driven scheduling recognizes that sensed information continu-
ously ages because the physical world changes over time. Schedules must therefore satisfy both
decision deadlines and freshness constraints ensuring that all evidence remains valid when deci-
sions are made. These coupled cyber-physical timing constraints produce fundamentally different
scheduling problems in which execution order depends jointly on resource contention and physical
dynamics. Optimality results can be computed for simple versions of the problem. For example,
for a single bottleneck and independent queries, the optimal strategy retrieves evidence with the
longest validity intervals first, leading to the Least Volatile First (LVF) policy.

4.4 Agentic Frameworks for Intelligent CPS
Finally, modern distributed CPS are increasingly geared towards AI abstractions. New challenges
emerge as articulated in recent publications on emerging intelligent CPS/IoT applications [81]. To
enable language model agents to operate beyond passive reasoning and actively invoke external
tools, structured communication protocols have emerged to standardize how agents discover, inter-
pret, and execute available capabilities. Such tool-use protocols replace trial-and-error prompting
with interfaces that define actions, inputs, and outputs in a consistent way, decoupling AI agents
from tool implementations. Examples include the Model Context Protocol (MCP) [10], the Agent-
to-Agent (A2A) protocol [127], and the Agentic Networking Protocol (ANP) [9], each targeting
different layers of agent-to-tool and agent-to-agent coordination. For example, an MCP-compliant
tool presents itself as a set of declarative operations with machine-readable specifications, enabling
LLM agents to trigger actions with reliability approaching that of traditional APIs while retaining
the flexibility of natural language for high-level planning. Most current tool-use protocols for LLM
agents are request-response oriented, where an agent issues a discrete call, receives a result, and
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proceeds. While these protocols increasingly support asynchronous operations and notifications,
their design centers on agent-initiated tool invocations with expected responses. This creates
challenges when it comes to collective AI agent interactions with physical systems where sensors
produce data continuously at heterogeneous rates, multiple agents need concurrent access to
the same data streams, and synchronization among different agent actions is critical for proper
actuation in the physical environment. There is thus a need to rethink tool-use protocols towards
supporting more holistically-coordinated interactions between the agents and their environment,
while ensuring safety of such collective interactions. In addition, as with other middleware, agents
must be able to discover services, control knobs, and optimization levers exported by the tools
available. They may need synchronized access to global context. Finally, arbitration protocols need
to ensure that concurrent agents can coordinate or negotiate when issuing conflicting decisions
over shared resources.

A key challenge is how to represent the spatially distributed shared environment to the multiple
agents operating within it. In edge AI deployments, relevant system state is rarely localized; instead,
elements of state may be fragmented across multimodal and multi-vantage sensors, analytics
services that perform additional inferences on such state, and logs that record important elements
for future retrieval, likely operating at different temporal and spatial resolutions. Middleware
protocols must construct a coherent working context from such distributed inputs. Supporting
naive agent-initiated polling is inefficient, while ensuring full-state mirroring of all state everywhere
is often an expensive overkill. Context representation must be selective. In multi-agent settings,
additional complexity arises from asymmetry of information: different agents may subscribe to
different signals or be scoped to different regions of the system, leading to the possibility of ingesting
inconsistent or outdated beliefs unless appropriate middleware synchronization policies are enacted.
As such, constructing and sharing context cannot be treated as a passive data collection problem; it
requires active policies for subscription, summarization, and belief reconciliation.
Agents in a CPS/IoT application may play different functional roles, such as planner versus

executor, coder versus critic, or monitor versus optimizer, where task specialization improves clarity
and performance. In other settings, agents are deployed as experts, each trained or configured to
handle a particular modality, subsystem, or objective, allowing the system to leverage performance
gains from specialization rather than relying on a singlemonolithic agent. Certain control workflows
additionally require collaborative sequencing [33], where perception, planning, and actuation must
occur in a specific order with well-defined handoff boundaries, implying not just parallel existence
of agents but structured dependency in how they coordinate. Finally, long-horizon or context-heavy
tasks are often decomposed into chain-of-agent pipelines [143], where one agent summarizes,
filters, or reformulates context before passing it to downstream agents to stay within the context
length limits of current models. These patterns impose additional requirements on how information
is shared, synchronized, and distributed among cooperating agents.

Safety assurances are another challenge. The ability to handle impending safety violations calls
for appropriate detection and intervention mechanisms, the ability to defer to human oversight
when appropriate, and in some cases the ability to rehearse actions in a twin or simulator before
acting on the physical world. Whenmultiple agents pursue different objectives, such as performance
optimization versus fault recovery, arbitration is required to reconcile conflicting recommendations.
These requirements suggest that effective agentic control in CPS/IoT applications requires more
than tool invocation. The execution environment must support distributed workflow safety in the
presence of multiple agents.

Furthermore, the human-in-the-loop concept integrates social sensing, treating human behavior
as a physical variable that can be sensed, modeled, and influenced within the system’s feedback
loop.
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5 Formal Methods, AI, and Cyber-Physical Systems
Formal methods are mathematical and computational techniques for the design, verification, and
maintenance of systems that provide provable guarantees of desired properties, including safety,
performance, security, and dependability. Formal methods have been integral to the field of cyber-
physical systems since its inception as an engineering discipline. Formal modeling, using formalisms
such as extended finite-state machines, ordinary differential equations, and timed and hybrid
automata, underpin the theory and tools for model-based design of CPS. Formal specification
languages, such as linear temporal logic, metric temporal logic, signal temporal logic, and first-
order logic with various background theories are widely used. Techniques for formal verification
including reachability analysis, model checking, temporal logic falsification, statistical model
checking, and theorem proving provide automation in checking whether formal models of CPS
satisfy desired specifications. Finally, formal synthesis provides methods for generating models and
implementations (or completions) of a CPS that provably satisfy a specification.

The past decade has seen the rise of a rich and vibrant intersection between formal methods for
CPS, on the one hand, and AI and machine learning (ML), on the other. In this section, we explore
both facets of this intersection: the integration of AI and ML into formal methods, and the use of
formal methods to provide assurance for AI-based CPS.

5.1 Integrating AI into Formal Methods for CPS
In a pair of papers published over a decade ago [109, 110], one of the authors (Seshia) made a case
for the integration of AI and ML with formal methods, with two key insights. The first insight
is that the key challenges in formal methods involve synthesis problems. These synthesis problems
automate tasks that have traditionally been performed manually. For example, the main challenge
in formal modeling and specification is in coming up with good models and properties. Formal
verification, including highly automated methods such as model checking, require one to generate
various formal proof artifacts that are crucial to proving or disproving a property. For example,
proofs by induction usually require one to find a strengthening of the inductive invariant, proofs
by abstraction require one to generate a suitable abstract model, proofs of program termination
require one to find a ranking function, and compositional proofs require one to devise a partitioning
of the system into components along with assume-guarantee contracts between them. The author
advocates for making this key role of synthesis explicit, via a paradigm called “verification by
reduction to synthesis.” In this paradigm, formal methods problems are reformulated as synthesis
problems and the resulting algorithms are solved via invocations of “synthesis oracles.”
The second insight is to use AI/ML-based methods, integrated with traditional deductive formal

methods, to solve the resulting synthesis problems. In other words, the synthesis oracles are based on
learning formal artifacts from multi-modal sources of data, using a variety of learning approaches.
These data sources include positive and negative examples (e.g., collected via running tests),
interactions with an expert human labeling data or with a formal procedure (e.g. a verifier), as
well as corpora of natural language, images, video, and other sensor data, in addition to formal
specifications. The family of problems that involve the synthesis of formal artifacts from data and
formal specifications is called formal inductive synthesis [57, 110] and the family of algorithms
to solve them oracle-guided inductive synthesis. Even in 2015, several problems in CPS design
were already demonstrated to be effectively solved using this combination of formal methods and
data-driven AI [110].
In the rest of this section, we describe four different applications of this methodology of inte-

grating AI and FM for CPS design and verification. These examples span four different AI/ML
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based synthesis methods as well as different phases in the design process (specification, modeling,
verification, and synthesis).

5.1.1 Formal Requirement Mining. A pre-condition to the application of formal methods is to
formulate a formal specification. Verification requires a specification to check the system against.
Synthesis requires a specification from which to generate the implementation. However, writing
formal specifications can be the most challenging part of applying formal methods, requiring
expertise in mathematical logic, formal programming languages, and the application domain. In
2012, the author encountered this firsthand while interacting with researchers and engineers
in the automotive industry. However, there are usually other sources of design data, including
simulation/test data and design documents, from which specifications may be extracted. Thus, the
specification challenge was addressed by developing a novel approach for requirement mining – i.e.,
extracting formal requirements from available design data and interaction with engineers. One
of the first successful projects was a requirement mining algorithm based on the counterexample-
guided inductive synthesis (CEGIS) technique [58, 59], a special case of oracle-guided inductive
synthesis. In CEGIS, one synthesizes a program or other formal artifact from a combination of
positive examples, typically input-output traces, and counterexamples, which are traces from a
verifier/falsifier showing why a candidate program is incorrect with respect to a specification.
In the requirement mining approach, a specification is being reverse-engineered from a system
description. More precisely, in the cited project [58], the “program” being synthesized was the
specification, and it was checked against a model (in Simulink) of the automotive system under
analysis. The requirements were generated in signal temporal logic (STL), from templates in
parametric STL (PSTL), and vetted by an engineer (after expressing them in natural language).
The learning algorithm was a custom procedure for finding the strongest instantiation of a PSTL
template that satisfies a set of simulation traces. The verifier was a temporal logic falsifier for STL.
This requirement mining project was a success, producing STL properties that engineers found
to be useful in uncovering hard-to-find corner case bugs, and facilitating industrial technology
transfer to the automotive industry.

5.1.2 Learning Environment Models. Formal verification and formal synthesis both require the
specification of a model of the environment with respect to which a system is to be verified or
synthesized. This model can take different forms depending on the specific application of verification
or synthesis. While a human expert typically has intuition about the form of an environment model,
constructing a detailed model can be a very tedious and error-prone task. An example of this
challenge in the field of CPS arises in the timing analysis of embedded software. Timing analysis
relies on having the “right” model of the platform on which the software task runs: detailed enough
to capture timing behavior and yet abstract enough to enable scalable analysis. Traditionally, these
platform models have been hand-constructed in a painstaking manner. In 2008, the GameTime
approach proposed a learning-based solution for platform modeling [113, 114]. GameTime used the
paradigm of game-theoretic online learning coupled with SMT-based systematic test generation to
repeatedly execute carefully-generated tests on the target platform (or a cycle-accurate simulator)
and learn a platform model from the resulting measurements. It combines static program analysis
with machine learning from dynamic measurements. The GameTime approach was one of the first
AI/ML-based approaches to learning environment models for an important application of formal
methods to CPS design.

5.1.3 Generating Contracts for Compositional Verification. Compositional reasoning has long been
a holy grail for formal verification. It has long been accepted in the community that the best way
to scale formal methods to large systems is to employ a compositional (modular) approach: break
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up the large system into smaller components, write specifications for those components, formally
verify that each component satisfies its specification, and then prove that the composition of those
specifications entails the desired global system-level specification. The major obstacle to realizing
this approach is to come up with component-level specifications that are both sufficiently precise to
entail the system-level specification and sufficiently abstract to hide unnecessary detail and enable
scalable automated reasoning. As advocated for by Seshia [110], the paradigm of “verification by
reduction to synthesis,” enabled by AI, provides a path to realizing the vision of compositional
verification. For CPS, a recent successful demonstration has been for formally verifying polyglot
(multi-lingual) software written using the Lingua Franca (LF) [87] coordination language introduced
earlier in this article. Chen et al. [27] present PolyVer, one of the first approaches integrating formal
verifiers such as UCLID5 [105, 117], Kani [31], and CBMC [29] with synthesis oracles based on LLMs
to scalably verify LF programs whose reactions are implemented in languages such as C and Rust.
PolyVer uses LLMs to generate interface contracts between components (pre-/post-conditions for
reactions in LF), whereas Kani and CBMC are used to verify these contracts on Rust and C functions.
UCLID5 is used to perform the system-level verification of temporal safety properties on the LF
program using the verified contracts. PolyVer is emblematic of an emerging approach to so-called
“agentic formal verification” where AI agents, typically implemented on top of LLMs, are used to
combine formal verifiers with AI models to synthesize formal artifacts (such as assume-guarantee
contracts) that can scalably prove or disprove that the system satisfies a specification.

5.1.4 Learning-Based Synthesis. AI and ML have been widely used to synthesize plans and con-
trollers for various CPS applications. However, much of this work is in the setting where specifica-
tions are given as objective functions (reward or cost functions) to be optimized. A different line of
work focuses on learning plans or controllers so as to satisfy formal specifications; see, for example,
the literature on safe reinforcement learning (RL) [61]. While this provides strong guarantees of
correctness, it is most valuable if one can synthesize a plan/controller that both satisfies a formal
specification and optimizes a given objective function – i.e., achieves both traditional FM objectives
and AI objectives. An example of this type of result is provided in recent work by Shah et al. [119],
which provides an algorithmic method to train an RL policy that achieves both objectives; i.e.,
it finds the optimal policy among all of those that satisfy a temporal logic specification. Such a
learning-based synthesis method that jointly achieves both Boolean and quantitative objectives is a
rich area for future research.

5.2 Formal Methods for AI-Based CPS: the Verified AI Agenda
Verified AI is the goal of designing AI systems that have strong, ideally provable, assurances of
safety and correctness with respect to mathematically-specified requirements [116]. Seshia et al.
first set out this goal in 2016 [115] and surveyed progress on this topic in their 2022 paper [116].
They organized the technical challenges for the verified AI agenda into five main topics and also
covered the main principles for addressing these challenges. In the rest of this section, we briefly
review of these topics in the context of AI-enabled CPS.
Environment Modeling. AI-enabled CPS operate in environments that can be extremely complex,
with a great deal of uncertainty, not just about the behavior (dynamics) of agents, but also regarding
which objects and agents are present in the environment. Indeed, AI is often introduced into these
systems to better deal with this complexity and uncertainty. In order to perform environment
modeling for these systems, Seshia et al. [116] suggest a three-pronged approach. First, they suggest
using probabilistic programming languages, such as Scenic [41, 42], to capture the stochastic nature
of these environments using an expressive yet interpretable formalism. Second, these formalisms are
neuro-symbolic, allowing for embedding learned models of the world (e.g., of human behavior) into
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the environment models. Third, they recommend using the paradigm of introspective environment
modeling [111] to handle the uncertainty about what entities are present in the environment by
algorithmically generating environment models as assumptions sufficient to guarantee safety and
other key properties of the system.
Formal Specification. The task of formal specification presents unique challenges for AI systems.
Many AI tasks, involving vision or natural language processing, are hard or even impossible to
formalize; yet, we must reason about them to ensure the safe operation of AI-enabled CPS such
as autonomous vehicles. Second, AI systems do not necessarily have the traditional, Boolean
specifications that formal methods deal with; instead, the specifications tend to be more complex,
often multi-objective, combining Boolean objectives with quantitative ones. Finally, properties of
AI models are often just specified using data. In order to deal with all of these challenges, Seshia
et al. [116] propose deriving model-level properties from system-level ones, developing hybrid
Boolean-quantitative formalisms, and developing methods to learn formal specifications from
data and interaction. Several classes of properties of AI/ML models have also been identified and
formalized [112].
Complexity of AIModels and Systems. The complexity of AI/MLmodels has grown dramatically
over the past decade, rising from neural models with tens of thousands of parameters to trillion-
parameter models. In order to deal with this complexity, and handle the self-adaptive nature of many
AI models, one needs to develop new abstractions and semantic representations of AI models. Seshia
et al. [116] outline several proposals that have been successful at developing such representations
that enable tractable analysis. Additionally, they advocate for developing methods to explain and
interpret the behavior of AI models, for example, by distilling a formal model for mechanistic
interpretability from the AI model.
Scalable Verification and Training. Effective verification and synthesis of AI systems requires
novel algorithms that handle stochastic behavior of models and environments, novel specifications,
and the growing complexity of AI models. To handle this, Seshia et al. [116] advocate for a composi-
tional approach (e.g., see [138]) alongwith novel techniques for randomized and optimization-driven
exploration of the input and state space (e.g., [35]) that uses abstract, semantic representations
to scale up. This approach has been successfully applied to industrial-scale AI-enabled CPS (e.g.,
see [40, 43]).
Correct-by-Construction Design. In order to design an AI system to satisfy desired properties,
new design paradigms are needed. For example, one needs an approach to designing systems
in a data-driven manner (as in conventional training of AI systems) while satisfying a formal
specification. The reader will note that this is exactly what the paradigm of formal inductive
synthesis, identified earlier in this section, achieves. Seshia et al. [116] advocate for the use of
oracle-guided inductive synthesis (oracle-guided learning) for the design of correct-by-construction
AI systems; the aforementioned work by Shah et al. [119] is a good example of such an approach.
Similarly, techniques for certified machine learning and safe learning-based control [128] are also
highly relevant in this context. Additionally, one needs techniques for runtime assurance, such as
runtime monitors, guardrails, safety filters, shields, etc., to ensure that the system remains safe even
when the environment behaves in ways that are out-of-distribution or deviate from the design-time
specification. See [129, 130] for more details on this topic.

6 Conclusion
Cyber-physical systems demand a shift in what we mean by a correct computation. When software
mediates sensing and actuation, the right answer at the wrong time is the wrong answer; programs
that must not halt, that interact continuously with their environment, and that run concurrently or
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across networks cannot be judged solely by classical algorithmic criteria. The perspectives surveyed
in this article address complementary facets of that challenge.
At the foundation, models of computation must elevate timing, interaction, and deterministic

concurrency, and distributed coordination must make consistency and timeliness explicit rather
than hoping nondeterministic middleware will suffice. Predictability then requires both disciplined
design—synchronous reactive languages, logical execution time, and schedulability theory—and
complementary verification, from timed automata and symbolic model checking to hybrid-system
analysis. At city and IoT scale, programming and middleware abstractions must lift the designer
from node-level details to mission-level sense–act loops, allocating sensing, communication, and
computation against decision deadlines and data freshness. As AI enters the loop, formal methods
and machine learning become mutual partners: inductive synthesis can generate the artifacts
that verification and compositional reasoning need, while verified AI techniques aim to keep
learning-enabled controllers inside a mathematically grounded safety envelope.
A unifying lesson is therefore that no single tool or language will suffice. We need a layered

discipline: predictable cyber foundations and verified timing contracts; scalable, decision-aware
connectivity; and formal assurance that scales to AI-enabled autonomy. Realizing that stack—and
closing the remaining gaps in hardware support for timing, compositional verification of polyglot
distributed software, and safe multi-agent actuation—is the agenda for the next generation of CPS
research and practice.
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