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19.1 Introduction

When developing hard- or software systems one starts with a collection of re-
quirements. Most requirements arise due to the needs of the customer, others
originate from design decisions and further constraints. Of course, the final sys-
tem should fulfill these requirements. Besides general requirements like scala-
bility and performance, there is often a large number of formal requirements
which concern the functionality of the system. Typical requirements of this kind
are lifeness requirements (e.g. bad things never happen), fairness requirements
(e.g. the system continues doing meaningful things), and in general requirements
which prescribe the chronological order of events (e.g. event A may only occur
after event B).

A typical approach to meet this goal is to construct a model, to check that
the model fulfills the requirements and then to show that the system conforms
to the model. For the checking models against formal requirements automatical
means have been developed in the past 20 years under the term model checking.

Previous chapters have presented various ways of testing. The first and the
second part of book introduced some methods for testing finite state machines
and labeled transition system. The third part was about model-based test gener-
ation. The general assumption of all approaches so far was, that the specification
is completely given in form of a model. Then, testing becomes the task of check-
ing whether a system conforms to a given specification or not. But in real life
there is unfortunately in most cases no formal model of the system. To make use
of, for example, conformance testing or methods for testing I/O-automata , it is
often necessary to build the formal model by hand. This procedure is very error-
prone, since in many cases one can only use the informal customer requirement
specifications and some expert knowledge of the systems developer to build the
model.

One solution to this problem comes from the area of automata learning, which
provides some methods to generate a formal model out of a black box system.
This approach allows at least to compare one version of the system with another
one.

However, one can think of a more direct way to the requirements on the final
system. After all, the main goal is usually to show that the system fulfills the
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requirements and conformance to a hand-made model is just an instrument to
achieve.

In this chapter we explain one possible way to check requirements on black
boxes. It combines model checking with model learning. It is known under the
terms adaptive model checking or black box checking. The idea is that a (part)
of the model of the black box is learned by a machine learning algorithm. This
model is then used for model checking the requirements. However, if a counter
example is found, it might be because the system does not fulfill the requirement
but, it can also be that the model is not adequate. In other words, the bug might
be in the model not in the system. Then, the model has to be improved.

To make the chapter self-contained, we recall model checking techniques in
the first part of the chapter (Section [@3]) and present learning algorithms in
the second part (Section [IA).

In the last part of the chapter (Section [[IH) the two techniques are combined.

19.2 Preliminaries

Definition 19.1. A deterministic finite-state automaton (DFA) is a 5-
tuple M = (X, Q, 6, qo, F'), where

Y is a finite set of letters called alphabet
@ is a non-empty finite set of states

0: Q x X — @ is the transition function
qo € @ is the initial state

F C @ is a set of accepting states

The machine starts in the initial state gy and reads a string or word of
letters of its alphabet. It uses the transition function § to determine the next
state using the current state and the letter just read. Formally a word w is
a sequence of letters w = ajaz...a, € X*. The empty word, which has no
letters, is usually denoted by . A prefix u of a word w is such that w = uwv,
where w, u, v € X*. The set of all finite words w with exactly n letters which can
be build over an alphabet X is defined by ¥ = ¢ iff n =0, and X" = ¥ . X7~ 1,
The set of all finite words is denoted by X*, which is defined by X* = U,enX"™.

We denote the number of states @, the size of the alphabet X', and the size of
the transition function § by respectively | @], | X|, and |4|. The latter is defined to
be the number of elements of the domain of 4, i.e. |@ x X|. Furthermore ¢; — g;
is a denotation of § (¢;, a) = ¢;.

Definition 19.2. Let [n] = {0,...,n}. A finite run 7 of a DFA M on a finite
word w = apay . ..a, € X* is a sequence of states m = mg ... 7,11, such that

® 7o = qo
k a;
e Vi€ [n]: m = mip1
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The first state my of the run is the initial state gy of M and each next
state ;41 is reached by reading one letter a;. A run is called accepting, if
Tnt1 € F.The letters a; read by a run form a w = g ... a,. If the run is acceting,
then the word read by the run is also said to be accepting. The language a DFA
M recognizes is denoted by £ (M). It is defined as the set of accepting words.
We call a language £ regular if there is a DFA accepting L.

A different kind of automaton which operates on infinite words was intro-
duced by Biichi [Biic62] for obtaining a decision procedure for the monadic
second-order theory of structures with one successor. Later these automata were
called Biichi automata. The main idea of Biichi automata is to operate on infi-
nite input words w = agay ... € X, whereas X* denotes the set of all infinite
words over the alphabet 3.

Definition 19.3. A Biichi automaton is a 5-tuple A = (X, @, 9, qo, F'), where

XY is a finite set of actions or letters,

@ is a finite set of states,

§:Q x XY — 29 is a transition function,
qo € @ is a initial state and,

F C @ is a set of accepting states.

Starting from its initial state the automaton chooses nondeterministically a
possible successor state in 0 (¢, a) of the current state gq.

Definition 19.4. An infinite run 7 of a Biichi automaton A on a word w =
apay - .. € X¥ is a sequence m = w7y ... € Q¥, such that

® To = qo
® T;4+1 G5(7Ti,ai).

The first state my of the run is the initial state gy of A and each next state
m;+1 is one of the states reachable by reading one letter a;. The states that
occur infinitely many times in a run are inf(7) = {¢ | ¢ € Q and ¢ = w; for
infinitely many ¢ > 0}. An infinite run of a Biichi automaton is accepted if it
visits accepting states infinitely often. Formally an infinite run 7 = momy7s ...
is a accepted iff inf(w) N £ # 0. An infinite word w = aga; ... € X¥ is accepted
by the automaton, if and only if there is an infinite run of the automaton which
accepts the word. The language £ (A) accepted by a Biichi automaton A is the set
of all accepted words. The complement of a language L (A) accepted by a Biichi
automaton is the set of all not accepted words, it is defined as £ (4) = X\ L (A4).

The length of a finite run m = mgm; ... 7, is the number of its elements
denoted by |7| = n + 1. The length of an infinite run is denoted by |7| = .
For 0 < i < || the suffix of a run m = momy ... 7, starting with element 7; is
denoted by 7! =TT .. ..
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19.3 Model Checking

In the last few years model checking has become a powerful and promising ap-
proach to automatic verification of systems. In general a model checker is a
tool which checks whether a given structure M (called model) satisfies a cer-
tain logical constraint ¢ (called property). Typically models are represented by
finite automata-like structures and properties are described in temporal logic.
In contrast to conventional logics in temporal logics it is possible to describe
temporal dependencies like one action must take place before another one. The
model checker either confirms that the properties hold or reports that they are
not satisfied by the model. Some model checkers can produce a path in the
model which does not satisfy the property, a so called counterexample. Coun-
terexamples can be understood as a reason for the unsatisfied property. Besides
from providing models and properties no further user interaction is necessary for
the entire model checking process. Because of its push-button approach model
checking is a powerful verification tool even in large environments like hardware
verification.

In Section M3l we give a brief introduction to models used to describe
systems for model checking purposes and in Section some common for-
malisms to describe properties of systems are provided. In Section a com-
mon automata-theoretic model-checking algorithm is presented in detail.

19.3.1 Models

Model-checking typically depends on a discrete model of a system which de-
scribes the system behavior. Usually these models are graph structures where
nodes represent the states of the system and edges represent transitions between
the states. For model checking purposes these structures are typically finite, but
model checking infinite structures is also possible [BCMSQT]. These graphs with-
out any further annotation are not expressive enough to provide an interesting
description of the system. Two approaches are in common use: Kripke struc-
tures, where the nodes are annotated with so called atomic propositions, and
labeled transition systems where the edges are annotated with so called actions.
These two descriptions can be combined into so called Kripke transition systems
[MOSS99].
In the following we present an introduction into Kripke structures.

Definition 19.5. A Kripke structure (KS) over a set AP of atomic propo-
sitions is a triple (S, R, I), where

e S is a set of states,
e RC S x §is a transitions relation and,
o I:S5 — 247 i5 a labeling function

Each proposition describes a basic local property of the systems states. To
each state of the system a set of atomic propositions is assigned by the labeling
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function I : § — 24P describing which propositions are valid for that state.
The labeling function is sometimes called interpretation.

A Kripke structure is called total if R is a total relation, otherwise it is called
partial. A Kripke structure is called rooted, if one state so € S is declared as
initial state. For model checking purposes S and AP are usually finite.

Example 19.6. In Figure [[31] a coffee percolator is modeled by a rooted Kripke
structure. The set of atomic propositions is defined by AP = {cof fee, coin}.

{coffeefee, coin

Fig.19.1. Example Kripke structure

}

The atomic proposition cof fee represents the fact that there is coffee-powder
in the machine. In a state which is labeled by the atomic proposition cof fee, the
coffee-percolator is able to brew coffee and to spend it afterwards. The atomic
proposition coin represents that there is a coin inside the coin slot and a user has
paid for a coffee. Using this extra information one may imagine which actions lead
from one state to another. To give a better understanding of the coffee percolator
it is also represented as labeled transition system in the next example.

Ezample 19.7. In contrast to Kripke structures were the nodes are labeled with
sets of atomic propositions labeled transition systems label the transitions with
atomic actions. In Figure the coffee percolator of the previous example is
modeled as labeled transition system. Now one can see that, as long as there is no
coffee-powder inserted, every inserted coin will be refused. Once coffee-powder is
inserted every insert coin action will be answered by a spend coffee action until
the automaton decides internally that one has to insert coffee-powder again.

19.3.2 Temporal Logics

Models describe systems, including their transitional behavior and local prop-
erties of the states. In order to model-check these systems, desired global char-
acteristics of the system have to be formalized. For example, one might be in-
terested in reachability properties like: “Is it possible to reach a state where
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insert coin refuse coin

insertcof fee spendcof fee

insert coin

spendcof fee

Fig. 19.2. Example Labeled Transition System

a certain atomic proposition holds, starting from the initial state?”. Temporal
logics are logical formalisms designed for expressing such properties. There are
two kinds of temporal logics, linear-time and branching-time. Linear-time logics
are concerned with paths and treat each possible execution-path independently,
branching-time logics, on the other hand, describe properties that depend on the
branching structure of the model. The pros and cons of both logics are compared
by Moshe Y. Vardi [Var(l]. Both temporal logics have different expressiveness
and therefore the kind of properties a model checker can prove depends on the
choice of the underlying temporal logic. As an example, consider the two rooted
labeled transitions systems in Figure [[03 showing two different vending ma-
chines offering coffee and tea. Both machines serve coffee or tea after a coin
has been inserted, but the right machine decides internally whether to serve
coffee or tea, in contrast to the left machine which leaves the decision to the
customer. Both machines have the same set of computations (maximal paths):
{(coin, cof fee), (coin, tea)}. Unfortunately they can not be distinguished in
linear-time logics, since in linear-time logics each path is examined separately.
Branching-time logic, in contrast, can distinguish these two machines, since it
is possible to express properties like “a coffee action is possible after any coin
action”.

The choice of using linear-time or branching-time logic depends on the prop-
erties to be analyzed. Linear-time logics are preferred when only path prop-
erties are of interest, as when analyzing data-flow properties, like dead-locks.
Branching-time logics are often better for analyzing reactive systems, due to
their greater selectivity.

Linear Temporal Logic (LTL)[Pnu77 can be seen as the “standard” linear-
time logic. It is often presented in a form to be interpreted over Kripke structures.
Its formulas are constructed as follows:

¢pu=true|p| ¢ | oA |X ()| PUo
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coin . .
coin coin

cof fee

tea

Fig. 19.3. Two vending machines

where p ranges over a set of atomic propositions AP. Note that sometimes
true is defined to be a special atomic proposition, which is valid for every state.

The semantics [¢] of a formula ¢ is the set of all runs 7 for which the property
holds: [¢] = {n | 7 = ¢}. The semantics is inductively defined on the structure
of the formula.

7 [ true

TEp < p € I(m)

TE-¢ e nlEe

TEQApSTEOQ ATEd

TEX(@) elr>1 A E

TE®nUp < 3ke(r—1]: (7" EgAViek—1]: 7' = ¢1)

Every run m satisfies true and every run 7 satisfies an atomic proposition, iff
the first state my of the run does. The negation and conjunction is interpreted
as usual; further Boolean connectives may be introduced as abbreviations. E.g.
¢1 V @2, can be introduced as — (—¢1 A —¢2). The modality X (¢) is called “next
time ¢” and requires the property ¢ to hold for the next situation in the run.
The modality ¢1Ug¢s is also denoted as U (g1, ¢2). Tt is called “¢1 until ¢o” and
requires the property ¢; to hold for all situations on the run until finally the
property @2 holds for some situation.

Besides abbreviations of further Boolean connectivities, the following abbre-
viations are common:

F(¢) := U (true, ¢)
G(¢) == ~F(=9)

The modality F (¢) , called “finally ¢”, requires ¢ to hold for some later situation.
The modality G (¢) , called “globally ¢”, requires ¢ to hold for all situations. The
until modality ¢;U¢s is sometimes called strong until because it requires ¢q
to become true finally. In contrast to this modality, there is a different variant,
called weak until, which holds, even if ¢ never holds while ¢; holds forever.
(01 WU := p1Udpa V G (¢1)).

Since in system verification one is typically interested whether a specific state
satisfies a certain property, there is the following convention: a state s € S of a
transition system satisfies a formula if every run starting at s satisfies it.
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Example 19.8. To illustrate the meaning of the modalities, here are some exam-
ples, that are satisfied by every run of the KS presented in Fig. [k

e X (cof feeV coin) states that in the second step of execution there will be
coffee or a coin inside the automaton.

o G(coin — X (—coin)) states that whenever there is a coin inside the automa-
ton it will be removed in the next step.

e G(coffee — (cof feeWU ((cof fee A coin) — X— (cof fee V coin))))
states that once there is coffee inside the automaton it will last forever, or
it will be removed in a later situation together with a coin in a single step.

Computational Tree Logic Computational Tree Logic (CTL) is one of the
earliest proposed branching time logics. It can be considered as the branching
time counterpart of LTL since it introduces universal and an existential path
quantifiers. The syntax of CTL formulas is defined with respect to a KS (S, R, I)
over a set AP of atomic propositions.

¢ =true [ p| ¢ | o1 A2 | EX(9) | EUe [ AdUg

As mentioned before p is an element of the atomic propositions AP. The seman-
tics of a formula denote the subset of states s € § for which the formula holds:
[6]7 = {s € S| s & o}.

Let IT¥ denotes the set of all runs starting with state s. The semantics of a
formula ¢ is inductively defined on the structure of ¢ as follows:

s |= true

sEp & pel(s)

s E ¢ S s

SEMNG & sEO A sEd

sEEX(p) ©3s'eS: (s,s) e RN ¢
sEEQUp & 3nelll: Jke|n|]: (tFEpAViek—1]: 7 =
sEANUG & Vrelll: Jke|n|]: (tFE@pAViek—1]: 7=

Every state s satisfies true and every state s satisfies an atomic proposition, iff
the proposition is assigned to the state. The negation and conjunction is inter-
preted as usual, further Boolean connectives may be introduced as abbreviations.
The modality EX is called “exists next ¢”. It intuitive means that there is an
immediate successor state s’ reachable by executing one transition which satis-
fies ¢. The modality E¢iU¢ps, called “exists ¢1 until ¢o”, requires the existence
of a run 7 starting with state s which has a prefix such that ¢, holds for the last
state of the prefix and ¢; holds for all other states along the prefix. The modality
Ap1Ugs is called “forall ¢ until ¢5”. It requires that for every computation run
7 starting with state s, there is a prefix such that ¢, holds for the last state
of the prefix and ¢; holds for all other states along the prefix. The following
abbreviations are common:
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AX (6) = ~EX (~0)
AF (¢) := AtrueU¢
EF (¢) := EtrueU¢
AG (¢) := —EF (=¢)
EG(¢) := —AF (=¢)

The modality AX (¢) , called “forall next ¢”, requires that the property ¢
holds in every reachable successor state of s. The modality AF (¢) , called “forall
finally ¢”, requires that the property ¢ holds on every run (starting from the
current state s) for some later state. The modality EF (¢) requires that there is
a run starting from state s which satisfies the property ¢ for some later state.
It is called “exists finally ¢”. The modality AG (¢) , called “forall globally ¢”,
requires that the property ¢ holds on every run for every state. The modality
EG () is called “exists globally ¢”. It requires that there is a run starting from
state s which satisfies the property ¢ in every state.

Ezample 19.9. To illustrate the meaning of the modalities, here are some exam-
ples, which are satisfied by the KS presented in Figure [0k

e AX (cof fee V coin) states that the automaton can make a step and then
there will be coffee or a coin inside the automaton.

o AG (coin — EX (—coin)) states that whenever there is a coin inside the au-
tomaton there is a next step which removes the coin.

e AG (AF (coin)) states that on every run a coin is infinite often inside the
automaton.

e AG (cof fee — (Ecof feeU ((cof fee A coin) — EX= (cof fee V coin))))
states that on every run once there is coffee inside the automaton it will last
until it is finally removed in a later situation together with a coin in a single
step.

e EG ((coin — EX (—coin)) A (—coin — EX (coin))) states that there is a run
of the coffee percolator where the condition coin and —coin is alternating.

Other Temporal Logic Besides LTL and CTL there are a number of other
temporal logics. Some of them extend the presented basic version of LTL and
CTL to deal with special issues. Fair computational tree logic (FCTL) [EL85]
for example extends CTL to deal with fairness constraints. Another well known
extension to CTL is CTL*, which allows a more general combination of the
universal and existential path quantifiers (A, E), and the until and next operator
(X (¢),0U¢). In the following we shortly introduce two other temporal logics
which are related to labeled transition systems.

e Hennessy-Milner Logic (HML)
is a simple modal logic introduced by Hennessy and Milner [HMS5, [MiI89].
In contrast to LTL and CTL it is defined over a set of actions (Act) since it
is related to labeled transition systems . HML is build out of the constant
true, negation, conjunction, and the parameterized existential next operator



12 Therese Berg and Harald Raffelt

(a) (a € Act). This modality is called “diamond a ¢” and holds if there is
an a-transitions to a state of the labeled transition system which satisfies ¢.
The important point about HML is that HML-properties can characterize
finite automata up to bisimulation.

e Modal p-calculus
was introduced by Kozen [Koz83] and extends Hennessy-Milner logic by a
least fixpoint operator (1) . In general a fixpoint of a function f is a value
x such that f (z) = z. Intuitively, the p-calculus makes it possible to use
modalities inside of recursively defined patterns. For example consider the
CTL formula EF (¢). Another way of expressing this is to say that there is
a property X such that either ¢ is satisfied in the current state or there is
some successor state in which X is true. X = ¢V ¢ X, This property can be
expressed in p-calculus as p X.9p vV O X.
Due to the extreme power of fixpoint operators the p-calculus allows to
express very complex properties within a sparse formalism. The p-calculus
covers LTL and CTL, and it is even possible to express fairness constraints
which is not possible with the basic version of LTL and CTL.

19.3.3 Model Checking Algorithms

Model checking can be realized by several different approaches; prominent exam-
ples are the semantic approach, the automata theoretic approach, and the tableau
approach.

The idea behind the semantic approach is to inductively compute the seman-
tics of the formula in question to a given finite model, directly. This generates
a set of states which satisfy the formula. The semantic approach is typically
used for model checking branching time logics. There are efficient algorithms
using this approach which operate linear in the size of the model even for the
alternation free p-calculus [CS92].

The automata theoretic approach is used for model checking linear-time log-
ics and branching-time logics as well. This approach reduces the model check-
ing problem to an inclusion problem between automata. An automaton Ay is
constructed from the property ¢ which accepts all runs satisfying ¢. Another
automaton A, is constructed from model M which accepts the executions runs
of the model. M satisfies ¢ if the language of the model-automaton Aj; is a
subset of language accepted by the properties automaton A,. This problem can
be reduced to the problem of deciding non-emptiness of a product automaton
which is possible by reachability analysis. As an example, an efficient algorithm
for model checking LTL [Var96] is presented later.

The tableau method is used to determine if a certain state s of a given model
M satisfies a property ¢. This approach tries to construct a proof tree that
witnesses that a given state satisfies a certain property. If no proof tree can
be found, it provides a disproof (counterexample) of the property for the given
state. Since the tableau method inspects only a small fraction of the state space
[SWAT], it combines well with incremental construction of the state space, which
is a prominent approach to deal with the state explosion problem.
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Another approach of fighting state explosion is to represent the transition re-
lation of the models implicitly with an ordered binary decision diagram (OBDD)
[BCMDO()], since the size of the transition relation is the main limiting factor. By
using common model checking algorithms with OBDDs and some refinements,
very large examples with up to 1012° states have been verified [BCL92].

Model Checking LTL To model check Kripke structures with LTL-properties
the following approach is proposed. In the first step the model M and the prop-
erty ¢ are translated into automata models A and Ay which represent the
structures in a common way. The automaton A ; accepts all computations which
are possible in the model and Ay accepts all computations which are allowed
with respect to the property. The model checking problem now reduces to the
automata theoretic problem of checking that all computations accepted by an
automaton A4, are also accepted by the automaton A, that is L(Ap) C L(Ay).

Equivalently, one can check that the language £(An) NL(Ay) is empty. Instead
of building the complement of the language accepted by Ay it is possible to use
the language of the complement automaton Ay, which is defined such that it

accepts the words of the complement language £ (A_d)) = L (44). Complement
automata where first studied by Biichi [Biic62], a definition and construction in
the context of temporal logics is given by Sistla, Vardi, and Wolper [SVWRKT].

Since A, exactly accepts the computations satisfying ¢ the negation £(A,)
of the automaton can be expressed by negation of the property. A_¢, =A

There is a number of approaches how to transform an LTL property into an
automaton. One basic approach presented in the following model checking algo-
rithm was purposed by Wolper, Vardi and Sistla in 1983 [WVS8&3], but there are
some improved versions. Gastin and Oddoux for example present in “Fast LTL
to Biichi Automata Translation” [GO0T] a different method which use a varia-
tion of Biichi automata (very weak alternating automata) as intermediate step.
Etessami and Holzmann suppose a method for “Optimizing Biichi Automata”
[EHOO] to reduce the size of the automata.

The following basic LTL model checking algorithm presented by Moshe Y.
Vardi in 1996 [Var96] is structured in 5 steps:

(1) The Kripke structure M, which represents the model, is translated into a
Biichi automaton.

(2) The LTL-property ¢ is translated into an alternating Biichi automaton A,
which exactly accepts the computations satisfying —¢. (Alternating Biichi
automaton are introduced in the later Definition [OTTI)

(3) The alternating Biichi automaton A-4 is translated into a nondeterministic
Biichi automation A-4 which exactly accepts the same set of computations.

(4) The language intersection of Aa; and A4 is build, such that L(AyNA-y) =
L(Aym)NL(Ay)

(5) The language L(Ap N A_y) is checked for emptiness.

If L(AmNA-y) is empty then M |= ¢. On the other hand, if £(Ay NA-y) is not
empty there is at least one run of Ay N A-, which is accepted by the model M
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but not by the property ¢. This run can be used as a counterexample, giving a
reason why the model does not satisfy the property. In the following we explain
each step of the algorithm in detail.

Step 1: The Kripke structure M, which represents the model, is translated into
a Biichi automaton.

A rooted Kripke structures M = (5, so, R, I') over a set of atomic propositions
AP can be viewed as a Biichi automaton Ay = (X, @, 6, qo, F) where the set
of states are equal Q = S, the initial states are equal gy = sp, every state of
the Biichi automation is accepting F' = (), each action is a subset of atomic
propositions X = 247 and the transition function is defined as follows:

0:(g,0) € Qx Y = {¢|(¢,¢)€ERNa=1(q)}

Ezample 19.10. In Figure [34 the Biichi automaton constructed from the KS
in Figure [[A1 is shown.

{

{coin}
{cof fee, coin}

{coffee}
{cof fee, coin}

Fig. 19.4. Biichi automaton example

Step 2: The LTL-Property ¢ is translated into an alternating Biichi automaton
A_4 which exactly accepts the computations satisfying —¢.

Nondeterminism of (Biichi automata) can be understood as a kind of existen-
tial choice; a successor state s’ of a state s is one of the states s’ in ¢ (s). The dual
of existential choice is universal choice, and therefore it is natural to consider
automata that have the power of existential choice and universal choice. Such
automata are called alternating. An alternating Biichi automaton is defined with
respect to a set of positive Boolean formulas BT (D). Positive Boolean formulas
¢p over a set D of variables are constructed as follows where d € D :

¢p:=d | ¢pVép | ppAdp | true | false

Note that the subscript point of the conjunction A and disjunction V of positive
Boolean formulas is used to differentiate them from conjunction A and disjunc-
tion V of LTL formulas. Consider a nondeterministic Biichi automaton which



19 Model checking 15

has a transition function including 6 (go, a) = {1, ¢2, ¢g3}. This mapping can be
written as ¢ (qo, @) = q1V¢2V ¢3 using positive Boolean formulas. In an alternat-
ing Biichi automaton one can have mappings like § (g0, a) = (1Aq)V(g3Aqs),
meaning that the automaton starts from its initial state gy with an a-transition
and can continue in both states ¢;, g2 or in both states g3, g4. Note that an
alternating Biichi automaton can continue in more than one state at the same
time.

Definition 19.11. An alternating Biichi automaton (X, @,J, qo, F) is a
Biichi automaton where the transition function is defined as follows:

§:QxY — BT(Q)

{cof fee, coin}

Fig. 19.5. Example Alternating Biichi Automaton

In Figure [@3 a graphical representation of an alternating Biichi automaton
is presented, visualizing the transition function of an automaton in an abstract
way. The dotted lines are used to identify edges which belong to positive Boolean
combination of states.

Because of the universal choice in alternating transitions, a run of an alter-
nating automaton is a tree rather than a sequence. A tree R = (r, p) is an infinite
directed acyclic graph where r is a set of nodes and p is a parent function. One
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node designated as the root, denoted by £ € r. The root £ has no parent and
every other node n # ¢ has a unique parent. The children of a node ¢(n) are
the nodes n’ which have n as parent. ¢(n) := {n’ | n = p(n’)}. The level |n| of
a node n is the distance from the root € to the node: the root’s level is |¢| = 0
and |n] = 1+ |p(n)]. A branch 8 = ngny ... of a tree is a infinite sequence of
nodes such that ng is the root ¢ and for all other nodes n; (i > 0) of the branch
the predecessor of a node in the branch is its parent:n;,_1 = p(n;).

Definition 19.12. A run of an alternating Biichi automaton on a word w =
ayay ... X% is a state-labeled tree (R, L), where R is a tree and L is a mapping
from the nodes of the tree r to the states, such that r(¢) = gy and the following
holds:

e Each node n with level |n| = i |x| of the tree r has k children ny, ..., n; such
that {L(n1),..., L(ng)} satisfiesj 6 (L(n), a;)

Note that the maximal level of a node in R is at most |7|. Not all branches
need to reach such depth, since if § (L(n), a) = true, then n does not need to
have any children. On the other hand we can not have § (L(n), a) = false , since
false is not satisfiable.

For an alternating Biichi automaton a run (r, L) is accepting, iff every infinite
branch visits accepting states infinitely often. Note that true and false are special
states. For any action both states have only a single transition to itself. The
state true is accepting and the state false is not accepting. Therefore a run with a
branch visiting a false-state can not be accepting and a run with a branch visiting
a true-state is accepting if all other branches visit accepting states infinitely often.
The language £ (A) of an alternating Biichi automaton A is determined by all
words for which an accepting run exists. Note that for a word w there may be
more than one accepting run.

Example 19.13. Figure[[@d outlines a run of the Biichi automation of Figurd[@.3
on the infinite word w = ({coin}{})".

=U (true, coin A X (coin))

U (true, coin A X (coin)) —coin
/ \ L{}
=U (true, coin A X (coin)) true true

{coy %

Fig.19.6. Example run of an alternating Biichi automaton
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The alternating Biichi automaton we are going to construct from a property
¢ uses the set of all sub-formulas and their negations as the set of states.

Definition 19.14. The set of sub-formulas Sub (¢) of a property ¢ is inductively
defined on the structure of ¢ by:

Sub (true) = {true}
Sub (=¢) = {~¢} U Sub (¢)
Sub (X () = {X(¢)} U Sub (¢)
Sub (¢1V ¢2) = {¢1V g2} U Sub (¢1) U Sub (¢2)
Sub (U (¢1, ¢2)) = {U (¢1, ¢2)} U Sub (¢1) U Sub (¢2)

The transition function of an alternating Biichi automaton maps states to
positive Boolean combinations of states. Since properties in LTL may use the
negation modality —¢ and negation is not allowed in positive Boolean functions,
negation of properties is expressed by negation of states. For this reason the
negatives of the sub-formulas are included into the set of states of the alternat-
ing Biichi automaton. To connect the negation of properties to the negation of
positive Boolean combinations of states the following construction is used:

Definition 19.15. The dual ¢ of a positive Boolean formula is defined induc-
tively on the structure of a formula ¢ as follows:

true = false
false = true
=90
1V P2 = p1AP2
LN P2 = $1Vy
X(¢) = —X(8)
U (o1, ¢2) = =U (41, $2)

Given an LTL formula ¢, one can directly build an alternating Biichi automa-
ton Ay = (X, Q,6, g, F'), such that £(Ae) is exactly the set of computations
satisfying the property ¢. The set of states @ is defined as the set of sub-formulas
of ¢ and their negations. The set of actions is defined as ¥ = 247, The set of
accepting states F' consists of all formulas ¢ which have got the form —U (¢1, ¢2).
The transition function § is inductively defined on the structure of ¢ as follows:

true if pe A
0(p, A4) = falseif p & A
S (1 V g2, A) =6 (o1, )\:/5(</>2,A)
§(f1 N @2, A) =0 (h1, A) NS (2, A)
)f
A) =

g
5 (U (¢1,02), )—6(¢2,A)\'/(6((/>1,A)/'\U(¢1,¢2),A)

The idea behind this recursive definition is: whenever a composed formula is
to check it is transformed into a Boolean combination of new formulas. In this
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way a goal is reduced to several subgoals like in an tableau construction. Since
any formula except the one of type U (¢1, ¢2) is turned into smaller sub-formulas,
every finite branch of a potential run reaches either true or false. Every infinite
branch has to hit states of the type U (1, ¢2) or =U (¢1, ¢2) infinitely often.
If U(¢1,02) is hit infinitely often it means, that the automaton fails to show
that U (¢1, ¢2) holds and ¢2 is not satisfied on this branch. Therefore the state
U (¢1, ¢2) is not included into the set of accepting states. On the other hand, if
U (¢1, ¢2) is hit infinitely often on a branch the automaton is not able to show
¢1 or ¢o and —U (¢1, ¢2) holds. That is the reason for putting the state of type
=U (¢1, ¢2) into the set of accepting states.

Ezample 19.16. Consider the property ¢ = G (coin — X (—coin)). In the follow-
ing the construction of the alternating Biichi automaton Ay is presented. The
underlying Kripke structure has got AP = {coin,cof fee} as the set of atomic
propositions and therefore the set of actions is:

Y ={{},{coin}, {cof fee}, {coin, cof fee}}.

Since it is obvious how to get the set of states @), it remains to calculate the
transition function §. It is easy to see that ¢ = G (coin — X (—coin)) is equivalent
to U (true, coin V X (coin)). Using the definition of the duality and the recursive
definition of § we get:

—~

0 (—U (true, coin A X (coin)) , {coin})
0 (U (true, coin A X (coin)), {coin})
0 (coin A X (coin) , {coin}) V (6 (true, {coin}) A U (true, coin A X (coin)))
= § (coin A X (coin) , {coin})A(4 (true, {coin}) A U (true, coin A X (coin)))
5

—~

coin, {coin}) A 6 (X (coin) , {coin})A (5 (true, {coin})VU (true, coin A X (com)))

& (coin, {coin})Vé (X (coin), {coin})) A (truev-U (true, coin A X (coin)))
= (trueVcoin) A (falseV-U (true, coin A X (coin)))
= (falseV—coin) A (falseV=U (true, coin A X (coin)))

If one calculates the transition function for each (reachable) state and each
set of atomic propositions, one gets the alternating Biichi automaton shown in
Figure Note that some edges have been joined in the graph because of the
symmetry of {} and {cof fee} respectively {coin} and {coin,cof fee}.

Step 3: The alternating Biichi automaton A is translated into a nondetermin-
istic Biichi automaton A4 which exactly accepts the same set of computations.

Two problems arise during the transformation of alternating Biichi automa-
ton A = (X, @, qo, F) into nondeterministic Biichi automaton A’ = (X, Q’,d’,
¢, F"): How to deal with the universal choice and which states should be ac-
cepting?

To differentiate states of the alternating Biichi automaton and states of the
nondeterministic Biichi automaton we call them alternating states and nonde-
terministic states.
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Obviously the conjunction of states in alternating Biichi automata A is not
directly transferable to nondeterministic Biichi automata A. The solution to this
problem is similar to the power-set construction mapping nondeterminism to
determinism. If each state of the nondeterministic automaton A consist of a set
of states of A one can translate transitions with conjunction as follows. Consider
a transition 4 (¢, a) = q1AgV g3Ags. Using a power-set construction we can map
this transition to a nondeterministic transition ¢’ ({¢}, a) = {{q1, 2}, { a5, @} }
The idea of this construction is to map the states {¢} to sets of minimal sets
satisfying the transitions positive Boolean condition. If the starting state of a
transitions consists of more than one state the transition maps to minimal sets of
states which satisfy the conjunction of all transition conditions. Let U, X € Q’
subsets of alternating states. Formally we map §’' (U, a) to a new state X such
that X = A cp (g, a).

This construction is not sufficient to define the accepting states correctly.
Surely a set of alternating states has to be accepting if all its states are accept-
ing, but accepting states of alternating Biichi automata do not have to occur in
positive Boolean combinations at the same time. A run of an alternating Biichi
automaton is accepted if each infinite branch of the run hits accepting states in-
finitely often, but the accepting states can occur on different levels of each branch
of the run. In other words; the (alternating) accepting states of an accepting run
can occur one after another on a run of the nondeterministic automaton. The
nondeterministic Biichi automaton has to collect the accepting states it has vis-
ited. Therefore we define the states for the nondeterministic Biichi automaton as
follows: Q' = 29 x 29. The first component of this tuple contains non accepting
states for which no accepting state was seen recently. The second component is
used to collect accepting states and states for which accepting states have been
visited. The idea is that successor states of accepting states are shifted from
the first component to the second. Thus, the empty set in the first component
identifies that for all alternating states of the current (nondeterministic) state
accepting states have been visited and therefore we define the set of accepting
states as F’ = 20 x 29,

If the initial state gy is not accepting and we have not seen any accepting
state initially we define the initial state ¢) = (qo, ). If go is an accepting state
we define ¢ = (0, qo).

For a pair (U, V) € Q' and an action a let ¢’ yield the pairs (U’, V') € Q'
defined as follows:

e case U # () : Let X, Y C @Q be minimal sets satisfying the transitions re-
quested by the states of respectively U and V reading the input symbol
then X = A cyd(g.a) and Y = A,y (¢, a). We put non-accepting
states in the first component and the accepting states in the second com-
ponent. Furthermore, we add all members of Y to the second component
except the ones which are also in the first component: U’ = Y — F and
Vi =(XNF)U(Y -=U).

e case U = {: Let ¥ C @ a minimal set such that Y = A .y 6 (¢, a). Since
for all states in U we have seen an accepting state we are going to restart
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collecting accepting states. Therefore we put all states into U’ except the
ones which are accepting states. U' =Y — Fand V' =Y NF.

Note that if the minimal set satisfying a transition is empty, the transition
is always satisfied and therefore it is identified with the state true.

Step 4: The intersection of Ap; and A4 is build, such that L(Ay N A-y) =
£(A) N £(A-)

Let A = (X,Q,0,¢), F') and A” = (¥,Q",56", ¢f, F"') be two nondeter-
ministic Biichi automata. We can build an automaton 4 = A’ N A” that accepts
LA)YNLA") as: A = (2,0 x Q" x{0,1,2},6,(¢), ¢},0), Q' x Q" x {2}).
The transition function § is defined as ¢ ((¢', ¢”,z),a) = {(+',r",y)} such
that both automata read each input symbol simultaneously ¢’ (¢’,a) = ' and
0" (¢"”, a) = r"" and the third element of the state tuple, counting which automata
has visited an accepting state is set as follows:

0x=2
_Jlz=0Ar"eF’
YZY2z=1Ar"ec P
z else

Since accepting states of both automata may not appear together even if
they appear individually infinitely often the setting F' = F’ x F" does not work.
Therefore the third component is used to ensure that there is an accepting
state if and only if both automata have visited an accepting state. The third
component is initially 0 meaning that no automaton has visited an accepting
state. It changes from 0 to 1 if the first automaton has seen an accepting state
and it changes from 1 to 2 if the second automaton has also visited an accepting
state. If both states have visited accepting states then there is an accepting state
in A”U A” and the search for accepting states is restarted with setting the third
component back to 0

Step 5: Decide if the intersection of Ay, and A4 is empty.

Since the number of accepting states of a Biichi automaton is finite infinite
accepting runs have to visit single accepting states infinitely often. Therefore
if an accepting run of a Biichi automaton exists there has to be a cycle in the
graph of the automaton which is reachable from the initial state. It is a well
known fact that using a depth-first-search algorithm one can search the graph
of a Biichi automaton for a reachable cycle in linear time with respect to the
number of nodes plus the number of edges. If the states of these cycles intersect
with the set of accepting states the language of the automaton is not empty.

19.3.4 Model Checking Tools

In the last few years model checking has become a powerful and promising ap-
proach to automatic verification of systems. In order to be suitable for different
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purposes there are a number of model checking algorithms which work on differ-
ent types of models and temporal logics. Model checking has become a common
technique since in the last two decades a number of model checking tools have
been developed.

The first one was COSPAN [HK&7, [HHK96] which has been in use (and con-
tinuous development) since 1986. It has been applied to a number of commercial
projects, as well as having been licensed to numerous universities for educational
use.

Another model checking tool is Murphi (Mure). It focuses on protocol ver-
ification and its specification facilities are limited, since it is not possible to
define properties of sequential behavior. It is only possible to detect deadlocks,
predefined error-states and states that violate a kind of Boolean invariant.

There are two more well-known tools which deal with process specifications
written in the verification languages like Promela (a Process Meta Language) and
LOTOS. The model checker SPIN [Hol97] is a generic verification system that
supported design and verification of asynchronous process systems. It focuses on
providing the correctness of process interactions. SPIN accepts models that are
described in Promela and properties specified in the syntax of linear time logic.
SPIN uses an automata-theoretic approach with on-the-fly construction of the
automata. Another model checking tool is OPEN/CAESAR [EGMT92|. It was
the first model checking tool that supports the standardized process specification
language LOTOS, but OPEN/CAESAR has a generic API to support other
process descriptions as well. OPEN/CAESAR. supports the modal p-calculus
and uses an automata theoretic approach with on-the-fly construction as well to
fight the state explosion problem.

In contrast to Mury and SPIN the Fizpoint-Analysis Machine [SCKT95] and
the Concurrency Workbench [CPS93] are designed to support a wide range of
applications. The Fixpoint-Analysis Machine can deal with the modal p-calculus.
The tool works not only on labeled transition systems but also on context-free
processes (i.e. processes that are given in terms of a context-free grammar). The
Concurrency Workbench is designed to incorporate several different verification
methods in a modular fashion. As well as the Fixpoint-Analysis Machine it
supports the modal p-calculus.

The model checker SMV (Symbolic Model Verifier) was designed to deal with
the state explosion problem. It uses an OBDD-based (Ordered Binary Decision
Diagram) algorithm and supports properties specified in CTL. It has some ex-
tensions to verify fairness constraints. A new variant of SMV is the NuSMV
ICCGT02] project which aims at the development of a state-of-the-art symbolic
model checker, designed to be applicable in technology transfer. It is based on
SMV and uses essentially the same input language as SMV. The main novelty
in this open source project is the integration of model checking techniques based
on propositional satisfiability.
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19.4 Learning Finite State Machines

Techniques such as model checking and model-based test-generation are a conve-
nient way to automatically improve a system’s reliability as a system conforming
to its specification. The problem is that in many cases a model of the system
does not exist or if it does, it is outdated. If the model is to be constructed by
hand this may be time-consuming and it is very much dependent on how famil-
iar the test engineer is with the system under test (SUT). A way to facilitate
the test engineer’s work and derive a more reliable model, is to automate the
generation of a model of the SUT. A proposed procedure to attain this is to
apply a technique called model learning, sometimes also called model inference.

This section will explain how a so called learning algorithm builds a model
of a system under test. The SUT considered is a black box, i.e., we have no
information about its internal structure. We do make the assumption that the
SUT can be modeled as a deterministic finite state automaton (DFA). We also
assume that we know which actions the SUT is able to perform, here called the
alphabet Y. The minimal model of the SUT is the DFA denoted M. The regular
language accepted by the finite state automaton is denoted £ (M), also referred
to as U.

The basic set-up for all of the variants of the learning algorithm explained
in this section is presented in Figure [A7 The Learner represents the algo-
rithm which is trying to estimate U. The Learner estimates U iteratively through
gathering enough pieces of information about U until it is able to construct a
hypothesis, also called conjecture or approximation of U. The hypothesis is a
DFA A with the language £ (A). If the conjecture is incorrect the learner will
continue to collect information until it can construct a “better” conjecture. The
Learner iterates in this fashion until the hypothesis is correct.

Teacher

Learner

Fig. 19.7. Learning an Automaton.

Oracle

correct/
c.ex.

More specifically, the Learner is able to query the Teacher whether a string
is accepted by M or not and the answers will be yes (+) or no (—), seen in
Figure M@ A query to the Teacher is called membership query (mgq). The
name refers to the question whether a string is a member of £ (M) or not.
Furthermore the Learner can ask an equivalence query (eq) to an Oracle
whether the approximation A is correct or not. If the Oracle deems that the
conjecture is equivalent to M it confirms the correctness of the hypothesis,



19 Model checking 23

otherwise it returns a counterexample to A. The counterexample is in the
format of a string which is accepted by M but not by A or vice versa.

In the following sections we will describe different algorithms for the Learner,
all using the setting described above. The first algorithm, Observation Packs, ab-
stracts away the data structure in which a Learner stores the gathered informa-
tion, using sets instead. In the subsequent section, Section [T we present An-
gluin’s algorithm, in which the observed information is stored in an Observation
Table. The Reduced Observation Table algorithm, presented in Section XA
is similar to the Observation Table algorithm except it stores less information.
Finally, Section TIZ4 describes the Discrimination Tree algorithm which stores
information in a binary tree.

19.4.1 Observation Packs

Balcazar et al. abstract from different data structures and present a unified
view on the learning problem studied here, storing information in several, called
observation packs sets [BDGWO97]. An observation pack can be seen as a way of
storing pieces of information the Learner has about an unknown regular set.

One piece of information is a so called observation. An observation is a pair
of the form (s,4) or (s,—) for a word s. The label +/— signifies the answer to
a membership query on string s. The observations in a set must be consistent,
i.e., the same word does not appear with different +/— labels.

The observations are organized in finite sets called components, which are
not necessarily disjoint. A component is denoted Cjy, where k € N is the com-
ponent’s index. An observation pack O, or pack for short, is a finite sequence
of components, O = (Cp,..., C,_1) for some n € N, for which two conditions
must hold:

OP1 Let s, € Cy be the shortest word in Cy; then sy is a prefix of all other words
in Ck.

OP2 For each two components Cj and C; with [ # k, there exists wg; such that
both spwy € Cy and sywy € C; but (Cy,+) < (Cy,—), i.e., they have
different labels.

The string s is a word that identifies Cy. The set of suffixes for each s; is
defined as E, = {w | syw € Ck}. So the word wg; mentioned above is in Ej N Ej.
Furthermore s, = sxe implies € € Ej by the definition of FEy.

We collect in the set S all the shortest words, s, from each component
and call them access strings. The access strings are then used to index both
components and sets of suffixes, so the component C}, is Cs and Ej is Fs; where
s = s for some s € §. An observation pack can be identified with the finite set
S of access strings and a mapping from S associating to each s the finite set Fj.
The set C; is the set of words sw, for an access string s € S and suffix w € E;.

Definition 19.17. A language U agrees with an observation pack O if all +
labels mark words in U, while all — labels mark words not in U.
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Assuming that Uis a language accepted by a DFA, the suffixes in sets E; must
include evidence (see the second item on the list of conditions on an observation
pack) that the access strings belong each to a different equivalence class in the
right congruence associated with any regular set U agreeing with the pack. These
classes correspond to states of the minimal deterministic finite automaton (DFA)
for U: access strings are used to reach the states, hence the name. There can not
be any more access strings than states in such an automaton.

Lemma 19.18. Let O be a pack, S its set of access strings, U a regular language
which agrees with O, and M the minimal DFA that recognizes U. Then |S| <
M.

Proof. Let dV and ¢ be the transition function and the initial state of M,
respectively. Let the mapping f map S into the states of M in the natural way:
from s to §Y(qV, s). We prove that this mapping is injective.

Let s and s’ be two access strings in the pack and s # s’. Assume that they
both are mapped by f to the same state via the the transition function §Y, i.e.
f is not injective. So §Y(¢V, s) = ¢; and 6Y(¢V,s’) = ¢;. Let FV be the set of
accepting states for M.

According to the properties of the observation pack, there exists a word
w € Es N Eg such that sw € U <= s'w ¢ U. Either, §Y(¢;,w) € FY or
5Y(q;, w) € FY. This means

(1) 6Y(qi,w) € FY = sw € Uand s'w € U, or
(2) 6Y(qi,w) g FV = sw ¢ Uand s'w ¢ U

But this is a contradiction to sw € U <= s'w ¢ U, so f is injective. a

Definition 19.19. Let O be a pack, with access strings S, and U a set agreeing
with O. We say that a word z is like s € S for U if and only if Vw € FE;
swe U 2we U

To find out whether z is like s we first use the information that sw is labeled
+ in the pack if sw € U, otherwise —. Secondly, for zw we can conduct a
membership query and see if zw € U or not.

Lemma 19.20. For every word z there is at most one word s € S such that z

1s like s for U.

Proof. Let s # s', both in S, and assume z is like s, i.e., Vw € E; sw € U<
2w € U. The pack provides a word w € E; N E, such that sw € U<= s'w & U.
Thus, zw € U< s'w & U, so that z is not like s’ for U. |

Let v9°U: ¥* — § be the partial function that maps each z to the single
access string it is like for U, if there is one; it remains undefined if z is not like
any access string for U. From now on, we will use this function in a context in
which both O and U are fixed, so we omit the superscripts and use only ~.
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Expanding a Pack Let us now discuss how to extend a pack, evolving to the
automaton to learn. We will see the importance of the fact that the function
can be partial. Let us start by stating that for a given pack we say that a word
z is escaping when v(z) is undefined.

We can use the knowledge of some escaping string z to adjust the observation
pack and get closer to U. In this case we can collect the appropriate observations
and expand the pack by adding a new component to it.

The fact that z escapes implies that, for each access string s in the pack,
there is a word sw € Cs providing the suffix w that distinguishes z from s, in the
sense that sw € U<= zw & U. A set formed by all such words zw, additionally
including 7z itself, and each labeled by the corresponding +/— label, forms a
component that can be added to the pack preserving two mentioned necessary
properties OP1 and OP2. Each expansion by one component brings the pack
one state closer to the minimal automaton representing U.

Now we want to have a so called closed pack, which means that for an access
string s and letter a there is no such word sa that escapes. The transition on a
from the state represented by s would be undefined if sa escaped. If we discover
an escaping word we expand the pack and when there are no more escaping
words of this kind we say that the pack is closed.

Definition 19.21. A pack O agreeing with U is closed for U if:

e 7(e) is defined;
o Vs S, Vae X v(sa)is defined.

Note that the definition depends on U since v = v©>Y depends on U. Defi-
nition [T2]] actually gives rise to a deterministic finite automaton, whose states
are the access strings of the pack, the initial state is vy(g) and the accepting are
states those access strings labeled +. We define the transition function to be
0(s,a) = v(sa) and we extend the transition function § in a rather common way
by, d(s,e) = s, and §(s, wa) = 6(0(s,w), a), for s € S, w € X* and a € X.

Theorem 19.22. If O is a pack, U is reqular and agrees with O, and O has as
many components as M (the minimal DFA that recognizes U) has states, then
O is closed for U so that an automaton can be obtained from O in the manner
above, and furthermore this automaton is isomorphic to M.

Proof. By Lemma [IIY no pack agreeing with U can have more than |M]|
components. Therefore, it is not possible to expand O preserving the agreement
with U, and thus it must be closed. Besides, by the cardinality condition, the
function f defined and used in Lemma becomes bijective. It is routine to
show that this function is an isomorphism, that is: 1) it maps () to the initial
state of M; 2) it maps exactly those s € S with s € U to the final states; and
3) it commutes with M’s transition function. O

Once we are able to form an automaton from our pack, we can make an
equivalence query to the Oracle to find out if it is equivalent to M. If we receive
the answer ’'yes’, we are finished and the automaton is the minimal automaton
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that exactly accepts U, otherwise we receive a word that behaves different then
the constructed automaton but agrees with M; a so called counterexample. Let
us study how to process a counterexample.

Counterexample A counterexample is used to correct the hypothesis A we
have about the machine. From the counterexample we will get a word that,
when added to the pack, will escape.

Let ¢ be the counterexample of length m, ¢t = ag ... ayp—1. For 0 < i < m let
u; be the prefix of length 4 of ¢ and v; the corresponding suffix, i.e. t = u;v;.

Let s; = 0(y(e), u;) be the state of the automaton based on the pack that is
reached by computing on u;, the initial state be sy = v(¢) and s;41 = §(s;, a;).
The acceptance of ¢ by this automaton is given by whether the final state s,, is
accepting, which corresponds to whether s, € U.

Since the set of strings that are accepted from a state distinguishes a state
from another we look upon suffix v; as an experiment on corresponding state
s; and through membership queries we find out whether s;v; € U. The fact
that ¢ is a counterexample means that ¢ € U <= s, € U, where t = sguy and
Sm = Sm Um- S0 consequently there must exist one or more breakpoint positions
i such that s;v; € U <= s;11v41 € U. Since s;v; = s;a;v;41, the suffix v;44
is an experiment that distinguishes s;a; from s;11 = §(s;, a;) = Y(s;a;). Now
add s;11v;41 with the appropriate label to the component C,, ;. Consequently
~(s;a;) is not anymore s;11, hence s;a; escapes and we can go on with the pack
expansion process.

Example of Observation Pack Let us study the observation pack algorithm
applied to the example of the DFA M., with the alphabet {a, b}, shown in
Figure [LR Initially we conduct an experiment for the empty string. The result
of a membership query for € is + and the first component is initialized with
this observation, Cy = {(e,4)}. The component’s corresponding suffix-set is
Ey = {e}. The evolution of O for this example can be viewed in Table T3l The
sign — in the table means that the component is unchanged.

In the next step we want to close the pack, therefore we ask membership
queries for ea and b. The results are the observations (a,+) and (b, +), whose
strings are like e, the access string for component Cy. The pack is now closed
and we can construct a corresponding automaton A°, which can be seen in

Figure [0

Fig. 19.8. The machine M,



19 Model checking 27

We conduct an equivalence query for A° in order to see if the conjecture is
correct. As answer we get a counterexample ¢ = ab, we see that ab & L(M ;)
but ab € L(AY). The counterexample can be divided into prefix and suffix,
ug = € and vy = ab in order to find the breakpoint where M., and A° behave
differently. A state in a hypothesis is called s;, for this counterexample 0 < i < 2.
We see that a breakpoint can be found for i = 0 since spab & L(M,,;) but s1b €
L(Mz) (Recall that s1 = §(sg, @)). Thus b is the experiment that distinguishes
soa =y(e)a = a from s = y(ea) = ¢.

Step 0 Step 1
CO7E0 CO :{(€7+)}7 EO = {8} CO :{(€7+)»(b’ +)}’ EO = {€,b}
Cl’El Cl = {(a7+)7 (ab7 _)}1 El = {67 b}
Co,Eo
037E3
Step 2 Step 3
Co,Eg || — —
Cl = {(a7 +)7 (abv _)7 (a'a7 _)}7
C1,P1 ||~ Eq1 = {e,b,a}
CQ»EQ 02 = {(aa’ _)}7 E2 = {8} 5 {(b +) (b +) (bb )}
3 = ) ) a, ) y T )
C3,E3 Eq = {e,a,b}

Table 19.1. The observation pack

It is now enough to add (b, +) to the component C;, so Co = {(&,+), (b,+)}
and Ey = {&,b}. Now ~(a) is no longer sy since a escapes and therefore we
expand the pack with a new component C;, where C; = {(a,+), (ab,—)} and
E; = {¢, b}, see Step 1. The mapping of b to an access string is now changed to
~v(b) = a.

The next step is to make the pack closed, the missing words are aa and
ab. Using membership queries we try to discover an existing access string aa
behaves like, but we cannot find one, so it escapes. From the observation (aa, —)
we create a new component, Co = {(aa, —)}, whose corresponding suffix set is
E> = {e}, see Step 2. (The suffix € differentiates so from all other access strings,
so no further suffixes need to be added to C3.) The next word to map into an
access string is ab and we see that y(ab) = aa.

Since we now created a new component C, we must make sure that the pack
is closed, hence we have to check to what access strings the strings aaa and
aab are be mapped. Checking these yields v(aaa) = aa and y(aadb) = aa. The
observation pack is now closed and it is possible to form a hypothesis, .A!, about
the machine, see Figure [0

Now we conduct an equivalence query for the hypothesis A'. The Oracle
returns a counterexample ¢ = ba. Again we perform the search for a breakpoint
in ¢, we initialize the prefix and suffix of ¢ to be ug = € and vy = ba, respectively.
The breakpoint is found for i = 0 where spba € L(M ;) but s1a & L(M,).

In order to adjust A', we add (aa, —) to component (Cs, = C, =)}, trans-
forming it into Cy = {(a,+), (ab,—), (aa,—)}. Now ~(b) is not anymore a (it
does not behave as a on suffix a) but is instead undefined. This implies that we
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A() Al
a,b
‘ a,b
a,b
D

Fig. 19.9. The machine’s approximations

have to create a new component, Cs, based on the escaping string b, and add it
to O. In order to distinguish the access strings sy and s1, we add to Ej3, the suffix
a to distinguish b from s, and the suffix b to distinguish b from sp. (The string
e distinguishes b from s;.) The new component is C3 = {(b, +), (ba, +), (bb, —)}
with corresponding suffix set F5 = {e, a, b}, see Step 3.

We are now able to create our next hypothesis .42 and conduct an equivalence
query for it. The answer to this query is 'yes’ and the algorithm terminates and
outputs the correct automaton A2, seen in Figure [TA

19.4.2 Angluin’s Algorithm

The learning algorithm by Balcazar et al is rather abstract, putting the selected
information in sets. In this section we discuss a learning algorithm that still
puts information into sets but uses a more concrete data structure: a table. The
observation pack algorithm does not tell us how to store exactly all information
we query for. In the algorithm we will introduce next, we see how it is possible
to store all information in an easy manner. We will now present the Angluin Al-
gorithm, which we will also refer to as the Observation Table Algorithm [Ang87].

The algorithm, or Learner, makes use of the same environment and plays the
same roll as described in Section [0 Initially the algorithm has no knowledge
of the SUT’s regular language, but the information it accumulates about the
behavior of the machine, is entered into a so called observation table. Due to the
table the algorithm has at any point in time information about a finite collection
of strings over a known finite alphabet X, classifying them as members or non-
members of some unknown regular set U.

Angluin’s algorithm will make sure that the observation table fulfills some
criteria before it constructs a deterministic finite-state machine A from informa-
tion in the observation table. This hypothesis of what the language of the SUT
is, is the Learner’s conjecture which will be sent to the Oracle.

The Observation Table The information accumulated by the algorithm is a
finite collection of observations, which is organized into an observation table.
The table is defined as follows:

Definition 19.23. An Observation Table over a given alphabet X' is a tuple
OT = (Sa, Ea, TA)E, where

! The index A signifies that the sets belong to Angluin’s algorithm.
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e S, C X* is a nonempty finite prefix-closed set,
e F4 C X* is a nonempty finite suffix-closed set, and
o Ty:((SaUSs-X)x Es)— {+,—} is a (finite) function

satisfying the property that se = s’e’ implies Ta(s,e) = Ta(s',€’) for s, €
SaUSy-2 and for all e, e’ € E4.

The words in S4 US4 - X are called row labels and the words in E 4 are called
column labels. The entries consists of signs (4+/—) representing whether a word
is accepting or not.

The observation table is divided into an upper part and a lower part. The
upper part of the observation table is indexed by row labels in S4. They play a
role similar to access strings in the observation pack algorithm, see Section [[9.Z1]
The lower part’s row labels are indexed by all strings of the form sa, a € X and
s € S4, unless they already appear in the upper part. Moreover the table is
indexed column wise by a suffix-closed set E4 of strings. The suffixes are used
in the same fashion as in Section [&ZT] to distinguish a access string/row from
another. The function T4 maps a row label s and a column label e, i.e. Tx(s, e),
to the set {4+/—}, it is defined to be + if se € U and — otherwise. (Note that
Ty is total.)

A function row(s) for every s € (Sa4 U Sa - X) denotes the finite function
f i Eq — {+,—} defined by f(e) = Ta(s,e). In other words, row(s) is the row
of entries in the observation table for index s.

It is possible that there exists an entry on a string in several places in the
table due to the fact that a string can be divided into different suffixes and
prefixes, i.e. row and column labels. Of course, these labels have to agree. This
is required by Definition

A distinct row in OT characterizes a state in the automaton which can be
constructed from O7. All the row labels to unique rows must be kept in S4.
The rows labeled by elements of §4 - X are used to create the transition function
for the automaton.

To construct a DFA from the observation table it must fulfill two criteria. It
has to be closed and consistent.

Definition 19.24. An observation table O7 is closed if for each s € S4 - X
there exists an s’ € S4 such that row(s) = row(s’).

Definition 19.25. An observation table is consistent if whenever row(s) =
row(s’) for s,s" € Sy then row(sa) = row(s’a) for all a € X.

When the observation table (Sa, Ea, T4) is closed and consistent it is possible
to construct the corresponding DFA A = (X, Q, 6, qo, F') as follows:

Q = {row(s) | s € Sa},

qo = row(e),

F ={row(s)|s € Saand Ta(s,e) =+},
d(row(s), a) = row(sa).
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The corresponding DFA constructed in this manner from table (Sa, Ea, Ta)
is denoted A(S4, Ea, Ta). The first property, closed, holds if a row representing
a successor state of some state in @), the successor state is also in @. The second
property, consistent, ensures that if two rows represent the same state, then they
must also have the same successor state on all input symbols.

The Learning Algorithm The learning algorithm, Algorithm [, maintains
the observation table OT. The sets S4 and E4 are both initialized to {e}. Next
the the algorithm performs membership queries for ¢ and for each a € X, the
result is a label for each queried string. The observation table O7 is initialized
to (SA,EA, TA>.

Algorithm 1 Angluin’s Learning Algorithm.

1 Function Angluin()

2 begin

3 Initialize Sa and Ej4 to {e}.

4 Ask membership queries for € and each a € X.

5 Construct the initial observation table (Sa, Ea, Ta).
6

7

8

9

repeat:
while (Sa, Ea, Ta) is not closed or not consistent:
if (Sa, Ea, Ta) is not consistent,

10 then find s and s’ in S4, a € X, and e € E4 such that

11 row(s) = row(s’) and Ta(sa,e) # Ta(s'a,e),

12 add ae to Eg,

13 and extend T4 to (Sa US4 - X) - E4 using membership queries.
14

15 if (Sa, Ea, Ta) is not closed,

16 then find s € Sy and a € X such that

17 row(sa) is different from row(s’) for all s’ € Sy,

18 add sa to Sa,

19 and extend T4 to (Sa US4 - X) - E4 using membership queries.

20
21 Once (Sa, Ea, Ta) is closed and consistent, let A = A(Sa, Ea, Ta).
22 Make an equivalence query to the Oracle with the hypothesis A.

23 if the Oracle replies with a counterexample ¢,
24 then add ¢ and all its prefixes to Sy
25 and extend T4 to (Sa US4 - X) - E4 using membership queries.

26 until the Oracle replies ’yes’ to the hypothesis A.
27 return A.
28 end

Next the algorithm makes sure that O7T is closed and consistent. If O7 is not
consistent, one inconsistency is resolved through finding two strings s, s’ € Sy,
a € X and e € Ey4 such that row(s) = row(s’) and T4 (s, ae) # Ta(s', ae) and
adding this new suffix ae to E4. The observation table is consistent when no
more strings as these can be found. The algorithm fills the missing entries in the
new column by asking membership queries.

If OT is not closed the algorithm finds s € S4 and a € X' such that row(sa) #
row(s’) for all s’ € S4. The algorithm makes the table closed by adding sa to
S4. When no more such strings can be found the table is closed. The missing
entries in O7 are inserted through membership queries.
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When OT is closed and consistent the hypothesis A = A(S4, Ea, Ta) can be
formed and its correctness checked through an equivalence query to the Oracle.
The Oracle can either reply with a counterexample ¢, such that ¢t € L(M) <=
t & L(A), or ’yes’. If the answer is ’yes’ the algorithm halts and outputs the
correct conjecture A. Otherwise ¢ is a counterexample. In contrast to finding a
breakpoint as in the observation pack algorithm, Angluin’s approach is to add ¢
and all its prefixes to the table. Then all missing entries are filled. In this way,
also the prefix that would be identified by finding the breakpoint is processed.

Example of Observation table The machine M., we want to learn using
Algorithm [ is shown in Figure The algorithm initializes O7 (lines Bl
B) to A° in Table Table A° is closed and consistent (line ). Therefore
the algorithm can form an automaton based on it (line EII), resulting in A°,

Figure [OI0

Fig. 19.10. The machine’s approximations

The next step is to do an equivalence query for A° (line ). The answer from
the Oracle is the counterexample aa since aa ¢ L£(M ;) but aa € L(A°). The
counterexample and its prefixes are added to S4, in the table representation the
upper part of the table, and the lower part of the table is extended. The strings
in S4 are a and aa and in Sy - X; are b, ab, aaa and aab, see A' in Table [T2
The membership queries for the new entries are made and the answers inserted.

Step 0 Step 1 Step 2 Step 3 Step 4
A0]¢ Alle A2l elalla3]e]all A%]e]alb
e[+ e+ e[+ |+ e[+ |+ el+[+ |+
ol a|+|| o|+|=|| a|+]|-]|| o|+]|-]|-
b+ aa|— aa|—|— b+ |+ b+ [+ —
b+ bl+ |+ aa|—|— aa|—|—|—
ab|— ab|—|— bbo|—|— bo|—|—|—
aaa|—||aaa|—|— ab|—|— ab|—|—1|—
aab|—||aab|—|— ba|+|— ba|+|—|—
aaa|—|—|laaa|—|—|—
aab|—|—|]aab]|—|—|—
bba|—|—1| bba|—|—|—
bbb| —|— || bbb|—|—|—

Table 19.2. The observation tables
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The algorithm returns (line B) to check again that the observation table is
closed and consistent. This time it will discover an inconsistency in A! due to
row(ea) # row(aa), the lefthand side being + and the right hand side being —.
A new suffix a, which distinguishes the two inconsistent rows a and ¢, are added
to E4 (line [2). The empty entries in the new columns are filled and the result
is A2 in Table

Table A? is next checked that it is closed (line [[H). Since no row label in the
lower part of the table does not already exist in the upper part it is closed. It is
now possible to form the automaton A2, showed in Figure [TI0

Next the algorithm performs an equivalence query to the Oracle with the
hypothesis .A? (line Z). The response given is again a counterexample, this time
t = bb, since bb & L(M.;) but bb € L(A?). The string bb and its prefixes are
added to S4. The lower part of the table is extended by adding the new row
labels ba, bba and bbb. The algorithm fills all the empty entries by executing
membership queries. This yields table A2 in Table

In the last step the algorithm finds one more inconsistency, due to row(eb) #
row(bb). Solving the inconsistency yields the new column label b, which is added
to E4. The resulting table A%, see Table @7 is closed and consistent and
the corresponding hypothesis, A* in Figure [TI0 returns a ’yes’ in the final
equivalence check. The algorithm returns A* and halts.

19.4.3 Reduced Observation Tables

We have so far seen two proposals of learning algorithms, the observation pack
and the observation table (or Angluin’s) algorithms. The next algorithm we will
present is a Learner closely related to Angluin’s algorithm.

In the setting of the observation table algorithm, see Section [TZZ the
observation table is likely to contain several rows representing one state. The
algorithm presented here is based on the observation table algorithm but contains
a smaller version of the table. We will refer to this algorithm by the name Reduced
Observation Table Algorithm, introduced by Rivest and Schapire [RS93].

Many notions of Angluin’s algorithm can directly be transfered to the reduced
observation table algorithm. In view of how a table is constructed the sets Sa4,
E4, and the table function T4 correspond directly to Sg, Fr, and Tg, respec-
tively. The entries, row labels, column labels and rows are also to be interpreted
as in Angluin’s algorithm. As in the case of the observation table algorithm, the
information the Learner accumulates is a finite collection of observations, which
is organized into a reduced observation table, denoted RO7 . The table is defined
as follows:

Definition 19.26. A tuple ROT = (Sg, Eg, Tr) over a given alphabet X' is a
Reduced Observation Table, where

e Si, Er C X* are nonempty finite sets,

o Tr:((SRUSk-X) x Eg) — {+,—} is a (finite) function,

e se = s'e’ implies Tgr(s,e) = Tgr(s',¢e’) for s,s' € Sp U Sk - X and for all
e,e’ € Er, and
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e row(s) = row(s’) implies s = ¢’ for all s, s’ € Sg.

Thus, a reduced observation table differs from an observation table in two
ways. First, Sp does not need to be prefix-closed. Second, every row appears
only once in the upper part of the table.

Since there cannot be two row labels in Si that map to the same row, there
is no need to check a reduced observation table for consistency. In other words,
there cannot be any inconsistency.

The reduced observation table algorithm contains only the access strings,
recall Section MOl which results in a smaller table than Angluin’s. This in
turn is the cause for using less membership queries. The definition of a closed
ROT is as for the observation table. From a closed RO7 we can can construct
an automaton in the same manner as in Angluin’s algorithm. Besides containing
a smaller observation table, a second source of efficiency, compared to Angluin’s
algorithm, is the faster processing of counterexamples.

Processing a counterexample ¢ = wu;v; of length m, recall Section [[TZAT]
means finding a breakpoint i such that s;v; € U <= s;41v,41 € U, where
the s; = d(row(e), u;) are the states visited by t along the automaton and
v; are the corresponding suffixes of ¢. Some such breakpoint must exist since
Soug € U< s,um € U, so that a sequential search will find, say, the first one
with m membership queries. Rivest and Schapire show how a binary search finds
a breakpoint with logm queries.

The reduced table is kept small by not adding all prefixes of the counterexam-
ple as rows. This means that the new automaton may still classify the previous
counterexample incorrectly, so the same counterexample can potentially be used
to answer several equivalence queries. Two equal counterexamples can also oc-
cur in an algorithm which uses so called discrimination trees, to be discussed in

Section 044

The Learning Algorithm The reduced observation table algorithm is basi-
cally constructed in the same manner as the observation table algorithm. The
difference is that since only unique rows are contained in the upper part of the
table of the reduced observation table algorithm there is no need to check for con-
sistency. The handling of a counterexample is different to Angluin’s algorithm.
In this algorithm we search for a breakpoint in the counterexample and add only
one row to the upper part of the table, not every prefix of the counterexample
as in the case of the other algorithm. The Reduced Observation Table algorithm
is given in Algorithm 21

Example of Reduced Observation Table We will here present an example
how the reduced observation table evolves when learning the same example as in
Section shown in Figure [0 The table is initialized in the same manner
as in Angluin’s algorithm so Sg and Eg is set to & (line B). For all actions in
) and ¢ we perform membership queries and add them to the lower part of
the table (lines EHH), see result in A° in Table Since the table always is
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Algorithm 2 Reduced Observation Table Learning Algorithm.

Function Reduced — Observation — T'able()

begin

Initialize Sk and Eg to {e}.

Ask membership queries for £ and each a € X.

Construct the initial reduced observation table (Sg, Er, Tr).

repeat:
while (Sg, Er, Tr) is not closed:
then find s € Sg and a € X such that
row(sa) is different from row(s’) for all s’ € Sk,
add sa to Sg,
and extend Trg to (Sg U Sk - X) - Er using membership queries.

© W N U W N

o e e e
B W N = O

Once (Sg, Er, Tg) is closed, let A = A(Sg, Eg, Tr).
Make an equivalence query to the Oracle with the hypothesis A.
if the Oracle replies with a counterexample ¢
then let the counterexample t be u;v;, where ugp = v,, =€ and vo = upy, = ¢
and t = w;a;vi41 for i < m, and m is the length of t.
Find a breakpoint position i for which s;a;vi41 € U <= s;i+1vi+1 ¢ U holds,
where s; are the states visited by t along A.
Add vi+1 to Eg
and extend Tg to (Sgp U Sk - ¥) - Er using membership queries.
until the Oracle replies ’yes’ to the hypothesis A.
return A.
end

I I N R N
QR W N R OO ®NO O

consistent we only have to check that the reduced observation table is closed
(line B). There is no row in the lower part of the table which is not already
contained in the upper part, hence the table is closed. It is now possible to form
an automaton from the information in the table (line [[dl), the result is shown in

A°, Figure [T

Step 0 Step 1 Step 2 Step 3 Step 4
AOe Al el |[A2] o] a3]cb]]| a%]ec]b]a
el+ el+|+ e|l+|+ el+|+ el+|+|+
al+ al+|— al+|— al+|— al+|—|—
b|+ bl+|— bl+|— aa|—|— bl+|—|+
aa|—|— bl+|— aa|—|—|—
ab|—|— ab|—|— ab|—|—1]—
aaa|—|— ba|+|—|—

aab|—|— bb|—|—
aga|—|—|—

aab|—|—

Table 19.3. The reduced observation tables

The Learner will thereafter make an equivalence query to the Oracle, which
returns a counterexample ¢t = ab, which we divide into prefix ug = ¢ and suffix
vp = ab (lines [[HIN). We search for the breakpoint in the counterexample and
find it for ¢ = 0 since spab € L(Me;) < s1b € L(M;). Now we can add
the new column label b (line EIl). The result of this operation is shown as A! in
Table [, now row(e) # row(a).
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Next we check whether table A! is closed. The Learner discovers that there is
one row in the lower part of the table which is not in the upper part (lines BHITI).
In order to rectify this we add the row of a to the upper part and in the lower
part we add its successor states, shown in Table [I23, Table A%. The extension
to the table gives rise to a non-closed table again. So for this reason we move
row of aa in the same manner to the upper part, see the result in Table 43. Now
the table is closed and automaton A% can be formed, shown in Figure [IT1 The
Learner queries the Oracle with this hypothesis, but the Oracle answers with a
counterexample.

.AO

a,b

Fig. 19.11. The machine’s approximations

The counterexample is ¢ = ba, where ba € L(M ;) but ba ¢ L(A?). Finding
the breakpoint is the process of following A2 along ¢ and discovering where the
mistake of not accepting ¢ is made. The breakpoint in this case is found for
i = 0 since spba € L(M;) but s1a & L(M.,) where the states sy and s; are
represented by ¢ and a, respectively. We add the new column label a to ROT
and extend the lower part of the table.

In the loop of checking if ROT is closed, the Learner will discover that the
row of b does not exist in the upper part of the table. This row is moved to
the upper part of the table and the lower part is extended. The result shown in
A%, Table This table is closed and with a final equivalence check with the
corresponding automaton 4,4 in Figure [@11] as hypothesis the answer from the
Oracle is a ’yes’ and the algorithm terminates.

19.4.4 Discrimination Trees

In this section we will discuss a fourth approach to implementing the Learner
in the setting described earlier. Instead of using sets for storing the Learner’s
observations, as in the observation pack algorithm, we will show how it is possible
to use a tree.

The Learner’s data structure is in this case a binary tree with labeled nodes.

Definition 19.27. Given an alphabet X, a discrimination tree is tuple D7 =
(Sp, Ep,t) where

e Sp, Ep C X* are nonempty finite sets of access strings and suffixes, respec-
tively,
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e tis an Sp U Ep-labeled binary tree where,
— non-leaf nodes are labeled with suffixes in Ep, and
— leaves are labeled with access strings in Sp.

The information about whether a string is accepted or not is contained in
the structure of a discrimination tree. The computation of the function ~(w)
for a string w - recall that v(w) maps w to the only access string w is like -
becomes simple with the use of discrimination trees; traverse the tree on w in
the following manner. Query wv for membership in each node labeled v and enter
the right child node on a positive answer and left otherwise. The calculation of
~v(w) stops in a leaf which is labeled with an access string. The function v is
total since the computation can be done for any input string w. Let Sift be the
function that traverses a given discrimination tree for input string w in the just
described manner, starting at the root.

A discrimination tree is initialized with the root labeled by ¢ and two leaves,
one labeled by ¢ and the other one with a string which answers the opposite to
€ on a membership query.

The discrimination tree is always closed and consistent, therefore escap-
ing strings can only be obtained through counterexamples. Given a discrim-
ination tree D7, the escaping string is taken via the shortest prefix u; for
which s;a;v,41 € U <= s;41vi+1 € U holds, where s; = Sift(u;,DT), see
Section M@ZT] on how to handle counterexamples. The leaf s;11 is replaced by
an internal node labeled v;11 which will separate the old leaf representing state
si+1from the new one s;a;. The algorithm can now start its next iteration with
another equivalence query. Altogether, note that equivalence queries are used to
modify the tree in order to derive a hypothesis of the automaton to learn, while
membership queries are used in the translation from the tree to an automaton
and for processing a counterexample.

The Learning Algorithm The discrimination tree algorithm consists of the
main function Discrimination-Tree and auxiliary helper functions; Sift, Hypoth-
esis, and Update-Tree. The complete algorithm is shown in Algorithm Bl [KV94,
BDGWOIT].

The main function Discrimination-Tree (line ) first initializes the discrimi-
nation tree. It performs a membership query for ¢ and if the answer to this query
is positive, meaning € € U, then the first hypothesis A has one accepting state,
otherwise one non-accepting. This state is the initial state. All the actions from
this state will loop back to this state.

The next step for the Learner is to execute an equivalence query with this
conjecture. With the information about the counterexample, which the Learner
receives, the discrimination tree will be initialized, the root labeled with ¢ and
the leaves labeled with € and the counterexample, ¢, from the Oracle.

Henceforth the main function will enter a loop; construct a hypothesis from
the discrimination tree and conduct an equivalence query on it. The function
processes a counterexample or stops if the Oracle accepts the hypothesis.
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The helper function Sift (line BIl) returns an access string for a given string
w by simply sifting down the given tree D7 on w, as described earlier.

The helper function Hypothesis (line B4l constructs the hypothesis given a
discrimination tree. The hypothesis A has for each leaf a state, the states are
labeled with the access strings, and ¢ is the initial state. The transitions are
constructed in the following manner. For each state s and each a € X sift down
the discrimination tree on sa, direct the outgoing edge labeled a to the result of
the sift action.

The last helper function Update-Tree (line Bf), updates the discrimination
tree given a counterexample ¢ and a discrimination tree D7. The function finds
the breakpoint in the counterexample and replaces the erroring leaf by a new
node. The replaced leaf becomes one leaf to the new node and the other leaf is
a suffix of ¢.

Example of Discrimination Trees We will here present an example of how
the discrimination tree algorithm works. The example machine we will learn
is shown in Figure The alphabet for the machine is as mentioned earlier
{a, b}.

The first step in the algorithm is to do a membership query for € to determine
whether it is accepting or not, see function Discrimination-Tree in Algorithm
(line B). In the succeeding step we construct the automaton A°, shown in Fig-
ure [T with one state where the transitions of a and b loop back to the initial
state (line H). The state is accepting since ¢ is accepting. Now we can conduct
an equivalence query for the first hypothesis A°.

Fig. 19.12. The machine’s approximations

An equivalence check for A° yields a counterexample ¢ = aa. We now have
the information we need in order to initialize the discrimination tree (line BJ).
The root is set to be labeled with the distinguishing string e and two leaves
with ¢ and the counterexample aa, see tree A in Figure After we update
the tree with the counterexample we get the discrimination tree A' shown in
Figure

We now construct the automaton corresponding to A®. It is created by letting
every leaf in the tree be a state in the automaton. Given a discrimination tree
DT, the transition for an action a in state s is §(s, a) = (y(sa) =)Sift(sa,DT).
The tree AY has the corresponding automaton A! in Figure
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Algorithm 3 Discrimination Tree Learning Algorithm.

1 Function Discrimination — Tree()

2 begin

3 Ask a membership query for e.

4 Construct hypothesis A with one state and self—loops for all a € 3.

5 If e is accepted the state is accepting, otherwise not.

6 Make an equivalence query with A; If unsuccessful let the counterexample be t.
7

8 Initialize the tree D7 to have the root labeled with € and the leaves labeled with € and ¢.
9 Update — Tree(t, DT).
10 repeat:
11 Let D7 be the current discrimination tree and,
12 let A = Hypothesis(DT).
13 Make the equivalence query with A.
14 if yes,
15 then halt and output A.
16 else
17 let t be the counterexample.
18 Update — Tree(t, DT).
19 end

31 Function Sift(w,DT)

32 begin

33 Set the current node to be the root node of D7T.
34 repeat:

35 Let v be the distinguishing string at the current node in the tree.

36 Make a membership query for wv.

37 if ww is accepted,

38 then update current node to be the right child of the current node.
39 else

40 update current node to be the left child of the current node.

41 if current node is a leaf node,

42 then return the access string stored at this leaf.

43 end

44 Function Hypothesis(DT)

45 begin

46 for each leaf (access string) of DT,

a7 create a state in A that is labeled by that leaf (access string).
48 Let the initial state be e.

49

50 for each access string s of A and each a € X,

51 compute the a—transition from state s as follows:
52 Let s’ = Sift(sa, DT) and,

53 let 6(s,a) =s'.

4 return A.

5 end

56 Function Update — Tree(t, DT)

57 begin

58 Let the counterexample t be w;v;, and t = w;a;v;41 for i < m, where m is the length of ¢.
59 Find the shortest prefix wu; for which s;a;vi41 € U <= s;y1viy1 € U holds,

60 where s; = Sift(u;, DT) and sjy1 = Sift(uiy1,DT).

62 Replace the leaf s;y1 by an internal node labeled v;y1,
63 let one of the leaves be the replaced leaf’s label and let the other be s;a;.
64 end
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In the next step we make an equivalence query for A' to investigate if the
hypothesis is correct. We receive a counter example ¢ = bb since bb & L(M ;)
but bb € L(A'). The example is divided into prefix and suffix where ug = ¢
and vy = bb. The breakpoint is found for i = 0, where sobb & L(My) but
510 € L{(Mz). Now we will update the tree in order for it to act correct in
relation to the counterexample.

As described in function Update-Tree we sift down the tree on b and stop in
the leaf e. We replace this leaf by a node labeled b and let the leaves of b be the
replaced leaf ¢ and b, see resulting tree A? in Figure The corresponding
automaton for the updated tree is A? in Figure

A° Al

VA
NN
SN NN

Fig.19.13. The discrimination trees

Finally, we conduct a equivalence query for hypothesis A%. We receive the
answer ‘yes’ from the Oracle and the algorithm terminates.

19.4.5 Equivalence Check

The Oracle resolves an equivalence check in the learning setting that we discuss.
To learn automata in practice, a realization of such an oracle has to be provided.

The VC-algorithm Vasilevskii and Chow presented independently a method
for comparing the language of two automata where one is given as a black-box,
provided an upper bound on the number of states is given [Vas73, [Cho78].

Of course, two languages L; and Lo are equal, iff they contain the same
strings. Comparing an infinite number of strings, however, yields no effective
algorithm.

For a regular language, we know that if the length of a string exceeds the
number of states of the automaton defining the language, at least one state must
be visited twice. In other words, the language of a finite state machine can be
described by a finite set of strings together with some “pumping” information.

Using this observation, one can show that it suffices to compare L; and Ly for
all strings up to some length linearly bounded by the sizes of the two automata.
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Vasilevskii and Chow further show that if one automaton is given explicitly, the
number of comparisons can be slightly improved.

A probabilistic approach Angluin [Ang87 proposes an equivalence check
that yields a correct answer up to some given failure probability.

An Oracle can be realized as a function picking strings randomly and com-
paring the machine and the hypothesis for those. If a mismatch is found, the
corresponding string is a counterexample. If no mismatch is found, the two sys-
tems are classified as identical. This conclusion might be wrong with a certain
probability. However, if we know the probability distribution of strings being
accepted, one can compute the number of comparisons needed to guarantee that
this failure probability is below a given limit. See [Ang87] for details.

19.4.6 Query Complexity of the Algorithms

We discuss only the query complexity of the algorithms, i.e., the number of
queries needed to construct a correct model of the SUT’s regular language. Their
time complexity can be estimated with similar arguments.

In this subsection, let n, m, and k be the number of states of M, the length
of the longest counterexample returned in a counterexample, and the size of X,
respectively.

For all algorithms discussed, the number of equivalence queries is at most n:
each counterexample processed immediately adds at least one new state to the
current hypothesis. Note however, that this number is an upper bound and can
be expected to vary in practice for the different algorithms. For example, in the
discrimination tree algorithm one needs exactly n equivalence queries, since a
new state can only be found with such a query. In Angluin’s algorithm, on the
other hand, the consistency check that is based on membership queries might
give rise to new states as well.

The algorithms differ in the number of membership queries. We first discuss
the complexity of the algorithm based on observation packs.

In the observation pack algorithm membership queries are performed for two
different purposes: to check for closedness and to process a counterexample.

Consider the first type of membership queries. The observation pack is closed
when, for every access string s; and letter a, s;a is like some other access string.
This is easily determined with membership queries. If the check fails, it provides
a witness of non-closedness. If it succeeds, a DFA can be built from the answers
of the queries.

Each component contains an access string plus at most n — 1 strings used to
separate it from the other at most n—1 components. Therefore, in the worst case,
checking for closedness means asking at most n queries for each of (n) strings
s; and (n) queries for each of (kn) strings s;a, giving a total of O((k + 1)n?)
queries. At this point we can implement the observation pack algorithm in two
different ways:
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(1) Check for closedness (and rebuild the automaton) from scratch every time.
This means n(k + 1)n? queries.

(2) Use the fact that access strings are never removed from the pack. This means
that the set of queries asked in one closedness check is a subset of the queries
to be asked in the next one. So, the total number of different queries over
all checks is at most (k + 1)n?. We can avoid repeating queries by recording
all answers to membership queries, at the expense of using more memory.

Now consider the queries used to process the counterexample. If we do not
insist on obtaining the shortest distinguishing experiment, we can use Rivest
and Shapire’s binary search. This means using O(logm) queries for each coun-
terexample, hence O(nlogm) for the at most n counterexamples.

In total, the algorithm that records all answers uses at most O(kn?+ nlogm)
membership queries.

This is also the cost of the reduced observation table algorithm, if precisely
the data structure recording all answers to membership queries is employed.

The discrimination tree algorithm, as described in [KV94], rebuilds the au-
tomaton from scratch every time and processes the counterexample sequentially,
so it uses O(kn3 + nm) membership queries. It is not difficult, however, to make
it record previous queries and use binary search to process the counterexample.
This modified version will have cost of O(kn? + nlogm).

In the observation table algorithm, the number of columns in the table is at
most n, but the number of rows can be as large as O(knm) because all prefixes
of counterexamples are added as rows. Consequently, the number of queries can
be up to O(kn%m).

It can be shown that for any algorithm, making only O(n) equivalence
queries, at least £2(kn log n) membership queries have to be made. Further results
on lower bounds can be found in [BDGW97].

Note however, that the results are worst-case estimations. One might might
in practice trade membership queries for equivalence queries. Experiences with
learning algorithms are given in Section

19.4.7 Domain-Specific Optimizations

The number of queries can be expected to be a limiting factor in practice. Let
us study optimizations for learning that are possible when certain further infor-
mation about the system to learn is provided. The rationale of the presented ap-
proach is that in practice, one is often concerned with learning a certain reactive
system that can be understood as a special deterministic finite state automaton
[ANSO3].

The general concept of the optimizations presented here is that instead of
the Teacher, an Assistant is queried that might either answer a query by con-
sulting the Teacher, or, when possible, deduces the answer to the query using
the currently observed information plus the domain specific knowledge about
the system to learn.
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We present the concept of Assistants using Angluin’s algorithm. It might be
transferred to the other learning algorithms in a similar manner. However, since
not every algorithm stores the result of all membership queries, the effect might
be limited.

The Assistants We present different types of assistants, which differ by the
provided context information.

Assistant 1. The first property of reactive systems that we consider is prefix-
closedness. If the system enters an error state, it will never recover on further
input. So if the system enters a non-accepting state, a sink in the corresponding
automaton, it will never leave it. Hence, the automaton’s language is prefix-
closed. In other words, prefixes of accepted strings are also accepted and exten-
sions of rejected strings are rejected.

This is used by the first Assistant which states that if a string is a prefix
of a string already in O7 with the entry 4+ then the prefix-string will also be
entered as +, without consulting the Teacher. Similarly, a query for a string that
is an extension of a string already classified as rejecting is answered negatively
without consulting the Teacher.

Assistant 2. Sometimes, one deals with systems that provide a sequence of
output symbols to a given sequence of input symbols. These systems may be
modeled as deterministic finite state machines where the input alphabet com-
prises sequences of input symbols and the output alphabet contains sequences
of output symbols. These systems can be understood as DFAs over an alpha-
bet comprising actions that are pairs of sequences of input and output symbols.
However, such an alphabet is large and the learning algorithm will be expensive.
To eliminate the problem we can split an edge labeled by a sequence of input
and output symbols into a sequence of edges where each edge is labeled with a
single symbol, first the input symbols and then the output symbols. In this way,
the number of states increases but the alphabet is kept small.

Often, these systems are deterministic for a given input. The system under
test always produces the same output on any given sequence of inputs. So replac-
ing just one output symbol in a string of an input-deterministic language cannot
yield another string of this language. An Assistant can use this knowledge to
determine that a membership query should be answered with a — for a certain
string if in O7 the same string with the modification of one output symbol has
the entry +.

Assistant 3. The next Assistant uses the fact that the number of output
events in a given situation is determined, and that we wait with feeding new
input until the system has produced all its responses. Assume that we have in
OT a string labeled + that ends with an input symbol. Then every string that
emerges by changing this input-symbol to any output symbol, will always be
rated as —. This can be checked by a further Assistant.

Assistant 4. Often, systems are built-up by independent components, exe-
cuting actions independently. If ¢ and b are such independent actions, an Assis-
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tant can deduce that a query uabv to the Teacher will produce the same result
as the query ubav.

Assistant 5. Furthermore, the system might be built-up by many identi-
cal components. Consider there are two identical components A and B of the
system. Component A processes the letters a1, ao, ... a, whereas component B
processes the letters by, bo, ... b, in a symmetrical way. An Assistant which uses
this symmetry information can deduce that a query a; by bsa; to the Teacher will
produce the same result as the query by a;asb;.

The concept of Assistants is also used in extensions of these learning algo-
rithms to timed systems [G.JL04].

19.4.8 Practical experiences

The presented results on the worst-case complexity of the algorithms introduced
gives only limited understanding of their practical performance.

In [BJLS03], Angluin’s algorithm has been implemented in a straightforward
way in order to gain further insights to practical applicability. Furthermore, its
performance on randomly generated automata has been analyzed. The experi-
ments focused on the impact of the alphabet size and the number of states on
the needed number of membership queries. Additionally, the optimization for
prefix-closed systems mentioned in the previous section (Assistant 1) has been
implemented and analyzed.

In general, it turned out that learning is a challenging problem. One obstacle
is memory consumption. For example, the observation table for a system of 100
states over 25 letters needed about 160 MB of memory. An arbitrary random
system of this size took about 40000 membership queries. A prefix-closed system
of the same size required even 110000 queries. In general, it turned out that
prefix-closed languages are relatively hard to learn compared to arbitrary regular
languages. The optimization, however, showed positive results. Figure [T gives
an impression of the number of membership queries needed for learning systems
of different sizes.

Further experiences are reported in [HNSO3] gained in the process of testing
a telecommunication system.

Their experiments have been performed on four finite installations, each con-
sisting of the telephone switch connected to a number of telephones. The systems
learned varied in the kind of actions the telephones were able to perform, ranging
from simple on-hook and off-hook actions of the receiver to actually perform-
ing calls. The output events indicate which actions the telephone switch has
performed on the particular input. The assistants mentioned in Section [OZ1
(called filters in [HNSO3]) have been employed as well.

In this setup, the automatic execution of a single test needs only a few sec-
onds, but in some exceptional cases it took up to 1.5 minutes to execute the
test and to collect the output generated by the system. This is due to the large
timeout values that are specified for telecommunication systems. Thus, reducing
the number of membership queries has a huge impact.
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Fig.19.14. Learning random examples with Angluin’s algorithm

For the measurements, the assistants are used in a cumulative way: First
Assistant 1 is used, then Assistant 2 and 3 are added. In the last set of measure-
ments, all assistants have been employed.

The result of adding the assistants are measured in terms of a factor of the
number of membership queries saved in comparison to learning the example
without any assistants. The factor of reduction varies between 8 to 460 in total
when all the assistants are added, depending on the example.

Assistant 1 has a similar impact in all considered scenarios, while Assistant
2, 3, and 4 vary much more in their effectiveness, the saving factor increases with
the number of states. The number of outputs and the lengths of output sequences
between inputs have a particular high impact on the effects of Assistant 2 and
3. More outputs and longer sequences give a better saving factor.

The impact of Assistant 4 and 5, which covers the partial-order and symmetry
aspects, increases, as expected, with the number of independent devices. The
number of states does not seem to have any noticeable impact on the effectiveness
of these assistants.

19.4.9 Further learning algorithms

Let us assume that we want to create a model of a system that cannot be reset
to a start state. Of course, this setting is not meaningful for systems that contain
states from which they can never escape once they are entered, since it would
not be able to explore the rest of the automaton. Rivest and Schapire [RS93)
have created a learning algorithm for systems without reset that are strongly
connected.



19 Model checking 45

Moreover Berman and Roos [BRRT] present a learning algorithm for a sub-
class of context-free languages accepted by counter machines and Freund et
al. [FKRX93|] give algorithms for learning finite automata on the basis of a sin-
gle long walk in an average-case setting. Maler and Pnueli [MP95] study the
problem of learning sets of infinite strings. In [DHO3al [DHO3D], learning of regu-
lar tree languages is studied. Learning of timed systems is addressed in [GIL04].

Looking at Angluin’s algorithm, it becomes obvious that there is a trade-off
between membership and equivalence queries. Instead of performing an equiva-
lence query for a closed and consistent table, one could compare the row labels
of equal rows on further suffixes by membership queries. This might reveal an
inconsistency, yielding a separation of the previously equal rows, and thus more
states. For every such case, an equivalence query could be saved. This idea is
worked out in [BDGW94]| and [BGHM96].

19.5 Adaptive Model Checking

In the first section of this chapter, we have studied automatic means for verifying
SUTs based on model checking. However, model checking requires a model. If the
system under test is a black box, one can use the learning techniques explained
in the previous section to learn a model of the box. Then model checking can be
applied.

In [GPY02] a method that integrates learning a model of the black box and
verifying it is presented. It is termed Adaptive Model Checking (AMC). Tt
is similar to the method previously studied in [PVY99] under the term black
box checking.

Adaptive model checking is a method that deals with the problem of having
an inaccurate model of a SUT. Given a property that the system must satisfy,
model checking is performed on a preliminary model and if a counterexample is
found it is compared with the system under test. The result of the comparison
is either that the SUT does not satisfy the property or an automatic refinement
of the model.

First, we present an overview of the algorithm in Figure TIZTA The algorithm
used for learning is Angluin’s algorithm [Ang87] and the algorithm for performing
the equivalence check between the model and the SUT is the Vasilevskii-Chow
(VC) algorithm [Vas73l, [Cho78|. Note that there are two sorts of counterexamples
in this setting, videlicet counterexamples produced by the model checker, called
mc-counterexamples, and counterexamples produced by the VC algorithm, called
ve-counterexamples.

In the black box checking scenario no initial model is assumed to exist and
Angluin’s algorithm starts from scratch. The AMC algorithm starts with the
model learned so far. This model might be inaccurate. The AMC algorithm
applies model checking to this model. There are two possible outcomes of this
check:
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Fig.19.15. Overview of the Adaptive Model Checking Algorithm.

(1) If the model checker finds a me-counterexample for the checked property,
the SUT runs the counterexample in order to see if it is indeed a sequence

of actions that can be performed by the SUT.

e If the SUT accepts the mc-counterexample we have an input sequence
that shows that the SUT does not satisfy the property. Then the mc-
counterexample is reported and the AMC algorithm terminates.

e In the second scenario where the sequence can not be performed by the
SUT, the mc-counterexample will be given to the learning algorithm and
the model will be refined.

(2) In the second case, if the model checker does not produce a mc-counter-
example, one has to investigate whether the model corresponds to the SUT.
Applying the VC algorithm resolves this question. As before, if a ve-counter-
example is found, the counterexample is given to Angluin’s algorithm and
the model is refined. If no ve-counterexample is found the AMC algorithm
concludes that the SUT satisfies the property and the AMC algorithm ter-
minates.

We will now present the AMC algorithm in more detail.

Model The model of the SUT is constructed by Angluin’s algorithm in the AMC
method. The AMC method assumes that the SUT gives information whether an
input can be currently executed by the SUT. Therefore the language of the SUT
is assumed to be prefix-closed and hence the model as well. The model is a finite
automaton and its runs represent only the successful experiments (strings) in
the SUT. The learning algorithm used in AMC to learn this model is Angluin’s
algorithm. We assume that we know an upper bound on the number of states,
n, of the SUT.

Property The property is given as an LTL formula, and this can be translated
into a Biichi automaton. So the property can be expressed in Linear Temporal
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Logic (see Section on Linear Temporal Logic) and transformed into a
finite automaton A-, on infinite words not accepting the property, usually a
Biichi automaton. The algorithm for model checking LTL is presented in detail
in Section LTL is used since it delivers counterexamples in the format of
a sequence of actions. Since Computational Tree Logic is not suitable to describe
properties of regular languages and counterexamples in CTL are not just words
of a language, CTL cannot be used in the AMC algorithm.

Initialization Let M be the SUT and A;,,;; an initial model of M in the follow-
ing section. The AMC algorithm is initialized by providing Angluin’s algorithm
with the information of the initial model so that fewer calls to the (time expen-
sive) VC algorithm are needed. In [GPY02], three ways to use the initial model
are proposed.

(1) A false negative mc-counterexample ¢ found (i.e., a sequence ¢ that was
considered to be a counterexample, but has turned out not to be an actual
execution of the SUT M). This corresponds to a counterexample in Angluin’s
algorithm. Following Angluin’s algorithm we perform membership queries for
all prefixes of ¢.

(2) The runs T of a spanning tree of the model A;,;; as the initial set of row
labels S4 (access strings). We initialize Angluin’s algorithm by adding each
s € Sa to OT and perform membership queries for the missing entries.

(3) A set of separating sequences DS (A;ni:) calculated for the states of Ay as
the initial set of column labels E4. Thus, we initialize Angluin’s algorithm
by setting O7 to be empty, and F4 = DS(Aipnit)-

So this three ways of initializing the sets S4 and E4 account for the attempt
to speed up learning, but with the entries in O7 queried for on the SUT at hand
now.

Note that when using all three initializations and if A;,;; models M accu-
rately with these choices of S4 and E4 then this will allow Angluin’s algorithm
to learn A;,;; correctly, without the assistance of the expensive equivalence check
(VC algorithm).

Handling model-checking counterexamples The model checker can con-
struct two types of mc-counterexamples to a LTL formula, finite and infinite.
In the first case there is no extra work in handling it: The counterexample is
given directly to Angluin’s algorithm. In the second case we must make the
counterexample finite in order for Angluin’s algorithm to use it.

An infinite counterexample is an ultimately periodic word of the form w; w§’
where wy, wy € X*. Assuming that the automaton being checked has n number
of states, the counterexample given to Angluin’s algorithm is w; w;H. Running
wy in A4 it needs to terminate in an accepting state s. Starting from s the
second part wo needs to terminate in s as well. For each such pair, we apply
the second part n more times. That is, we try to run the string w; w2"+1. If we
succeed, this means that there is a cycle in A4 N M through a state with s
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as the A-, component. This is the case since there are at most n ways to pair
up s with a state of M. In this case, there is an infinite accepting path in the
intersection.

Experiments and discussion In [GPY(2], an experimental implementation
of the algorithm is analyzed. Two CCS models [Mil89] are learned and two
properties are checked. The two selected properties do not hold, and the correct
models are tampered with in order to experiment with finding a (false negative)
mc-counterexample. This counterexample is in all experiments, using the AMC
method, utilized to initialize the observation table in Angluin’s algorithm. This is
the initialization mentioned in Section Initialization, case 1. The model checker
checks the properties sequentially. The experiments have been performed on
SUTs with approximately 500 and 100 states, respectively.

The experiments aim to compare the black box checking method (in which
Angluin’s observation table is not initialized) and the AMC method. Experi-
ments are performed in the AMC method with different combinations to initial-
ize Angluin’s observation table, choices (1) and (2) (then E4 = {e}), (1) and (3)
(then Sy = {e}) and (1), (2), and (3) are used.

The results can be summarized as follows. Comparing the different ways of
initializing O7 we see that learning from scratch are in these experiments slower
then using initialized tables. The results also indicate that AMC method give rise
to more states in the model than the black box checking method. Furthermore,
the counterexamples are shorter when learning from scratch than those when
initialized tables are used, if the number of states of the initialized tables are
large.

The adaptive model checking methods is applicable for models that are in-
accurate but not completely irrelevant. When comparing an algorithm learning
from scratch, and using an initial model to guide the learning of the modified
SUT (AMC) the different benefits over each other are unveiled. The learning
from scratch method can be useful when there is a short error trace that identi-
fies why the checked property does not hold. In this case, it is possible that the
learning from scratch method will discover the error after learning only a small
model. The AMC method is useful when the modification of the SUT is simple
or when it may have a very limited affect on the correctness of the property
checked.

However, it has to be said that adaptive model checking is still a mainly
unexplored area that further theory as well as practical insights are needed.

19.6 Summary

In this chapter an introduction to model checking and model learning was given.
Furthermore, it was shown how to combine both techniques to an approach in
which properties of a SUT are verified directly.

First of all we have presented Kripke transition systems which build a simple
basis for temporal logics used in model checking. The essential difference between
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linear time logics and branching time logics was made plain on the basis of an
example. Subsequently we presented linear time logic (LTL) and computational
tree logic (CTL) which are widely used for model checking purposes. Since the
combination of model checking and model learning for testing purposes is only
meaningful with linear time logics we presented a basic model checking algorithm
for linear time logic.

In the second part of the chapter we first gave an introduction to the general
ideas of model learning algorithms. Continuing in the same subject, we presented
a number of learning algorithms; the observation pack algorithm, Angluin’s al-
gorithm, the reduced observation table algorithm and, the discrimination tree
algorithm. Subsequently we discussed the algorithms’ query complexity and pre-
sented some domain specific optimizations to reduce the number of queries. We
rounded the model learning part off with some experimental results.

The final part in this chapter presented the adaptive model checking algo-
rithm, which combines model checking and model learning into one approach.
The approach try to make use of information in an existing model of the SUT in
order to save effort in the learning procedure. If no model exist or the existing
model is irrelevant compared to the current SUT, the approach is still applicable.

Although model checking and model learning are both established research
areas, a lot of work remains to be done when considering testing. The combina-
tion of model checking and testing techniques should be clarified. Models to be
used for testing might ask for different characteristics of the learning procedures
than they currently have. For example, the construction of an abstract model of
a SUT using learning algorithms might ask for a new approach. Issues in this
area need to be examined from a theoretical as well as practical point of view.
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Abstract

Among other domains, learning finite-state machines is important for obtaining a
model of a system under development, so that powerful formal methods such as
model checking can be applied.

A prominent algorithm for learning such devices was developed by Angluin. We
have implemented this algorithm in a straightforward way to gain further insights to
practical applicability. Furthermore, we have analyzed its performance on randomly
generated as well as real-world examples. Our experiments focus on the impact of
the alphabet size and the number of states on the needed number of membership
queries. Additionally, we have implemented and analyzed an optimized version
for learning prefix-closed regular languages. Memory consumption is one major
obstacle when we attempted to learn large examples.

We see that prefix-closed languages are relatively hard to learn compared to
arbitrary regular languages. The optimization, however, shows positive results.

Key words: deterministic finite-state automata, learning
algorithm, regular languages, prefix-closed regular languages

1 Introduction

The last decades have witnessed significant advances in model-based techniques
for specification, implementation, verification, and validation of reactive and
usually distributed systems, e.g., in telecommunication, embedded control,
and related application areas. The techniques include model checking [11,5],
code generation [8] and model-based test generation [4,12]. They all assume
that a formal model of the system under study is available. Such formal
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models are assumed to be developed during the specification phase of system
development, or a posteriori from an existing implementation.

One large obstacle to the adoption of model-based techniques is that in prac-
tice, quite often mo formal specification is available or it is outdated due to
the iteration process in the development of a system. Even if a formal speci-
fication is present that captures the latest version of the system intended to
develop, it is not clear whether it corresponds to its actual realization.

One approach to overcome these limitations is to develop techniques for gen-
erating formal models with less manual effort and more automated support.
In the extreme case, a formal model could be generated a posteriori, from the
developed system. If no model of the system under development was present,
this model can be used to analyze and validate the implementation. If a
formal model was available a priori, the generated model can be compared
with this one to show conformance of the implementation with respect to its
specification.

For software systems with given source code, various static and dynamic analy-
sis techniques have been developed, which can also be used to generate abstract
models of a developed system [3,9]. However, peripheral hardware systems,
combined hard- and software systems, or third-party software systems do not
allow means of static analysis. In practice, there is often no other way to ana-
lyze these systems than by looking at their traces, i.e., their sequences of input
and output actions. Also, a program that analyzes the source code statically
is heavily dependent on the particular implementation language used. A tool
that analyzes externally observed traces is easier to adapt to a new program
written in a new language.

In a seminal paper, Angluin [1] described a method for learning finite-state
automata, if it is possible to ask whether a string is a member of the language of
the automata. This result implies that, in principle, finite-state automata can
be learned for finite-state systems that have the following two characteristics:

e one can send sequences of actions to the system and

e the system signals whether it could execute the sequence.

This approach has been used in projects for test sequence generation by Stef-
fen et al. [7], and by Peled et al. for developing techniques for conformance
testing of finite automata [6]. The number of reported efforts to use Angluin’s
algorithm (or some related algorithm) for generating finite automata models
of reactive systems is still rather small and it is still not possible to make
conclusions about the applicability of the techniques, how well it scales, or to
pinpoint the crucial bottlenecks.

The objective of the research reported in this project is to investigate the ef-
ficiency of Angluin’s algorithm for learning finite automata, and among them
models of reactive systems, to investigate potential bottlenecks in applying
it, and to investigate the effect of a rather straight-forward optimization for
prefix-closed DFA. For this purpose, we have developed a naive implemen-
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tation of Angluin’s algorithm together with an optimization, which can op-
tionally be invoked. We have applied this implementation to a series of syn-
thetically generated systems, and to a set of rather simple models of reactive
systems intended for verification by the Concurrency Workbench. From the
results, we draw conclusions regarding the applicability and scalability of An-
gluin’s algorithm, as well as the effect of our implemented optimization.

[10] studies domain-specific optimizations to Angluin’s learning algorithm in-
cluding optimizations for prefix-closed languages. They have considered ex-
amples from telecommunication software but not studied the performance on
synthetic examples. They have in this article used a slightly different model
and therefore we could not easily compare our results. In [2], Angluin revisits
his algorithm and discusses several variants and their complexity. Practical
results, however, are not mentioned.

In the next section, we recall basic definition of automata theory. In Section 3,
we describe Angluin’s learning algorithm as well as our optimization for prefix-
closed languages. Our experiments are described and discussed in Section 4.

2 Preliminaries

For the following, we fix an alphabet X, i.e. a finite set of letters, usually
denoted by a,b,...,ai,as,... A language is a subset of ¥*, the set of finite
(possibly empty) sequences of letters, also called strings or words.

A deterministic finite-state automaton (DFA) over 3 is a structure A =
(Q,9,qo, F') where ) is a non-empty finite set of states, gy € Q is the ini-
tial state, F' C () is the set of final states, and § : QQ x X — @ is the transition
function. We denote the number of states (), the size of the alphabet >, and
the size of the transition function § by respectively |Q|, |X|, and |6|. The latter
is defined to be the number of elements of the domain of ¢, i.e. |Q x X|.

A run of A on a finite word w = a4 ...a, € ¥* is a sequence ¢y = ... % ¢y,
where ¢ is the initial state of A and ¢;11 = 0(g;, ai11) for i € {0,...,n — 1}.
It is called accepting, if q, € F. The language accepted by A, denoted by
L(A), is defined as L(A) = {w € ¥* | there is an accepting run of A on w}.
We call a language L regular if there is a DFA accepting L.

Let us recall the notion of Nerode’s right congruence. Given a language L,
we say that two words u,v € ¥* are equivalent, written as u =, v, if for all
w € ¥ we have uw € L iff vw € L. It is easy to see that =,C ¥* x ¥* is a
right congruence, i.e., it is an equivalence relation that additionally satisfies
u =, v implies uw =, vw for all w € ¥*. We denote the equivalence class of
a word w by [w].

It is folklore that a language L is regular iff =, has finite indez, i.e., the
number of equivalence classes of ¥X* with respect to =, is finite. Let us recall
the idea of the proof for the direction right-to-left: Given a language £ with
finite index, we construct an automaton A, such that £(A.z) = £. The states
of A, are the equivalence classes of ¥* with respect to =, the initial state is

3
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the equivalence class containing the empty string, denoted by ¢, final states
are the ones containing strings in £, and the transition function maps ([w], a)
to [wal.

It can be shown that this construction yields a minimal DFA accepting L, i.e.,
the number of states is minimal among all DFA accepting £. Furthermore, it
can be shown that every minimal DFA is isomorphic to the one we constructed.

3 Learning finite state machines

3.1 Angluin’s learning algorithm

We here try to give a succinct description of the main ideas behind Angluin’s
learning algorithm. We assume that a system in which we are interested can
be modeled by a DFA A. The problem can now be looked upon as identifying
the regular language which is accepted by A, denoted by L(.A).

In a learning algorithm a so called Learner, who initially knows nothing about
A, is trying to learn L(A) by asking queries to a Teacher and an Oracle.
There are two kinds of queries.

o A membership query consists in asking the T'eacher whether a string w € »*
isin L(A).

* An equivalence query consists in asking the Oracle whether a hypothesized
DFA M is correct, i.e., whether £L(M) = L(A). The Oracle will answer yes

if M is correct, or else supply a counterexample u, either in £(A) \ L(M)
or in LM) \ L(A).

The typical behavior of a Learner is to start by asking a sequence of member-
ship queries, and gradually build a hypothesized DFA M using the obtained
answers. When the Learner feels that she has built a “stable” hypothesis
M, she makes an equivalence query to find out whether M is correct. If
the result is successful, the Learner has succeeded, otherwise she uses the
returned counterexample to revise M and perform subsequent membership
queries until arriving at a new hypothesized DFA, etc.

The information gained by the Learner can during the learning process be rep-
resented as a partial mapping O from X* to {accepted, rejected}. The domain
Dom(0O) of O is the set of strings for which membership queries have been
performed, or which the Oracle has given as counterexamples in equivalence
queries.

Roughly speaking, a learning algorithm should prescribe how to transform a
partial mapping O into an automaton. This can be done by fixing a subset .S of
Dom(0O), defining an equivalence relation ~ on S, and building the automaton
as the set of equivalence classes of strings in S. Intuitively, two strings v and
v/ should be equivalent if there is reason to believe that u =, (4) v'. Since the
Learner can only obtain partial information about A from O, one idea is to
approximate =,(4) by an equivalence ~, which uses only information in O.
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To be able to build an automaton on the basis of S and ~, the following two
criteria should preferably be satisfied.

o completeness: If u € S, and a € ¥ then ua ~ v’ for some v’ € S.

e consistency: If u ~ ' for u,u’ € S and a € X, then ua ~ v'a (ie., ~is a
right congruence).

Completeness ensures that we can define transitions from each equivalence
class for each letter in X; consistency ensures that such transitions have a
unique target equivalence class. We note that in order to check completeness
and consistency, it is necessary to define ~ on all strings u and ua such that v €
S and a € . Whenever the current values of S and ~ satisfy the completeness
and consistency criteria, the Learner can form the corresponding hypothesis
M and make an equivalence query about M.

Let us now describe Angluin’s algorithm more specifically. Angluin’s algorithm
maintains a prefix-closed set S and a suffix-closed set E of strings, both of
which are monotonically increased during the algorithm. Initially S and E
contain the empty string €. We define ~ as follows: v ~ v if for all w € E we
have uw € L(A) iff vw € L(A).

From a complete and consistent O, a hypothesis M is formed as the automa-
ton, whose states are equivalence classes of strings in S. If O is not complete,
then S is increased with strings that represent missing equivalence classes. If
O is not consistent, F is increased with a suffix which replaces the inconsistent
equivalence class with two new classes.

The description of Angluin’s algorithm in [1] represents O by an observation
table OT . The observation table is a table with rows corresponding to strings
in S and columns corresponding to strings in £. The algorithm gradually fills
the entry (u,v) for row u and column v by accepted or rejected, after receiving
a reply for a membership query for uv.

Of course, some membership queries can be saved by entering also the coun-
terexamples returned in negative equivalence queries as accepted or rejected.
We note that the observation table is redundant in that the result of a mem-
bership query for u occurs in all entries (v, w) such that v = vw. Thus, we
do not need to make one membership query for each such entry, but we can
simultaneously fill all such entries.

Angluin’s algorithm is designed to construct minimal DFA for the guessed
language.

3.2 Prefiz-closed models

In many applications, we want to learn an automaton A, which is a model of a
reactive system. Often, reactive systems can be modeled as transition systems.
These can be understood as (non-deterministic) finite-state automata (with
partial transition relations) in which every state is an accepting state. Thus,
the language defined by such an automaton will be prefix-closed. In this
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section, we discuss how to exploit this fact for optimizing the learning process.
A language L is prefiz-closed if for every w in L, all prefixes of w are in
L. A DFA is prefiz-closed if its language is prefix-closed. It follows that a
minimal prefix-closed DFA has only one non-final state, the so-called sink,
with transitions only to itself. Note that Angluin’s algorithm learns minimal
DFA.

Studying strings that are possibly accepted by prefix-closed DFA, we make
the following simple but important observations:

(i) Prefixes of accepted strings are accepted.
(ii) Extensions of rejected strings are rejected.

We can use these characteristics of prefix-closed DFA to reduce the needed
number of membership queries as follows. Before querying a string, we first
test it for (ii), that is whether it is an extension of a string already observed to
be rejected. If so, we can add the result immediately to the observation table.
Otherwise, we ask the teacher. Thus, we never need to query extensions of
observed rejected strings.

Angluin’s Learner starts with queries for short strings, and thereafter queries
successively longer and longer strings. In general, the test for (i) will not
be able to consult previous observations, so it is rarely applicable. There is,
though, an exception when it could be useful, namely when performing queries
for prefixes of received counterexamples. If the counterexample ¢ is accepted,
we know that all its prefixes are accepted, too. In the best case, applying
(i) would save me membership queries, where m is the maximum length of
any received counterexample and e is the number of equivalence queries made.
Knowing the best case bound and due to lack of evaluation time, we did not
implement (i).

4 Experimental Results

The implementation

We have implemented Angluin’s learning algorithm, closely following the high-
level description in [1]. Furthermore, we have implemented our proposed op-
timization for prefix-closed models. It differs from the ordinary learner only
in that it can infer the answer of some membership queries, due to properties
of prefix-closed languages. Accordingly, the number of membership queries
can be expected to be smaller, while the number of equivalence queries is
unchanged. Furthermore, it requires the same amount of memory for the
observation table.

We simulated the teacher (and oracle) on the same computer as the learner,
for reasons of simplicity. In practice, a teacher will typically be realized as a
process communicating with a slow external device.

Our learners are written in Java using the library AMoRE developed at RWTH
Aachen for maintaining automata.
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The experiments

Our experiments aim at finding out how our implementation of Angluin’s
learner and our optimized learner perform and scale in practice. We have
examined real-world examples and randomly generated examples. The real-
world examples are several protocols shipped with the Edinburgh Concurrency
Workbench. They were originally formulated in Milner’s CCS. We transformed
their transition system representation into minimized prefix-closed DFA.

For reasons of comparison, we studied two kinds of random examples, prefix-
closed random examples and arbitrary random DFA.

As pointed out before, the expected bottle-neck in practice for a learner is the
number of membership and equivalence queries, since a communication with a
typically slow external device is required and quite many queries are needed.
Thus, we concentrated our experiments on the number of membership and
equivalence queries. To get an overall picture, we also measured the execution
time and memory consumption for large examples. Hereby “execution time”
means the total execution time minus the time for equivalence queries. In
other words, we measure the time spent by the learner plus the one spent by
the teacher. Since there are several ways to realize The oracle, we disregard
this time.

In our experiments, we vary the alphabet size and the number of states of the
automata. Our measurements do not adhere to strong statistical requirements.
Thus, they cannot be used to prove the practical performance of the algorithms
in a statistical sense. However, they are good enough to show a tendency and
to point out directions for future optimizations and analysis.

4.1 Angluin’s algorithm

A theoretical upper bound for the number of membership queries is the worst-
case size of the observation table. In, [1], Angluin calculates this bound to
O(m|X||Q|?), where m is the maximum length of any received counterexample.
If the Oracle always provides a smallest counterexample, then m = |Q|, and
thus the number of membership queries are in the worst case O(|Z[|Q]*).

To investigate how the algorithm behaves in practice, we studied it on arbi-
trary random examples as well as prefix-closed random examples. Let us start
with the arbitrary ones.

4.1.1 Random examples

The samples

We studied random examples varying the number of states and letters. We
generated and learned DFA between 10 and 100 states, in steps of 10.

Each set of measurements was carried out with different alphabet size. For
systems with up to 60 states, we studied from 5 up to 50 letters in steps of 5,
and, for systems with more states, from 10 up to 50 letters in steps of 10.

We sampled 10 DFA for each state and letter combination, except for those
7
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Fig. 2. Random automata, number of letters fixed to 10 and 40.

with the number of states 70 or higher, for which we sampled only 5.

Experiences

Fixing the number of states but varying the number of letters, we observe a
linear behavior, as expected. See Figure 1, in which the number of states are
fixed to 10 and 60.

The collected data shows that, in terms of membership queries, Angluin’s
learning algorithm is approximately linear in states on random DFA, despite
the algorithm’s worst-case complexity. As an example, we show the number
of membership queries relative to the number of states, with the number of
letters fixed to 10 and 40, in Figure 2.

To get an impression of the performance of the algorithm, learning a random
example of 100 states and 25 letters, took 1 hour, 40,000 membership and 15
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Fig. 3. Membership queries with respect to transitions.

equivalence queries, and 110 MB of space. This long execution time was one
reason for learning fewer automata of larger sizes. The other reason is the
huge memory consumption of the observation table.

Additionally, we studied the number of membership queries with respect to
the number of transitions, |§| = |@||X|. This is possible since we discovered
by our measurements that the nominal variables states and letters behave
interchangeably. At the very bottom in Figure 3 is the curve that shows the
number of membership queries with respect to the number of transitions. We

can describe the observations roughly by the relation |membership queries| =
k|o], where k ~ 14.

4.1.2  Random prefiz-closed examples

The samples

In general, prefix-closed DFA require more time and space to learn with An-
gluin’s algorithm, so we studied fewer samples. We learned automata with
10 to 50 states in steps of 10 and varied the number of letters from 10 to 50
in steps of 10. We learned approximately 10 automata of each kind up to 30
states and fewer of larger ones.

Experiences

As mentioned before, arbitrary random examples are in general easier to learn
than prefix-closed random examples. An example for this is shown in Figure 4.
Learning a particular random generated automaton, with 40 letters and 40
states, requires approximately 19,000 membership queries and a prefix-closed
automaton of the same size requires 40,000 membership queries, that is about
twice as many.

Let us study the cause for this difference. Angluin’s learning algorithm tries
to learn an automaton by finding representatives of different Nerode’s right
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Fig. 4. Random prefix-closed automata and random automata, both with 40 letters.

congruence classes, as described in Section 3.1. To show that two strings v and
v are not members of the same congruence class, it has to find one string w so
that uw is accepted but vw not, or the other way around. In minimal prefix-
closed DFA, as maintained by Angluin, every state except one is accepting,
and it is more likely that states accept almost the same language. This makes
it more difficult to find a distinguishing string w.

Furthermore, we see that the curves for learning prefix-closed languages grow
steeper than for arbitrary random examples. On prefix-closed examples we
come closer to the worst case complexity of Angluin’s algorithm. Thus, prefix-
closed examples are harder to learn than arbitrary ones. This result is slightly
disappointing, since reactive systems can usually be modeled by prefix-closed
automata. This experience is in contrast to the one gained in the area of model
checking, where worst-case complexities usually do not show up in real-world
examples.

A particular random example with 100 states and 25 letters took 11 hours,
110,000 membership queries, 29 equivalence queries and 160 MB of memory.
The top curve in Figure 3 shows membership queries versus transitions for
random prefix-closed examples. It is no longer linear. A very rough description
of the observations is given by the quadratic relation |membership queries| =
k|6|?, where k ~ 0.016.

4.2 The optimization for prefix-closed systems

As pointed out in the previous section, the optimized version for prefix-closed
languages takes into account that extensions of rejected strings are rejected.
Before issuing a membership query to the teacher, we check whether we can
deduce it from previous membership queries. In our setting, the optimized
learner gives about the same execution time as the ordinary learner. Since we
simulate the Teacher on the same computer, a query takes roughly the same
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Fig. 5. Random prefix-closed examples learned with Angluin and optimization,
number of letters fixed to 10.

amount of time as a table lookup. Note that in the setting where a concrete
hardware system is learned, the time for a table lookup might be negligible
compared to the time a membership query needs.

4.2.1 Random prefiz-closed examples

The samples

On the optimized learner, we studied the same random prefix-closed examples
as with the ordinary learner.

Experiences

We observe that the optimization yields noteworthy savings in terms of mem-
bership queries. To give an example, we have shown the number of member-
ship queries with respect to the number of states in Figure 5 and Figure 6 for
the number of letters fixed to 10 and 40, for the optimized version in compari-
son with Angluin’s version. We save in case of larger automata approximately
20% in both cases when using the optimization.

The particular example of size 100 states and 25 letters, from the previous
subsection, took 12 hours, 96,000 membership queries, 29 equivalence queries
and 160 MB of memory for our optimized learner.

The middle curve in Figure 3 shows membership queries with the optimized
learner versus transitions for random prefix-closed examples. A very rough
summary of our observations is |[membership queries| = k|d)*, with k ~ 0.013.

4.2.2  Real-world examples
The samples

We studied 6 transition systems of CCS processes. They are simple examples
like buffers, vending machines, or several examples of schedulers and mutual
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Fig. 6. Random prefix-closed examples learned with Angluin and optimization,

number of letters fixed to 40.

exclusion protocols. Their number of states lie between 2 and 13 and the
number of letters between 3 and 6. Note that we learned minimized DFA
representations of the given protocols.

We failed to learn some larger protocols, namely some instances of parameter-
ized schedulers, the Jobshop (77 states, 7 letters) and an ATM protocol (1715
states, 27 letters). The reason is that we did not invest effort into a good
algorithm for finding counterexamples; it took too long to find counterexam-
ples for the protocols in question. (Note that the execution time which we
measure is independent of the time spent for finding counterexamples.) The
ATM, though, failed due to lack of memory.

Experiences

The number of membership and equivalence queries, as well as execution time,
are shown in Table 1.3

Comparing the number of membership queries of the optimized version with
respect to Angluin’s algorithm, we saved about 60%. Details can be found in
Table 2.

To check whether real-world examples show a different behavior in learning
by the optimized algorithm, we compared them with random prefix-closed
examples of the same sizes. Each result is an average over 6 to 8 fixed size
random samples. The results are shown in Table 3.

We see that the optimized learner is often better on the protocols relative
to random examples (see Table 4). On average the real-world examples re-
quired 7% fewer membership queries without and 35% with the optimization.
This might indicate that real-world examples exhibit a certain structure which

3 In all tables mq is an abbreviation of the number of membership queries, eq of the number
of equivalence queries and opt of the optimization for prefix-closed systems.
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time
time m.q eg with
Protocol | states | letters | mq eq with with
(ms) opt
opt opt
(ms)
Abp-lossy 3 3 22 2 65 9 2 1057
Buff3 9 3 202 5 2305 77 5 4907
Dekker-2 2 3 7 1 646 4 1 7
Peterson-2 2 3 7 1 352 4 1 288
Sched2 13 6 691 7| 43031 115 7| 48207
VMnew 11 4 513 7| 26191 191 7| 20091
Table 1
Learning real-world examples.
mq with | saved mq
PrOtOCOl mq Opt (%)
Abp-lossy 22 9 59
Buff3 202 77 62
Dekker-2 7 4 43
Peterson-2 7 4 43
Sched?2 691 115 83
VMnew 513 191 63
Table 2
Saved membership queries with optimization.
m eq time
time d with with
states | letters | mq eq with
(ms) opt opt
opt
(ms) (ms)
3 3 22 2 153 12 2 115
9 3 233 5 1443 173 5 1384
2 3 7 1 25 4 1 10
13 6 992 8 | 10885 737 8 | 10989
11 4 497 7 5230 341 7 5408
Table 3

Random prefix-closed automata.

makes the algorithm perform better.
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protocol ?11(3] ¢ U with opt
Abp-lossy 1 0.75
Buff3 0.87 0.45
Dekker-2 1 1
Peterson-2 1 1
Sched2 0.70 0.16
VMnew 1.03 0.56

Table 4

Random prefix-closed automata vs. real-world examples.
5 Conclusions and future work

Among the conclusions we draw from our experiences is the fact that ran-
dom prefix-closed automata are harder to learn in comparison to completely
randomly generated automata. For our random examples, the number of
membership queries can roughly be described as linear in the number of tran-
sitions. Membership queries for our prefix-closed examples, in comparison,
are approximately quadratic in transitions.

Moving deeper into the domain of prefix-closed automata we conclude that it is
possible to reduce the number of membership queries by using an optimization
specially shaped for these automata. The optimization reduces the number of
membership queries considerably. For the randomly generated prefix-closed
automata we measured a reduction of about 20%.

Turning our attention to the real-world examples we see that the optimization
works much better, saving 60% membership queries relative to unoptimized
learning. We also compared the result of learning real-world examples with
randomly generated prefix-closed examples of the same size, in order to inves-
tigate if they behaved in the same manner. The result reveals a better perfor-
mance for the real-world examples in terms of membership queries, especially
with the optimization. This seems to imply that our real-world examples have
a more suited structure for learning. Hopefully this observation can be used
to optimize the learning process further.

Memory consumption is a problem we experienced when learning large models.
In order to learn these models, we need more memory efficient data structures.
Further optimizations for prefix-closed DFA are possible. For instance, one
can save space and time by using the fact that there is exactly one non-final
state.
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Abstract. Techniques for inferring a regular language, in the form of a
finite automaton, from a sufficiently large sample of accepted and nonac-
cepted input words, have been employed to construct models of software
and hardware systems, for use, e.g., in test case generation. We intend
to adapt these techniques to construct state machine models of entities
of communication protocols. The alphabet of such state machines can be
very large, since a symbol typically consists of a protocol data unit type
with a number of parameters, each of which can assume many values.
In typical algorithms for regular inference, the number of needed input
words grows with the size of the alphabet and the size of the minimal
DFA accepting the language. We therefore modify such an algorithm
(Angluin’s algorithm) so that its complexity grows not with the size of
the alphabet, but only with the size of a certain symbolic representation
of the DFA. The main new idea is to infer, for each state, a partitioning
of input symbols into equivalence classes, under the hypothesis that all
input symbols in an equivalence class have the same effect on the state
machine. Whenever such a hypothesis is disproved, equivalence classes
are refined. We show that our modification retains the good properties of
Angluin’s original algorithm, but that its complexity grows with the size
of our symbolic DFA representation rather than with the size of the al-
phabet. We have implemented the algorithm; experiments on synthesized
examples are consistent with these complexity results.

1 Introduction

Model-based techniques for verification and validation of reactive sys-
tems, such as model checking and model-based test generation [6] have
witnessed drastic advances in the last decades. They depend on the avail-
ability of a model, specifying the intended behavior of a system or compo-
nent, which typically is developed during specification and design. How-
ever, in practice often no formal specification is available, or becomes

* Supported in part by the Swedish Research Council, and by the FP6 Network of
Excellence ARTIST?2



outdated as the system evolves over time. In, e.g., the telecommunication
area, revision cycles are extremely short, and at the same time the short
revision cycles necessitate extensive testing and verification. Therefore,
there are many cases where the only means to attain correspondence be-
tween model and system component is to construct a model directly from
the component. Such models can be constructed by static analysis tech-
niques using its source code, as in software verification (e.g., [4, 8,15, 16]).
However, many system components, including peripheral hardware com-
ponents, library modules, or third-party components do not allow static
analysis of source code, implying that models must be constructed from
observations of their external behavior.

The construction of models from observations of component behavior
can be performed using techniques for regular inference. Such techniques
have been used, e.g., to create models of environment constraints with
respect to which a component should be verified, for regression testing to
create a specification and a test suite [14, 17], to perform model checking
without access to code or to formal models [13,19], for program analy-
sis [1], and for formal specification and verification [7]. For finite-state
reactive systems, the regular inference problem means to infer a regular
language (in the form of a deterministic finite automaton) from the an-
swers to a finite set of membership queries, each of which asks whether
a certain word is accepted by the system component under test (SUT)
or not. There are several techniques (e.g., [2,3,9,11,18,21,23]) which
use essentially the same basic principles. Given “enough” membership
queries, the constructed automaton will be a correct model of the SUT.
Angluin [2] and others introduce equivalence queries which check whether
the regular inference procedure is completed; if not they are answered by
a counterexample on which the current hypothesis and the SUT disagree.

We intend to use regular inference to construct models of communi-
cation protocol entities. Such entities typically communicate by messages
that consists of a protocol data unit (PDU) type with a number of pa-
rameters, each of which can assume several values. The alphabet of such
models is thus typically very large. Since existing algorithms for regular
inference use a number of queries, which grows polynomially with the size
of the alphabet, they are not well suited for this situation. If some PDU
parameters are irrelevant or almost never used, the algorithm should not
be disturbed by their presence.

In this paper, we modify an algorithm for inferring a regular language,
so that it is better adapted for inferring system components with large
alphabets that are built from a small set of action types, each of which



has a number of parameters. Most of these algorithms are based on sim-
ilar principles: we choose Angluin’s algorithm [2] since it is well known,
and since we have an existing implementation for this algorithm [20].
The problem of inferring state machines where messages have arbitrary
parameters appears to be very challenging. As a first step, we will in this
paper assume that all parameters are booleans, and that a SUT can be
modeled as an automaton, in which each transition is labeled by a PDU
type and a guard over its parameters. We assume that guards are con-
junctions over positive and negated parameter values. Furthermore, we
will not consider the problem of inferring parameters of possible output
data, but only how input parameters affect the state changes of a state
machine. Ideas for how to extend these rather restrictive limitations are
sketched in the last section of the paper.

Algorithms for regular inference must represent the inferred automa-
ton in terms of externally observable elements. A state is represented by
a set [u] of input words u such that the automaton after reading u reaches
this state. For each input symbol a, the transition from [u] for input a
is constructed by determining which state is reached after reading ua.
In the parameterized case, input symbols are of the form «a(dy,...,d,),
where « is an action type and dy,...,d, is a tuple of boolean parameter
values. We could naively use Angluin’s algorithm to find the state reached
after each of these 2" different input symbols. Instead, we will strive to
save work by assuming that from each automaton state, many of the in-
put symbols have the same effect on the SUT, and can be regarded as
equivalent. We can then construct a symbolic automaton representation,
where the effect of each set of equivalent input symbols is represented by
a transition from this state, labeled by a guard, i.e., a boolean expression
over the parameters, which characterizes the equivalence class. In cases
where the number of equivalence classes is small, we would like to perform
the inference with less work (as measured by the number of membership
queries) than by a naive application of Angluin’s algorithm.

Our inference algorithm maintains, for each inferred state, a partition-
ing of subsequent input symbols into assumed equivalence classes. Each
class is represented by a small set of representative input symbols that
(as far as we have observed) have the same effect on the SUT. If later,
new information is obtained which contradicts this assumption, the equiv-
alence class is split, thus also splitting transitions and generating more
refined guards. The guard that labels a transition is obtained by a search
procedure to identify precisely the effect of parameter values, inspired by
work on learning of conjunctions, e.g., [18, Ch. 1.3].



In order to develop a consistent algorithm to do the above, we present
in this paper two significant extensions of Angluin’s algorithm:

1. We generalize Angluin’s algorithm so that it can infer a “partially
defined” automaton, which from each state defines the effect of a set
of representative input symbols. The representative symbols are in
general only a subset of all input symbols.

2. We define a mechanism for inferring guards of a parameterized system
from the symbols in an underlying partially defined automaton, by
replacing the representative symbols by guards that characterize the
transitions represented by each symbol. Extra queries may need to be
performed to determine guards more precisely.

Our resulting inference algorithm is intended to infer parameterized
systems where guards of transitions use only a small subset of all pa-
rameters of a particular action type. We establish an upper bound on the
number of posed membership queries, which is exponential in the number
of parameters that appear in guards. In contrast, using Angluin’s original
algorithm requires a number of membership queries which is exponential
in the total number of parameters of input symbols. On the other hand,
the number of equivalence queries may grow in our case, since we add pos-
sibilities to construct hypothesized automata based on less information
than in the original algorithm. We have performed a set of experiments
on synthesized examples, which confirm this picture.

Organization. The paper is organized as follows. In the next section, we
review Angluin’s algorithm for inferring regular sets, and present a mod-
ification which can cope with the situation that the queries investigate
different sets of suffixes for different prefixes. In Section 3, we present
parameterized systems, and the technique to learn “partially defined”
automata, from which guards of transitions are inferred. We prove that
our algorithm retains good properties of Angluin’s original algorithm, and
establish upper bounds on the number of performed queries. Section 4 de-
scribes how we have implemented the ideas of the preceding section, and
Section 5 presents the outcome of experiments on synthesized examples.
Conclusions are presented in Section 6.

2 Inference of Finite Automata

In this section, we review the ideas underlying Angluin’s algorithm, and
present our generalization.



Let X be a finite alphabet of symbols. A deterministic finite automa-
ton (DFA) over X is a structure M = (Q, 9, qo, F') where @ is a non-empty
finite set of states, gy € Q is the initial state, 6 : Q x X — @ is the tran-
sition function, and F' C (@) is the set of accepting states. The transition
function is extended from input symbols to words of input symbols in the
standard way, by defining

6(%8) =dq
(g, ua) = d(6(q,u),a)

An input word w is accepted iff 6(qo,u) € F. The language accepted by
M, denoted by L(M), is the set of accepted input words.

Angluin’s algorithm is designed to infer a (minimized) DFA M from a
set of queries, each of which reveals whether a certain word is accepted or
not. The algorithm is formulated in a setting, where a so called Learner,
who initially knows nothing about M, is trying to infer M by asking
queries, which are of two kinds.

— A membership query consists in asking whether a word w € X* is in
L(M).

— An equivalence query consists in asking whether a hypothesized DFA
H is correct, i.e., whether L(H) = L(M). The Oracle will answer yes
if H is correct, or else supply a counterexample, which is a word u

that is either in L(M) \ L(H) or in L(H) \ L(M).

The typical behavior of a Learner is to start by asking a sequence of
membership queries, and gradually build a hypothesized DFA ‘H using the
obtained answers. When the Learner feels that she has built a “stable”
hypothesis H, she makes an equivalence query to find out whether H is
equivalent to M. If the result is successful, the Learner has succeeded,
otherwise she uses the returned counterexample to revise H and perform
subsequent membership queries until converging at a new hypothesized
DFA, etc.

Let us represent the information gained by the Learner at any point
during the learning process, as a partial mapping Obs from X* to {+, —},
where + stands for accepted and — for rejected. The domain Dom(Obs)
of Obs is the set of words for which membership queries have been per-
formed, or which the Oracle has given as counterexamples in equivalence
queries. An inference algorithm should prescribe how to transform Obs
into a DFA 'H = (Q, 9, qo, F'), which is conformant with Obs, in the sense
that any word uw € Dom(Obs) is accepted by H if Obs(u) = + and rejected
by H if Obs(u) = —. In general, there are many such automata, and the



problem to find a smallest (in number of states) such automaton is NP-
complete [12]. Angluin and others circumvent this problem by prescribing
conditions on Dom(Obs), under which it is “easy” to find a unique small-
est automaton. These conditions regard each word in Dom(Obs) as the
concatenation of a prefix and a suffix. The idea is that prefixes are can-
didates for representing states of the hypothesized automaton, whereas
suffixes are used to distinguish the states.

Angluin [2] supports this prefix-suffix view by representing Obs in
terms of an observation table T, which is a partial function from a prefix-
closed set Dom(7) C X* of prefixes. For each w € Dom(T), T (u) is a
partial function from a set Dom(7 (u)) C X* of suffixes to {+, —}. It is re-
quired that e € Dom(7 (u)) for each u € Dom(7T). We write Entries(7)
to denote {(u,v) : w € Dom(7)and v € Dom(7 (u))}. An observa-
tion table 7 represents the partial mapping Obs if uv € Dom(Obs) and
Obs(uv) = T (u)(v) whenever (u,v) € Entries(7T).

Define the short prefizes of an observation table 7, denoted Sp(7), to
be the set of words u € Dom(7) such that ua € Dom(7T) for some a € X.
An observation table 7 is complete if ua € Dom(T) for all u € Sp(7T)
and a € X it is suffiz-closed if (u,av) € Entries(7) where u € Sp(7T)
and a € X implies that (ua,v) € Entries(T). For u,u’ € Dom(T), let
u ~7 u denote that 7 (u)(v) = 7 (u')(v) whenever v € (Dom(7 (u)) N
Dom(T (u'))). The table T partitioned if ~7 is an equivalence relation on
Dom(T (u)). A partitioned table is closed if whenever (u,v) € Entries(7)
there is a u' € Sp(7T) with u ~7 v’ and v € Dom(7 (v')); it is consistent
if ua ~7 v'a whenever ua,u'a € Dom(T) and u ~7 u'.

Angluin showed how to construct a unique minimal automaton from
a complete, closed, and consistent observation table in the case that
Dom(T (u)) is the same for all u € Dom(7). Our goal in this section
is to generalize this construction to the case where the set Dom/(7 (u)) of
suffixes may differ significantly for different prefixes u € Dom/(7).

Definition 1. Let 7 be a partitioned, complete, closed, and consistent
observation table. Define the DFA T/ =1 as (Q, 9, qo, F'), where

— Q =Dom(T)/ ~r, i.e., Q is the set of equivalence classes of ~r,

— 0([u],a) = [ua] for uwe Sp(T),

= qo = [e],

- F=A{lu] : T(u)(e) =+} O

Note how closedness and completeness ensures that we can define a tran-
sition for each equivalence class and symbol in X', and how consistency
ensures that such transitions have a unique target equivalence class.



We are now ready to state a general theorem that gives constraints
on any FSM that is conformant with an observation function.

Theorem 1 (Characterization Theorem). Let 7 be a partitioned,
complete, closed, and consistent observation table which represents Obs.
If T is suffiz-closed, then the DFA T/ =1 is the minimal automaton
conformant with Obs.

Angluin’s algorithm uses a specialization of the conditions in Theo-
rem 1, where Dom(7 (u)) is the same for all u € Dom/(7).

3 Inference of Parameterized Systems

In this section, we consider how to adapt the techniques of the previous
section to a setting where symbols in the alphabet are messages with pa-
rameters, e.g., as in a typical communication protocol. Since the problem
of inferring state machines where messages have arbitrary parameters ap-
pears to be very challenging, we will here assume that all parameters are
booleans, and that a SUT can be modeled as an automaton, in which each
transition is labeled by a PDU type and a guard over its parameters. We
assume that guards are conjunctions over positive and negated param-
eter values. Furthermore, we will not consider the problem of inferring
parameters of possible output data, but only how input parameters affect
the state changes of a state machine.

Let Act be a finite set of actions, each of which has a nonnegative
arity. Let X 4. be the set of symbols of form «(di,...,d,), where « is
an action of arity n, and dy,...,d, are booleans. We will use 0 and 1 to
denote the boolean values false and true, respectively.

We assume a set of formal parameters, ranged over by p,p1,pa,....
A parameterized action is a term of form a(pi,...,pn), where « is an
action « of arity n, and pi,...,p, are formal parameters. A guard for
a(p1, ... ,pp) is a conjunction whose conjuncts are of form p; or —p; with
pi € {p1,...,pn}. We write p for py,...,p, and d for di, ..., d,. A guarded
action is a pair («(p), g), where «(p) is a parameterized action, and g is
a guard for a(p). A guarded action («(p), g) denotes the set [(a(D),g)] =
{a(d) : g[d/p]} of symbols, whose parameters satisfy g.

Definition 2 (Parameterized system). Let Act be a finite set of ac-
tions. A parameterized system over Act is a tuple P = (Q,—,qo, F),
where

— @ is a finite set of states,



p12), true

~~~~~ P7), PAADP5

..... p7), true
,,,,, P12), true

SLIR(p1,---, p7), true
ATIR(p1,..., Pp12), true

Fig. 1. Example of a parameterized system

— — is a finite set of transitions. Fach transition is a tuple (¢, (D), 9,¢'),
where q,q' € Q are states, and (a(p), g) is a guarded action,

— qo € Q is the initial state, and

— F C Q is a set of accepting states,

which is completely specified and deterministic, i.e., for each state q and

symbol a(d), there is exactly one transition (g, «(p), g,q') from q such that

a(d) € [(a(p), 9)]- O
We write ¢ *®)s ¢ to denote that (q,a(p),g,q') € —. A parame-
a(ﬁ)vg/ a(ﬁ)vg” !

terized system is expanded if whenever ¢ —> ¢ and ¢ —> ¢”, and
in addition p; or —p; is a conjunct of ¢’, then either p; or —p; must be a
conjunct of ¢”. In other words, a parameterized system is expanded if all
transitions from a state for some action test the same set of parameters.
In Fig. 1 a fragment of a protocol provided by Mobile Arts AB [5] is given
as an example of a parameterized system.

A parameterized system P = (Q, —, qo, F') over Act denotes the DFA
Mp =(Q,6,qo, F) over X 4., where ¢ is defined by

5(gad)=¢  whenever ¢ "2 ¢ and a(d) € [(a(p), 9)].

Note that ¢ is well-defined, since P is completely specified and determin-
istic.

We will adapt Angluin’s algorithm to inference of parameterized sys-
tems, in a situation where each symbol typically has many parameters,
but for which the number of outgoing transitions from each state is small
compared to the number of symbols in X 4.;. Ideally, the effort needed to
learn a parameterized system P should be in proportion to the size of its



description as a parameterized system, and not to its number of states
and |X4q¢|, as is the case for Angluin’s algorithm.

To accomplish this, we make two extensions to Angluin’s algorithm.
First, we must abandon the requirement that the constructed observation
table 7 be complete, since then Dom(7) is at least | X 4| times larger
than the number of states of the constructed automaton. Instead of re-
quiring that 7 be complete, Dom(7) will for each v € Sp(7) contain
a set of representative continuations ua(d), where a(d) is taken from a
subset of X 4.+ which in general depends on u. The ambition is that for
each transition of the SUT, labeled a(p), g, from the state represented by
u, the table contains at least one continuation ua(d) for a representative
symbol a(d) with a(d) € [(a(p),9)].

Second, in order to construct a parameterized system from an in-
complete observation table, we present a technique to construct guards
from representative symbols. This implies asking additional queries in or-
der to determine guards as precisely as possible. Of course, we do not
know a priori how many transitions leave a particular state, or how the
guards partition symbols into equivalence classes. Therefore we start with
a coarse default partitioning into equivalence classes, which is refined “by
need”. Whenever two words in the same equivalence class generate differ-
ent reactions by the SUT, we split the equivalence class by introducing
more guards.

In order to maintain a current hypothesis about guards, we augment
the observation table 7 by a labeling function v, which to each prefix
ua € Dom(T) assigns a guarded action 7, (a). The idea is that the con-
structed parameterized system, after having processed the input word u,
will process the input symbol a using a transition labeled by ~,(a). We
make the natural requirements that a € [y,(a)], and that the labeling
function should suggest guards that make the resulting automaton com-
pletely specified and deterministic, i.e., for each u € Sp(7), we have

- U  Dul@] = Zau, and
ua€Dom(T)

— wa,ua’ € Dom(T) implies either [v,(a)] = [yu(a’)] or [yu(a)] N
[u(a')] = 0.

The addition of a labeling function makes it natural to strengthen the
notion of consistency, to allow a unique parameterized system to be con-
structed from an observation table with a labeling function.



Definition 3. A labeling function v for an observation table T is guard-
consistent if for any ua,uv’'a’ € Dom(T) such that u ~7 v’ and [y,(a)] N
[y (a")] # 0, we have ua ~7 u'a’.

Intuitively, whereas consistency states that extensions ua and u'a in
Dom(T) of equivalent prefixes u and u' with the same symbol a should
also be equivalent, guard-consistency requires that two symbols a, d’,
whose labeling functions overlap should have equivalent extensions in
Dom(T). Note that guard-consistency as a special case implies that ua ~7
ua’ whenever ua,ua’ € Dom(7T) and [vy,(a)] = [yu(a")].

We now have defined enough concepts to be able to define how to con-
struct a parameterized system from an observation table with a labeling
function.

Definition 4. Let Act be a finite set of actions. Let T be a partitioned,
closed, and consistent observation table, and let v be a guard-consistent

labeling function for T. Define the parameterized system (T,v)/ ~71 as
(Qa —, 40, F)) where

~ Q= Dom(T)/ ~1,

— [u] by [ua] whenever ua € Dom(T) and v, (a) = (a(p),g), and u is
the principal prefiz in [u],

— qo = [¢], and

= F={[u] : T(u)(e) =+}.

where for each equivalence class [u] we have designated a unique principal
prefiz u' € [u] with u' € Sp(T). 0

Note that guard-consistency guarantees that different choices of principal
prefixes result in equivalent parameterized systems.

In general, there are many different guard-consistent labeling func-
tions for a given observation table. We therefore define an additional
criterion which constrains how conjuncts may occur in guards of a label-
ing function. In a table 7', define a witnessing pair for a prefix u € Sp(7),
action «a, and index ¢, to be a pair of prefixes ua(&),ua(al) € Dom(T)
such that

— ua(d) %1 ua(a,), and
—d=(d,...,d;,...,dy) and d = (dy,...,d,,...,dy,) differ only in the
1th parameter.

Definition 5. A labeling function v for T is well-witnessed if whenever
Yu(a) = (a(p), g) then
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— whenever p; or —p; is a conjunct in g, then T contains a witnessing
pair for u, a, and .
— there is a conjunct p; or —p; of g such that T contains a witnessing

pair uo(d), uo(d ) for u, o, and j, such that o(d) € [(a(p), 9)]- 0

Intuitively, the first requirement states that each conjunct of a guard
g should be motivated by a witnessing pair in 7, which however need
not contain a prefix that satisfies g. The second requirement states that g
should be satisfied by the last symbol of at least one prefix in a witnessing
pair.

We are now ready to state a theorem which relates a parameterized
system (7,v)/ ~ constructed from an observation table 7, and the
internal structure of the SUT.

We first adapt Theorem 1 to be sure that (7,~)/ ~7 agrees with the
observations.

Theorem 2. Let T be a partitioned, closed, and consistent observation
table, and let vy be an ~7-compatible and guard-consistent labeling func-
tion for T. If T is suffiz-closed, then the parameterized system (T ,v)/ ~r
is conformant with T .

Proof. The theorem follows by adapting Theorem 1 to incomplete obser-
vation tables, and the requirement that a € [y,(a)] for all ua € Dom(T).
O

A more informative theorem, which can be seen as an analogue of
Theorem 1 in [2], is as follows,.

Theorem 3. Let T be a partitioned, closed, consistent, and suffiz-closed
observation table, and let v be a guard-consistent and well-witnessed la-
beling function for T. Let (T,v)/ ~1 be (Q,—,qo, F') with n states.
Let P = (R,—',19,G) be any expanded parameterized system which is
conformant with T. Then P has at least n states and there is a partial
surjective mapping h from R to Q such that

= h(ro) = qo,

—reGiff h(r) e F,

— if P has exactly n states then, whenever h(r) = q and q a(P)g d, there
are g', v’ such that r P19 ith hr') = ¢ and ¢ = g.

This implies that if P has n states then (T,v)/ ~1 has at most as many
transitions as P.

11



Proof. Let us first define h. Define h(r) = [u] for the word u € Sp(7T)
such that r agrees with u on all suffixes in Dom/(7 (u)).

We first prove that h is well-defined. Suppose that a state r € R
agrees with u and «/, both in Sp(7), on all suffixes in Dom(7 (u)) and
Dom(T (u')) respectively, and [u] # [u/]. According to the definition of
h then h(r) = [u] and h(r) = [«/]. But this is contradictory since 7 is
partitioned and then there exists a v € (Dom(7 (u)) N Dom(7 (u))) for
which 7 (u)(v) # T (u')(v) and therefore r cannot agree with both v and
o'

We prove that h is surjective. For each [u], u € Sp(7T), there is at least
one such r € R, namely dp(rg,u), where dp is the transition function in
Mp. Hence there are at least n states in P.

Suppose P has exactly n states. Then since h is surjective and (7, v)/ =1
has n states, h is injective. since otherwise there exist two different pre-
fixes u,u’ € Sp(7T) who in P lead to two different states r,7’ € R and in
(T,7)/ ~1 to one state [u] = [u/] = ¢ € Q. But this is not possible since
then it exists a ¢’ € @ which is not in the range of h and this contradicts
the fact that A is surjective.

The conditions on the initial states hold since h(rg) = dp(ro,e) =
[e] = qo-

As a result of the assumption » € Dom(h) and the definition of h
there is a u € Sp(7) and h(r) = [u]. Then r € G iff 7 (u)(e) = + since T
is conformant with P. 7 (u)(e) = + iff [u] € F according to Definition 4,
hence [u] = h(r) € F.

Assume now that h(r) = [u] = ¢, and ¢ o) q. There is an a €

[a(P), g] with v, (a) = (a(D), g). Let (r, a(p), ¢’, ') be the transition from
r such that a € [a(p),g’]. We then have ¢’ = [ua] = h(ép(ro,ua)) =
h(6p(0p(ro,u),a)) = h(dp(r,a)) = h(r').

Finally lets show that ¢ = g¢. Assume that p; is a conjunct in g.
Then since 7 is well-witnessed there exist ua(d), uoz(al) € Dom(7T) who
only differ in place i in d and d , and ua(d) %1 ua(a/). Conjunct p; or —p;
is in ¢’ otherwise &p(rg, ua(d)) = 57>(r0,u04(8/)) which would contradict
that P is conformant with 7. Since P is expanded, p; or —p; is in every
guard for each transition from r and since a € [(a(p),¢’)] then p; is a
conjunct in ¢'. 0

Optimization The process of obtaining a well-witnessed labeling func-
tion may need a number of additional queries, which cause Dom(7T) to
be extended. The requirement that =7 be an equivalence relation on
Dom(T) may then necessitate even more queries, which are not necessary
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for making v well-witnessed. To allow to save queries, we allow prefixes
in Dom(7T) to be classified as either essential or auziliary. We now say
that an observation table is partitioned if

— For each ua € Dom(T), there is an essential ua’ € Dom(7T) with
Yu(d') = Yu(a),

— ¢ is an essential prefix, and

— &7 is an equivalence relation on essential prefixes in Dom(7).

4 An Algorithm for Inference of Parameterized Systems

In this section, we present an algorithm for inferring parameterized sys-
tems, based on the concepts introduced in Section 3.

The basic idea of our algorithm is to perform membership queries until
we have a suffix-closed, partitioned, closed, and consistent observation
table with a guard-consistent and well-witnessed labeling function. We
can then construct a conjecture and pose an equivalence query. As long
as the table does not satisfy some condition mentioned in Theorem 3, this
is handled as follows.

— If 7 is not suffix-closed, i.e., there is a (u,av) € Entries(7 ) where u €
Sp(T), such that (ua,v) ¢ Entries(T ), then add (ua,v) to Entries(7)
(letting 7 (ua)(v) = 7 (u)(av)).

— If 7 is not partitioned, i.e., =7 is not an equivalence relation, then
there are w,u’,u” € Dom(T) such that v ~7 v/, u ~7 u” but
T (u')(v) # T (u")(v) for some v. In this case, ask a membership query
for uv, whose result is entered as 7 (u)(v) to determine whether u
should be equivalent to u' or u”.

— If 7 is not closed, then for some ua € Dom(7T) we have ua %7 u’ for
all v’ € Sp(7). We then add ua to Sp(7) by adding, for each a € Act,
some word of form uaa(d) to Dom(T), and let v, (a(d)) = (o, true).
Priority given to parameters d for which 04(3,)11 € Dom(T (ua)) for
some v, since suffix-closedness then requires that uaa(a/) € Dom(T).

— If 7 is not consistent, then we have two entries (ua,v) and (v'a,v) in
Entries(T) with 7 (ua)(v) # T (v'a)(v) but w ~7 u'. Then add (u, av)
and (u/,av) to Entries(T) and enter the results from 7 (ua)(v) and
T (v'a)(v), respectively.

The table must also be equipped with a labeling function -, which
is maintained during the algorithm. Initially, for each uw € Sp(7) and
each action «, we choose some values d for the parameters of o, and
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let ua(d) € Dom(7T) with y,(a(d)) = (a,true). Whenever we add a
prefix ua(d) to Dom(7) the labeling function is updated in one of two
ways. If there is not yet a prefix ua(al) € Dom(T) for any d we let

Yu(a(d)) = (a, true), otherwise we let v, (a(d)) = %(a(d/)), where a(d/)

is the existing symbol such that a(d) € [[’yu(a(d,))ﬂ

If Dom(T) contains only one prefix ua(d) for each u and «, then ~
is well-witnessed. However, if another prefix ua(al) is entered, for which
ua(d) #r ua(al), this destroys the guard-consistency. We then have to re-
fine the labeling function ~, and possibly also the partitioning into equiv-

alence classes.

If v is not guard-consistent, this may be because there are u, a, and
a’ such that y,(a) = v,(a’) but ua %7 ua’. Let y,(a) be (a(p),g). In
this case, we must split the guard g so that a and o’ are assigned disjoint
guards. In order to find an appropriate parameter for the splitting, and
to keep v well-witnessed, we find (e.g., by binary search) two tuples,

d=(di,...,1,...,dy,) and d = (di,...,0,...,dy,), of parameter values of
a, with a(d), a(a,) € [yu(a)], which differ only in some parameter (with
index, say, i), such that 7 (ua(d))(v) # T(ua(gl))(v) for some v. We then
add (ua(d),v) and (ua(ﬁl),v) to Entries(7), and update the labeling
function so that all ua” € [vy,(a)] now labeled by the guard g A p; or
g\ i

A second source of guard-inconsistency is that we can have two equiv-
alent prefixes in Sp(7") which have different partitionings of the next sym-
bols, induced by the labeling function. It must then always be the case
that there exist u,u/, a, and @’ such that ua,u’a’ € Dom(T), u =7 o/,
and da' € [yu(a)] but T (ua)(v) # T (uv'a’)(v) for some v. A membership
query for ua’v should clarify the situation, either giving rise to a guard-
inconsistency, or causing u %7 u' (and continuing processing it as an
inconsistency).

When we have a partitioned, suffix-closed, consistent, and closed ta-
ble with a well-witnessed and guard-consistent labeling function, we can
construct a conjecture as described in Definition 4. The conjecture is pro-
vided to the oracle in an equivalence query and the oracle in turn either
gives an affirmative answer or a counter-example. In the first case, the
algorithm terminates and outputs the correct model. In the second case,
the oracle returns a counter-example, i.e., a word u such that Obs(u) = +
but the provided automaton does not accept u (or vice versa). As in the
standard algorithm of Angluin, we enter all prefixes of u into Dom(7T).
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This will subsequently cause either an inconsistency and hence a "new”
state, or a guard-inconsistency and hence a “new” transition.

Algorithm Query complexity We estimate the complexity of our algorithm
in terms of a minimal expanded parameterized system which accepts ex-
actly the language as the SUT. Let n be its number of states, let m be
the number of transitions, let |Act| be the number of actions in Act, let
| X Act| be the number of symbols in X4, and let ¢ be the length of the
longest counter-example received from the oracle.

The expected bottle-neck in practice for an inference algorithm is
the number of membership and equivalence queries, since queries often
involve comparatively slow communication with an external device. Let
us first estimate the number of equivalence queries. An equivalence query
can either give rise to

— an inconsistency which results in a new state; this can occur at most
n times, or

— a guard-inconsistency which results in splitting a guard; this can occur
at most m — n|Act| times.

Hence the algorithm performs at most n+m —n|Act| equivalence queries.
Let us then estimate the number of membership queries. The number
of membership queries required are dependent on the number of prefixes
in Dom(7) and the maximum number of suffixes in any Dom/(7 (u)). Each
Dom(7T (u)) contains at most n suffixes, since each time we add a new
suffix to Dom(7 (u)) we separate at least a pair of prefixes into different
equivalence classes. The number of prefixes in Dom(7) is at most

— one for each equivalence class; totally n, plus

— one for each state and action, plus an extra essential pair of prefixes
as witness for each transition, in total n|Act| + 2m, plus

— prefixes of counterexamples, in total ¢(n +m — n|Act|).

Hence the number of membership queries performed by the algorithm is
O(emn) (since n|Act| < m). We can contrast this with a naive applica-
tion of Angluins algorithm, which in the worst case requires O(cn?|X ax)
membership queries. Thus, whereas a naive use of Angluins algorithm
uses a number of membership queries which grows linearly with |X 4./,
i.e., exponentially in the arity of actions, our algorithm grows exponen-
tially only with the number of parameters of an action that is used in
guards of transitions. It should be remarked that Angluin’s treatment
of counterexamples is poorly optimized, resulting in the factor ¢ in the
worst-case bound. Rivest and Shapire [21] have presented techniques for
replacing the factor ¢ by log ¢, which should apply also to our algorithm.
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5 Experimental Results

We are interested in examining how the performance of the inference
algorithm for parameterized systems depends on the number of param-
eters that occur in guards in the transitions of the system and how it
compares with a naive application of Angluin’s algorithm. Let us first
define a measure for this. Let the parameter complexity for a state ¢ and
action a of a parameterized system, be the total number of different pa-
rameters used in guards on transitions from ¢ labeled «(p). We want to
investigate how the parameter complexity effects the number of member-
ship and equivalence queries required by the algorithm. For this purpose,
we have implemented our inference algorithm for parameterized systems.
The implementation is in C++ as an extension of the LearnLib tool [20],
developed at Dortmund University.

We measure performance on randomly generated parameterized sys-
tems and a small model of an instance of a protocol provided by Mobile
Arts AB (see Fig. 1). The protocol was first modeled in LOTOS and then
transformed into a DFA by the CAESAR/ALDEBARAN Development
Package [10]. The protocol is a small fragment of the Network Presence
Center (NPC) product of the company. The NPC is a middle-ware prod-
uct to allow Mobile Network Operators to provide various presence infor-
mation from the GSM network. The parameterized system model of the
protocol has 4 states, one action with arity 12 and another with arity 7.
The first action has on average parameter complexity 0 and the second
0.5. In the randomly generated systems we have used actions with arity
5, and generated automata in which each state-action pair has the same
parameter complexity. We have varied the parameter complexity between
1 and 5. The systems has then been inferred both by our algorithm and
by Angluin’s algorithm. The results of the experiments are summarized
in Figure 2, where the left diagram shows the number of membership
queries, and the right diagram shows the number of equivalence queries.

The left diagram shows that the number of membership queries for
our algorithm grows exponentially with the parameter complexity of the
system, whereas it is independent of parameter complexity for Angluin’s
original algorithm. For a parameter complexity of less than 3, our al-
gorithm performs better, but when parameter complexity increases, the
overhead of our algorithm makes it clearly worse than Angluin’s. The
right diagram shows that our algorithm always performs more equiva-
lence queries than Angluin’s.
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Fig. 2. Experimental results on random generated parameterized systems with 50
states and 5 parameters

Applying Angluin’s algorithm to Mobile Arts’ protocol fragment gives
rise to 76000 membership queries and 3 equivalence queries, while our
algorithm only requires 21 membership queries and 4 equivalence queries.
The reason for this difference is the relatively low parameter complexity
in the overall system in comparison to the high arity of its actions.

The higher number of equivalence queries for our algorithm is an ex-
pected consequence of the observation that our algorithm allows to con-
struct equivalence queries that are based on less complete information
than Angluin’s algorithm. In particular, we allow equivalence queries even
if the refinement of equivalence classes of symbols is not completed. For
higher parameter complexity (4 or 5), the difference in number of equiva-
lence queries is significant. We believe that this explains the sharp growth
of membership queries for parameter complexities 4 and 5, since a large
number of equivalence queries gives rise to an explosion in membership
queries that are caused by prefixes of counterexamples.

6 Conclusions

In this paper, we have adapted techniques for inference of finite automata
from sets of observations, in order that they perform better for state
machines whose symbols are generated from a small set of actions, each
of which has a set of parameters. Our algorithm tries to find representative
observations, from which we infer guards of transitions by techniques for
inferring boolean expressions. Thus, our work indicates a way to combine
techniques for inferring properties of data types with regular inference
techniques for inferring reactive behavior. Our algorithm requires less
observations in the case that only a subset of parameters are used to
determine the behavior of the machine at each transition. Future work
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includes to improve the handling of counterexamples in our tool, and to
evaluate our techniques on a realistic communication protocol module.

Our framework limits us to handling inputs but not outputs. We there-
fore suggest possible solutions to include these. One approach is to infer a
Mealy machine like Steffen et al. [22] but with our framework of handling
parameterized input actions. The other approach is to use our frame-
work but encode the input and output into parameterized actions of a
parameterized system. This will of course blow up the alphabet, but the
dependences between input and output will be recorded in boolean for-
mulas which may lead to very compact models.
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