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Abstract

Models of reactive systems play a central role in many techniques for verifi-
cation and analysis of reactive systems. Both a specification of the system
and the abstract behavior of the system can be expressed in a formal model.
Compliance with the functional parts in the specification can be controlled
in different ways. Model checking techniques can be applied to a model of
the system or directly to source code. In testing, model-based techniques can
generate test suites from specification. A bottleneck in model-based tech-
niques is however to construct a model of the system. This work concerns a
technique that automatically constructs a model of a system without access
to specification, code or internal structure. We assume that responses of
the system to sequences of input can be observed. In this setting, so called
reqular inference techniques build a model of the system based on system
responses to selected input sequences.

There are three main contributions in this thesis. The first is a sur-
vey on the most well-known techniques for regular inference. The second
is an analysis of Angluin’s algorithm for regular inference on synthesized
examples. On a particular type of examples, with prefix-closed languages,
typically used to model reactive systems, the required number of input se-
quences grow approximately quadratically in the number of transitions of the
system. However, using an optimization for systems with prefix-closed lan-
guages we were able to reduce the number of required input sequences with
about 20%. The third contribution is a developed regular inference tech-
nique for systems with parameters. This technique aims to better handle
entities of communications protocols where messages normally have many
parameters of which few determine the subsequent behavior of the system.
Experiments with our implementation of the technique confirm a reduction
of the required number of input sequences, in comparison with Angluin’s
algorithm.
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Chapter 1

Introduction

1.1 Background

The type of systems that are considered in this thesis are so called reac-
tive systems, systems that are usually intended to continously receive input.
Examples of such systems are web servers, communication protocols, op-
erating systems, and controllers in embedded systems. In an introductory
phase in the development of such a system the stakeholders express their
requirements on the system to the developers. The requirements together
with design choices made by the developers form a specification, with which
the finished system must comply. For reactive systems a specification can
be expressed formally, for instance, in the form of a state machine, message
sequence charts (MSC) [16], expressed in the unified modeling language
(UML) [23], in the specification and description language (SDL) [17], or
in temporal logic [25]. Compliance with the functional parts of the spec-
ification can be checked in different ways, of which some assume a formal
specification. Model-based techniques can generate test suites from a formal
specification [9, 7], and model checking techniques can be applied to a model
of the system [7, 14] or directly to source code [29, 13].

A bottleneck in the above mentioned model-based techniques is to con-
struct and maintain an up to date model of the system. System updates
or modifications lead to inconsistencies between model and system. An ap-
proach to address this problem is to construct models by hand from inspec-
tion of code or specification. Models can also be automatically generated
by applying techniques that analyze source code [12, 30]. They can also
be generated from samples of input/output (I/O) sequences of the system
using techniques in machine learning.

We have focused our work on a machine learning technique to infer
state machines called regular inference. We assume that we know what
individual inputs can be applied to the system, and that the system we
want to model has a deterministic functionality. In order for the regular



inference algorithms to infer a state machine they observe the responses
of the system to selected sequences of input. When enough sequences have
been collected, the algorithm is able to generate a model. For simplicity, the
model only accepts or rejects input sequences. The set of input sequences
accepted by the model forms a so called regular language (see Chapter 2
for more details on regular languages). Our goal is to investigate to what
extent existing algorithms for regular inference are applicable to construct
models of reactive systems and what can be done to improve them.

1.2 Research Problems Addressed in This Thesis

We will focus on algorithms for regular inference and specifically three of
them. Our goal is to investigate these three algorithms, to describe their
differences and resemblances. We also want to present adaptations of regular
inference to model checking [24, 11], and to domain-specific applications [15].

The number of I/O sequences required to generate a model can be pro-
hibitive if the time needed to execute each input sequence in the system
is long, or the system is large. In such cases the model construction takes
too much time to be practical. Hence we are interested in how a common
regular inference algorithm, the L* algorithm by Angluin [1], performs on
large examples and if it performs differently for different types of examples.

When we build a model of an entity of a communication protocol it
demands a great effort. The number of input symbols is exponential in
the number of parameters in a protocol data unit (PDU) package. As a
consequence, the required number of 1/O sequences by Angluin’s L* [1] is
exponential in the number of parameters. Hence we aim to construct an
algorithm which only requires that input symbols with parameter settings
that determine how the system reacts in a state are input to the system.
With that all possible parameter setting of a communication message need
not be executed.

1.3 Contributions

The main contributions of this thesis are the following.
e A survey on the most well-known techniques for regular inference.

e We have implemented the L* [1] and showed by experiments with syn-
thesized examples an approximately linear growth, in terms of transi-
tions in the system, of the required number of membership queries (see
Chapter 2 for details on membership queries). This clearly indicates
problems in the algorithm’s practical applicability. On a particular
type of examples, with prefix-closed languages (see Chapter 2 for de-
tails on this language property), the required number of membership



queries grew approximately quadratically in the number of transitions
of the system. However, in an optimization for systems with prefix-
closed languages we were able to reduce the number of membership
queries with about 20%.

e We have developed a regular inference technique for systems with pa-
rameters. Our aim is to better handle entities of communication pro-
tocols where messages normally have many parameters of which few
determine how the system reacts. The experiments we have performed
on our implementation confirm a reduction of the number of member-
ship queries (see Chapter 2 for details on membership queries) with
our technique.

1.4 Thesis Organization

The thesis is organized as follows. Chapter 2 gives a presentation of regular
inference and related work. The following chapter, Chapter 3, gives a sum-
mary of each paper included in this thesis together with a small discussion.
The last chapter, Chapter 4, presents the conclusions made in this thesis
and points out interesting topics for future work. Thereafter follow reprints
of the three published research papers.






Chapter 2

Regular Inference

In regular inference, systems are viewed as black boxes, i.e., there is no
access to specification, code, or internal structure. In order to investigate
the functionality of a system we observe the responses of the system to
selected sequences of inputs. The response of the system is either to execute
on the input or reject it. ! We assume the system to have a reset, which
puts the system into its initial state. 2

In the following consider a finite alphabet 3 of symbols. A language is a
subset of ¥*, the set of finite sequences of symbols, also called strings. A de-
terministic finite automaton (DFA) over ¥ is a structure M = (Q, J, qo, F'),
where () is a non-empty finite set of states, § : Q@ X ¥ — @ is the tran-
sition function, qo € @ is the initial state, and F C @ is the set of ac-
cepting states. The transition function is extended from input symbols to
strings of input symbols in the standard way, by defining §(¢,e) = ¢, and
6(q,ua) = 6(5(q,u),a).

An input string v is accepted iff §(qo,u) € F. The language accepted
by M, denoted by L£L(M), is the set of accepted input strings. A subset
R C ¥* is said to be regular if R is accepted by some DFA. A language R
is prefiz-closed if for every w in R, all prefixes of w are in R. We say that a
DFA is prefix-closed if its language is prefix-closed. A minimal prefix-closed
DFA has exactly one non-accepting state.

We here try to give a succinct description of the main ideas behind
regular inference. We assume that a system in which we are interested can be
modeled by a DFA M. The problem can now be looked upon as identifying
the regular language which is accepted by M, denoted by L£(M).

In a learning algorithm a so called Learner, who initially knows nothing
about M, is trying to learn £(M) by asking queries to a Teacher and an

LOne approach to handle systems that produces sequences of output is described by
Oliver Niese [22].

2 Assuming that the system is strongly connected, that is, there is a directed path
between every pair of states in the system, a model can be generated without the need of
reset [18].



Oracle. There are two kinds of queries.

o A membership query consists in asking the Teacher whether a string
w e X* is in L(M).

e An equivalence query consists in asking the Oracle whether a hypoth-
esized DFA A is correct, i.e., whether £(A) = £L(M). The Oracle will
answer yes if A is correct, or else supply a counterexample u, either

in £(M)\ L(A) or in L(A)\ LM).

The typical behavior of a Learner is to start by asking a sequence of mem-
bership queries, and gradually build a hypothesized DFA A using the ob-
tained answers. When the Learner feels that she has built a “stable” hy-
pothesis A, she makes an equivalence query to find out whether A is correct.
If the result is successful, the Learner has succeeded, otherwise she uses the
returned counterexample to revise A and perform subsequent membership
queries until arriving at a new hypothesized DFA, etc.

2.1 Algorithms

There exist a handful of regular inference algorithms. One of the most
widely recognized is L* created by Angluin [1]. This algorithm organizes the
accumulated information obtained from queries and answers in a so called
observation table. The observation table regards each string as consisting
of a prefix and a suffix. The prefixes are indices of rows and the suffixes
indices of columns in the table. The set of prefixes U, is a prefix-closed set
of strings, and the set of suffixes, V, is a suffix-closed set of strings. The
table entry for row index u € U and column index v € V is the answer to a
membership query on uv. A prefix can be thought of as a string which leads
to a state in the system, and a suffix as distinguishing prefixes that lead to
different states from another.

There are other algorithms that are rather similar to L*. One is an al-
gorithm by Rivest and Schapire [27] that uses a reduced observation table.
Compared to the observation table, this reduced version stores a smaller
portion of queries and answers. The requirement on the row indices is re-
laxed so that the set is not required to be prefix-closed. A third alternative
by Kearns and Vazirani [18], uses a completely different data structure to
store information, a binary discrimination tree. The nodes of the tree con-
tains suffixes which are used as before to distinguishing prefixes that lead
to different states from another. Balcizar et al. has presented a unifying
concept from which these algorithms, including L*, can be viewed [2]. In
essence, the algorithms differ in how many membership queries are required
before a model is constructed. Among these three, the L* algorithm gen-
erally performs the largest number of membership queries before a model
is created. But because L* collects more information before generating a



model, it is also more likely to produce fewer false hypotheses and thus
fewer equivalence queries. The upper bound on the number of equivalence
queries is however the same for all three algorithms.

2.2 Complexity

The complexity of the algorithms is most often measured in the number of
required membership and equivalence queries. The reason for this is that
executing a membership query involves interaction with the system, and this
is likely to require some time. The observation table, or other data-structure
for queries and answers, also needs to be stored; for that we need to allocate
memory resources. In the following, let n be the number of states in of
the minimal DFA M, let m be the length of the longest counterexample
returned in an equivalence query, and let |X| be the size of X.

Let us first start with the number of equivalence queries. In L*, and
the algorithms using a reduced observation table or discrimination tree, the
upper bound on the number of equivalence queries is n.

The upper bounds on the number of membership queries are more diverse
for these algorithms. Angluin’s L* requires O(|%|n?m), the algorithm that
uses the reduced observation table O(|X|n? + nm), and the algorithm that
uses the discrimination tree O(|X|n3 + nm). The bounds for membership
queries depend on whether answers to queries are stored, (they are not in
the discrimination tree case but in the other two they are) and how many
membership queries are asked before creating a conjecture.

In practice the three inference algorithms would all perform poorly when
applied to large systems according to upper bounds. We illustrate this with
an example. In our earlier work [4] the model of an ATM protocol, shipped
with the Edinburgh Concurrency Workbench [21], used for experiments has
1715 states and 27 symbols. Assuming that the longest counter-example
is 1715 symbols long, the effort of applying Angluin’s algorithm to this
particular example is asking 27 x 17152 x 1715 = 1.4 x 10! membership
queries in the worst case. Thus, optimizations are necessary for the regular
inference to work well in practice.

2.3 Optimizations

A suggestion for optimizations by Hungar et al. [15] is based on the idea
that knowledge about the domain of the system can be used to reduce the
number of membership queries required by a regular inference algorithm.
One optimization exploits that instances of communicating processes may
behave in the same way and therefore can be interchanged. A second uti-
lizes the deterministic behavior of a system; I/O systems will always give the
same output on a specific sequence of inputs. A third employs knowledge



about reactive systems, modeled as finite state machines with prefix-closed
languages. They have evaluated their suggestions for optimizations on 7
examples. With these examples they have accomplished a total reduction
in membership queries varying between 87% to 99.8% using all three opti-
mizations.

In paper B [4], we have performed an investigation of the performance
of L*, based on a selection of small protocols and a large set of randomly
generated DFAs. The result from applying L* to the examples shows that it
is generally harder to infer randomly generated prefix-closed DFAs compared
to randomly generated DFAs. We applied the optimization specific to prefix-
closed DFA. This lead to a 20% reduction of membership queries. The reason
for this comparatively smaller reduction is that we used randomly prefix-
closed DFA and therefore do not have the first and second system properties
described in the previous paragraph.

2.4 Equivalence Oracle

In the regular inference setting we require an equivalence oracle. The oracle’s
job is to either confirm that the suggested conjecture is correct or provide
a counter-example. There is however no "magical” oracle that will provide
this information for free. The oracle is a theoretical construction to make an
idealization of a potentially hard problem, in order to provide a clean setup
in regular inference. In practice, ways to provide counter-examples are for
instance by monitoring the system and collecting a counter-example when-
ever the model and system disagrees, by letting a ”system expert” evaluate
the model, or by testing the system with tests from a so called conformance
test suite (see Section 2.7 for details regarding conformance testing). But all
of these mimicked oracles have their disadvantages; monitoring may produce
a very long counter-example which affects the complexity of the regular in-
ference algorithm negatively, involving a ”system expert” makes the regular
inference technique only semi-automated and therefore less attractive, and
finding a counter-example by executing tests from a conformance test suite
is like executing membership queries. The advantage of conformance testing
is that it provides a systematic way of achieving an answer to an equiva-
lence query. Let k be the number of states in the hypothesis of the system,
and assume that we have an upper bound, [, on the number of states of a
minimal DFA that models the system. Then if [ > k, by applying the tests
in a conformance test suite by Vasilevski and Chow [8, 28] to the system
we will find at least one test that the system does not pass. This test con-
stitutes a counter-example as answer of an equivalence query. According to
Vasilevski [28], an upper bound for the total length of such a test sequences
suite is O(k21|S|'=F*1), i.e., it is exponential in the difference between the
number of states of the system and the hypothesis.



2.5 Regular Inference of Parameterized Systems

The technique of regular inference can be used to construct models of entities
of communication protocols. Typically in such protocols symbols consists
of a message type together with a number of parameters, each of which can
assume several values. Hence, the alphabet of such an entity is exponential
in the number of parameters. The large alphabet would make the regular
inference technique unattractive since it would negatively affect the required
amount of membership queries. If only a few of the parameters determine
the behavior of the system, it is desirable to avoid asking membership queries
for the parameter settings that have no effect. Therefore a regular inference
algorithm that specializes in handling these cases has been developed [5].
This algorithm is implemented in the framework of LearnLib [26], a library
for automata and regular inference.

The idea behind our specialized algorithm is to infer, for each state and
each message type, a partitioning of input symbols into equivalence classes,
under the hypothesis that all input symbols in an equivalence class have the
same effect on the state machine. Initially all input symbols of a message
type are put in one equivalence class. Whenever such a hypothesis is dis-
proved, equivalence classes are refined. In the extended DFA that is infered
by our algorithm, the transitions are labelled with such equivalence classes.
The number of membership queries the algorithm require is bounded by
O(nkm), where k is the number of transitions of our extended DFA. The
result of applying the algorithm to a large set of randomly generated exam-
ples shows that the algorithm requires less membership queries compared to
L* when the number of transitions in the extended DFA is relatively few.

2.6 Regular Inference together with Model Check-
ing

Model checking [7, 14] is a technique to automatically check that models of
systems have a given property. A technique to model check a black box
is presented by Peled et al. [24] by combining regular inference and model
checking. The idea of combining the two techniques is further elaborated to
a method called adaptive model checking [11].

In the setting for adaptive model checking we have access to the system,
but seen as a black box, and a property we want to check on the system.
The basic idea in adaptive model checking is to apply a regular inference
algorithm to create a model of the system and then apply a model checking
algorithm to check whether the model satisfies the property. If the property
holds, the regular inference algorithm makes an equivalence query with the
conjecture. If the oracle replys with a counter-example, it is inserted into
the regular inference algorithm and the model is revised.



In the case the property does not hold for the model, the model checker
provides an error-trace, a string that when the model traverses it, the model
violates the property. The adaptive model checking algorithm inputs the
error-trace in the system and observs whether it can be executed by the
system or not. If it can be, the algorithm concludes that the system does
not satisfy the property, otherwise the error-trace is feed back to the regular
inference algorithm as a counter-example which uses it to refine the model.

When the property holds and the oracle confirms that the model is cor-
rect, the adaptive model checking algorithm terminates and concludes that
the system satisfies the property.

2.7 Regular Inference in Relation to Conformance
Testing

In all model-based techniques, there is the problem of how to check that the
model is an accurate description of the system. In the black box setting, a
way to check that the model is equivalent to the system is by a technique
called conformance testing. A conformance testing technique generates a
set of tests, T', a so called test suite. A test, t € T, consists of a string and
the expected output of the system in response to the string. The system is
said to pass a test if the actual output is the same as the expected output.
We can confirm that a model is correct with respect to the system if the
system passes all tests in a conformance test suite, and the system and
model satisfies required hypotheses. Examples of required hypotheses are
that the model is minimized, the system does not change during testing, the
transition function for the model is total, and there is a known upper bound
on the number of states in the system. If the system fails to pass a test ¢,
then ¢ is a counter-example to the conjecture that the model and system are
equivalent.

A wusual hypothesis is that the number of states of the system is ex-
actly as many as the number of states of the model. Conformance test
techniques that can be used in this setting are the W [8, 28], Wp [10], and
Z [19] techniques. The main difference between them is that the Wp and
7 techniques generate a smaller test suite compared to the W technique.
Test suites generated by these techniques are similar to the set of strings
asked for in membership queries by regular inference algorithms. In our
earlier work [3] we have performed a closer investigation of the relationship
between conformance testing and regular inference. Assume that the model
A has k states, and the system M has [ states. We show in [3] that the set
of strings in an observation table, UV, by which the L* algorithm gener-
ates the DFA A is also a conformance test suite for A, generated by the W
technique. Consequently, under the assuption that k = [, there is actually
no need for an equivalence test since we then know that we have a correct

10



model; this also follows from [1]. Assume that M has more states than A,
i.e. I > k, then using a conformance test suite as an equivalence oracle in
a regular inference setting, we see the possiblility to generate a conformace
test suite based on the strings in UV. A conformance test suite based on
the W technique is for M the set U(sUX UX2U...UX=F)V [8]. If A and
M disagree, at least one counter-example will be found among the set of
tests U(e UX UX2U...U X))V with the exception of UV, so there is no
need to test these again.

11
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Chapter 3

Summary of Papers

This chapter contains summaries of and retrospective discussions about the
work in the papers included in the thesis.

3.1 Paper A: Learning Finite State Machines

Paper A is included in a book on model-based testing of reactive systems [7].
The paper contains a survey of the most well-known techniques for regular
inference. It is intended as a tutorial on the subject of regular inference.
The survey contains presentations of Angluin’s L* algorithm [1], the algo-
rithm using a reduced observation table by Rivest and Schapire [27], and
the algorithm using a discrimination tree by Kearns and Vazirani [18]. In
the paper, these algorithms are presented using the unifying concept of ob-
servation packs, presented by Balcdzar et al. [2]. The presentation of the
algorithms contains a theoretical background, their complexity, the algo-
rithms presented in pseudo code, and an illustrating example. The survey
also suggests two different ways to realize equivalence queries.

The paper also presents an introduction to domain-specific optimizations
in regular inference [15, 4]. These optimizations are based on the idea that
knowledge about the domain of the system can be used to reduce the number
of membership queries required by a regular inference algorithm. Another
application of regular inference is also presented, so called adaptive model
checking [11]. This is a technique to combine regular inference and model
checking. Model checking can be applied to a model, generated by regular
inference, even though the model is not yet a correct model of the system.
The time to generate a model and perform model checking is reduced if a
counter-example to the checked property is found during model checking of
a relatively small model. Counter-examples from the model checker may
in certain cases also be used as counter-examples in the regular inference
algorithm.

Practical results collected from papers on applying Angluin’s L* algo-

13



rithm on adaptive model-checking and domain-specific optimizations to ex-
amples [11, 15, 4] are presented in short.

3.2 Paper B: Insight’s to Angluin’s Learning

We have implemented the L* algorithm for regular inference suggested by
Dana Angluin. The implementation is created in a straight-forward manner
in Java and uses the library AMoRE [20] for manipulating automata. It
is used to analyze the performance of the L* algorithm on randomly gen-
erated examples and a handful of protocols supplied with the Edinburgh
Concurrency Workbench (CWB) [21]. The focus of our analysis is foremost
on the number of membership required by the algorithm on different types
of examples. Membership queries are counted since they are likely to be the
most time-consuming activity when using regular inference in practice.

We have experimented with two types of randomly generated exam-
ples. The automata in the first set of examples are randomly generated
with respect to transitions and the percentage of accepting states. Let n,
|X|, and m be as described in Section 2.2, and let |§| = n|X| be the num-
ber of transitions. In our experiments we have used the shortest possible
counter-example, hence the longest counter-example m is at most n. On our
examples the number of membership queries grows approximately linearly
with the number of transitions, |§|. This result is in contrast to the upper
bound of the algorithm in this setting, which is n?||, i.e. quadratic in the
number of states.

The second type of randomly generated examples is constructed in a
way to imitate examples of reactive systems. The examples are prefix-closed
DFAs. The number of membership queries for these type of examples grows
approximately quadratically in the number of transitions, |§|2. This is closer
to the upper bound of the algorithm in comparison to the first type of
examples.

We hoped to improve this result with the aid of a domain-specific opti-
mization for prefix-closed systems [4]. The optimization makes use of knowl-
edge about prefix-closed languages, extensions of not accepted strings are
not accepted. This payed off in an approximately 20% reduction of mem-
bership queries.

We also applied Angluin’s algorithm to a small set of examples supplied
by CWB and compared the result to the algorithm applied to a set of ran-
domly generated prefix-closed DFAs. We found that on average the CWB
examples required 7% fewer membership queries without and 35% with the
optimization, in comparison to the randomly generated prefix-closed DFAs.
This might indicate that real-world examples exhibit a certain structure
which makes the algorithm perform better.

14



Discussion

The longer-term goal of our work is to apply regular inference to a sys-
tem larger than the examples, on which results from applying Angluin’s L*
algorithm has been reported in literature [15]. Therefore we wanted to in-
vestigate how the L* algorithm scales with size of systems; in particular,
how it performs on prefix-closed DFAs.

Our results for prefix-closed DFAs show that these generally require more
membership queries than general DFAs. This result indicates that randomly
generated DFAs are not reliable to evaluate how the L* algorithm scales for
reactive systems. We belive that the cause for this difference in the number
of required membership queries is that it is harder to distinguish states from
each other in prefix-closed DFAs.

Our implementation is coded in Java and no particular effort was spent
to optimize the data structures. Hence we see room for optimizations in
the time and memory consumption. Optimizing the implementation would
allow us to experiment with larger models than we did. On the other hand,
the trend for the different categories of examples were clear and conclusions
regarding the growth of membership and equivalence queries could be drawn
from the results.

3.3 Paper C: Regular Inference for State Machines
with Parameters

In our previous work we experienced that models of reactive systems required
a larger amount of membership queries compared to randomly generated ex-
amples [4]. From this point on, our work shifted towards domain-specific
optimizations. We have adopted Angluin’s L* algorithm to work more effi-
ciently on a particular class of systems of interest, entities of communication
protocols.

A state machine representing an entity of a communication protocol can
have a very large alphabet, since a symbol typically consists of a protocol
data unit type with a number of parameters, each of which can assume many
values. For this particular type of system we developed an optimization to
the L* algorithm.

The idea of the optimization is to infer, for each state, a partitioning of
input symbols into equivalence classes, under the hypothesis that all input
symbols in an equivalence class have the same effect on the state machine.
Whenever such a hypothesis is disproved, the partitioning of input symbols
is refined.

We also formed a second idea to further optimize Angluin’s regular in-
ference algorithm. The idea is to reduce the number of membership queries
required to construct a model. We realize this by relaxing the requirement
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that every entry in the observation table must be filled.

The two optimizations form our regular inference algorithm for state
machines with parameters. We implemented our algorithm in LearnLib [26],
a library for regular inference, in order to make a comparison between our
and Angluin’s L* algorithm.

We focused on generating and running synthesized examples that varied
the number of equivalence classes of input symbols. The result from exer-
cising our algorithm on the examples illustrates how the algorithm grows in
proportion to the number of parameters affecting the state machine. This is
the result we had hoped for; when there is a low proportion of input symbols
affecting the system, we can reduce a large amount of membership queries
by applying our algorithm. However, the negative result is that the required
number of equivalence queries is larger with our algorithm. This can be ex-
plained by the fact that with our algorithm, models can be generated based
on fewer membership queries, i.e., less information; hence a larger number
of incorrect models may be created.

Discussion

The result presented in this paper is the outcome of the two optimizations
combined into a new algorithm. The optimizations can theoretically be
applied separately but they are not so in this investigation. It may be of in-
terest to insert this separation of the optimizations into the implementation
in order to see with what they each contribute.

We belive that the large number of equivalence queries required by our
algorithm contributes to the growth of membership queries. The reason is
that Angluin’s algorithm requires that all prefixes of counter-examples must
be queried for and also all one symbol extensions of the prefixes. We belive
that a more effective way to handle counter-example will reduce the required
number of membership queries.
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Chapter 4

Conclusions and Future

Work

We have conducted a survey of the most well-known techniques for regular
inference. The survey contains presentations of regular inference algorithms
by Angluin [1], by Rivest and Schapire [27], and by Kearns and Vazirani [18].
We also present an introduction to domain-specific optimizations in regu-
lar inference [15, 4], optimizations that are based on knowledge about the
domain of the system. Another application of regular inference is also pre-
sented, a technique to combine regular inference and model checking, called
adaptive model checking [11].

We have implemented one of the surveyed algorithms, the L* algorithm,
in order to investigate how the L* algorithm scales with size of systems;
in particular, how it performs on examples constructed in a way to imitate
examples of reactive systems. These examples are prefix-closed DFAs. Our
results for prefix-closed DFAs show that these generally require more mem-
bership queries than general DFAs. This result indicates that randomly
generated DFAs are not reliable to evaluate how the L* algorithm scales for
reactive systems. We improve the result for prefix-closed DFAs with the aid
of a domain-specific optimization for prefix-closed systems [4]. It payed off
by a reduction of approximately 20% of membership queries.

The technique of regular inference can be used to construct models of
entities of communication protocols. Typically in such protocols, symbols
consists of a message type together with a number of parameters, each of
which can assume several values. Hence, the alphabet of such an entity
is exponential in the number of parameters and this negatively affects the
required amount of membership queries. If only a few of the parameters
determine the subsequent behavior of the system it is desirable to avoid
asking membership queries for the parameter settings that have no effect.
Therefore we developed a regular inference algorithm that specializes in
handling these cases [5]. The result of applying the algorithm to a large
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set of randomly generated examples shows that the algorithm requires less
membership queries compared to L* when only a few of the parameters
determine the subsequent behavior of the system.

In the future we would like to apply the regular inference for systems
with parameters on a realistic communication protocol entity. A suggestion
to this is a larger piece of the Network Presence Center product of Mobile
Arts AB [6], compared to the fragment that has been investigated [5]. This
investigation would clarify how useful the optimizations for systems with
parameters are and may lead to other adaptations as well.

A second interesting work is to improve the handling of counter-examples
in regular inference. In the current situation there are mainly two ways to
handle counter-examples. Either to insert the whole counter-example and
possibly all of its prefixes, as in L* and the reduced observation table [1,
27], or to extract an interesting suffix as in Kearns’ and Vazirani’s regular
inference algorithm [18]. There is a simple optimization, a binary search in
the counter-example, to find a suffix which puts the model in a rejecting
state but the system in an accepting state, or vice versa. Only the suffix of
the counter-example is then used in the algorithm to update the model. A
more optimal handling of counter-examples would improve the performance
of regular inference algorithms.

The implementation of the optimizations for systems with parameters [5]
is not included in LearnLib [26]. It would be of value to incorporate these
optimizations into LearnLib, so that students, researchers, and other inter-
ested in using the tool has access to these optimizations as well.
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