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Abstract. Writing code that manipulates bit streams is a painful anorgsrone
programming task, often performed via bit twiddling tecfugs such as explicit
bit shifts and bit masks in programmer-allocated buffetl, &is kind of pro-
gramming is necessary in many application areas rangimg iecoding stream-
ing media files to implementing network protocols. In thipgawe employ high-
level constructs from declarative programming, such agpamatching at the
bit level and bit stream comprehensions, and show how atyasfebit stream
programming applications can be written in a succinct, &ssr-prone, and to-
tally memory-safe manner. We also describe how these ecmtstcan be imple-
mented efficiently. The resulting performance is supendhat of other (purely)
functional languages and competitive to that of low-leaglguages such as C.

1 Introduction

Binary data is everywhere. Many applications such as peitgsetwork data, en-
coding and decoding streaming media files, file compressidrdacompression, cryp-
tography etc. need to process such data. Consequentlyapnogers often find them-
selves wanting to write programs that manipulate bit steedmimperative languages
such as C, processing of bit streams typically happens wsincalledbit twiddling
techniques that involve combinations of shifts, bitwisei@ors and explicit masks on
programmer-allocated buffers. In general, bit twiddlifguscates the intention of the
programmer, is often error-prone, and leads to code thatrieeessarily verbose, hard
to read and modify. Furthermore, bit twiddling code tendbse the connection with
the specification of the data format which is to be processed.

Declarative languages can in principle avoid these shoritegs since they allow for
high-level manipulation of data. Unfortunately, the aito do so comes with a catch.
For example, the pattern matching facilities offered by tfiosctional languages are
tightly coupled to constructor-based datatypes. As a rgstdgrammers who want to
manipulate bit streams have to choose between the lesske dbltowing two evils:
either pay a significant cost in time and space and convearpidata to a symbolic
representation, or resort to an imperative style of prognamg using bit twiddling
techniques on byte arrays. In typical applications whiaune bit stream manipula-
tion, performance considerations are paramount. As atrésuinost practical uses,
the imperative style of programming wins although thereagundamental reason for
declarative languages to lack constructs for efficienttbitsan manipulation.



Since 2001, the functional language Erlang comes willyte-orienteddatatype
(calledbinary) and with constructs to do pattern matching on a binary [133.have
been heavily involved in this work and implemented a schesnadtive code compila-
tion of binaries and designed efficient algorithms for cansgtng deterministic pattern
matching automata for byte-based binaries [7]. In last'gdanang workshop we put
forward a proposal [6] for lifting the restriction that Emig binaries are sequences of
bytes rather than bits and described the semantics of\gt-f@attern matching on a
bit-level binary (calledbit strean). We have subsequently realized this proposal and
describe its applications and implementation in this paper

More specifically, the contributions of this paper are abfos:

— We explain how declarative programming constructs sucraieqm matching and
comprehensions brought down to the bit level can simplifgtseam programming
(Sect. 2) and show how these constructs allow us to obtairpaohand elegant
solutions to important real-world applications (Sect. 3).

— We describe how these bit-level constructs can be implesdeafficiently (Sect. 4).

— Finally, we compare the efficiency and ease of programmingiofg this approach
to writing bit stream applications, with that of using oth@nguages, both func-
tional and imperative (Sect. 5).

2 Bit Stream Programming in Erlang

We show the features and expressive power of bit stream milatipn in Erlang through
a series of examplésA more detailed and formal treatment can be found in [6].

2.1 Constructing and matching a bit stream

This first example is very simple. It shows how to construcit atibeam and how such
a stream can be deconstructed using bit-level pattern ngtch
case <<8:4, 63:6>> of
<<A:7, B/bitstr>> -> {A,B}
end

The expressior<s:4, 63:6>> evaluates to a ten-bit bit stream were its first four bits
are the four low bits of the integer 8 and its last six bits dre low bits of the in-
teger 63. This creates the bit strear1000111111>>. For readability, we will denote
such a bit stream as143:8, 3:2>>, which means that the first eight bits of the bit
stream represented as an unsigned integer is 143 and tiwddsits are the integer 3.

The case statement binds the variabié to an integer constructed from the first
seven bits in the bit stream, namely 39 (1000111). Becausee@xplicit type specifier
bitstr rather thaninteger which is the defaults gets bound to the remaining bit
streank<7:3>>. As a result, thease expression evaluates {89, <<7:3>>}.

Another useful feature of bit streams is the ability to harthenetic expressions as
sizes of bit stream segments. This is shown in the next exampl

4 To avoid confusion, we mention that it is not yet possible tiaewmost of the examples in this
paper in the latest Erlang/OTP release (R11B-1) since tieridata type is still byte-based;
i.e., contain a number of bits which is evenly divisible bghgi Bit-level binaries (bit streams)
and our implementation are included in the pre-release lah§fOTP R11B-2.

5 All variables in Erlang start with a capital letter.
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parse_IP_packet (
<<Version:4, IHL:4, ToS:8, TotallLength:16,

Identification:16, Flags:3, FragOffset:13
TimeToLive:8, Protocol:8, Checksum:16
SourceAddress:32,
DestinationAddress:32,
OptionsAndPadding: ((IHL-5)*32) /bitstr,
Data/bitstr>>) when Version == 4 ->

|Version| IHL |Type of Servicel Total Length

| Identification |Flags| Fragment Offset

Source Address

Destination Address

|
|
Time to Live | Protocol | Header Checksum |
|
|
|

Options | Padding

Fig. 1.Internet Protocol datagram header (from RFC 791) and gaosian IPv4 packet in Erlang

2.2 Parsing IP packets

In RFC 791 [14] the IP header is exemplified with the diagramwshin the left part
of Figure 1. Note the close resemblance between this rapedg® and the bit stream
pattern shown in the right part of the figure which parses ad [fRacket header.

For the most part, this is similar to the previous exampleepkthat this pattern is
used in a function head rather thao=se statement. Note also that the pattern expresses
the meaning of theHL field, which contains the IP header length in 32-bit wordac8i
the non-optional part of the IP header consists of five 32xbitds, the options and
padding will take up(IHL-5) 32 bits. This is expressed by using an arithmetic expres-
sion containing variables bound earlier in the pattern assthe of a segment. This is
not possible in Erlang/OTP R11B-1, where only variables@ostants are allowed as
sizes of segments.

2.3 lterating and filtering a bit stream

Consider a variation of thérop_third program introduced in [17] that requires in-
specting bits besides counting them. The task is to drop &tihstream of size evenly
divisible by three all 3-bit chunks that begin with a zeroingspattern matching on bit
streams this task can be performed with the program in Figufidne solution is both
natural and straightforward. The first clause described whauld happen if the first
bit in a 3-bit chunk I,S one: we ke? drop_0XX(<<1:1, X:2, Rest/bitstr>>) ->
thatchunkand addittotheresulting — c1.1 x.2, drop 0XX(Rest)>>;
stream. The second clause handlesg,qp oxx(<<0:1, _:2, Rest/bitstr>>) ->
the case where the first bitis a zerd:  drop_oxX(Rest);
we discard that 3-bit chunk. Fi-| drop_0XX(<<>>) ->
nally the last clause handles the case <<>>.
where there are no more chunks: we
return the empty bit stream. Fig. 2. drop_0XX using bit stream pattern matching
Contrast this with a program written in a language that da¢suapport manipula-
tion of bit streams at the bit level very well such as C or Ja¥a programmer would
have to keep track of which bits to extract from the currertelgf the incoming bit
stream, use bit masks and shifts to extract each triple, aledlate how much padding
is needed in the output stream. Being able to express pattatching at the bit level,




Erlang programmers are allowed to write declarative spetitins of their intentions
without having to worry about low-level details such as gadd

2.4 Inverting a bit stream using a comprehension

Another way to write code which iterates over a bit streanvisde a bit stream com-
prehension [6]. This is a construct analogous to a list cefmgnsion [18], which in turn
is an expression that is syntactic sugar for the combinafi@aap, filter andconcat
on lists. For a simple example use of a bit stream comprebemsinsider the task of
inverting all bits in a bit stream. Thesnot function below performs this task.

bsnot (BitStr) ->
<< bnot(X):1 || <<X:1>> <= BitStr >>.

The meaning of this comprehension is: iterate through e#ch the bit stream, invert
it using the built-inbnot operator, and put it into the resulting bit stream.

2.5 lterating and filtering a bit stream using comprehensiors

For a slightly more involved example consider theop_0XX function of Section 2.3.
Using bit stream comprehensiodsop_0XX would be written more succinctly as:

drop_OXX(BitStr) ->
<< <<1:1,X:2>> || <<1:1,X:2>> <= BitStr >>.

This comprehension works as follows. If the first three bftthe bit stream match the
pattern<<1:1,x:2>> then place those bits in the resulting stream; otherwisp threse
bits. Repeat until no bits remain in the bit stream. Thatésghttern works as both a fil-
ter and a generator. To make this more explicit we can wraeg_0xx function which
is equivalent with the previous one using an explicit filiethe following mannef:

drop_OXX(BitStr) ->
<< X:3 || <<X:3>> <= BitStr, 2#100 =< X >>.

In bit stream comprehensions, sometimes more complicaggtiaps user-defined,
filtering is needed. In the following example, we are giveltring represented as a bit
stream and want to extract all non-digit characters fromghing and store each of the
digits in four bits?

compact_digits(String) ->
<< (X-$0):4 || <<X:8>> <= String, is_digit(X) >>.

is_digit(X) when $0 =< X, X =< $9 -> true;
is_digit(_) -> false.

5 In Erlang,2#100 represents the number four in base two.
"InErlang; $ is an operator which given a character returns the ASCllevafithat character.



3 Applications

3.1 UU-encoding

UU-encoding is an old binary-to-text encoding scheme wigeoeips of three binary

bytes are encoded in four characters. This is done by diyithie three binary bytes
into four groups of six bits. Then 32 is added to each six bitugrwhich turns them

into characters. The cores of these encoding and decodiegrecessentially become
one-liners using Erlang’s bit stream programming faeititi

uuencode (BitStr) ->
<< (X+432):8 || <<X:6>> <= BitStr >>.

uudecode(Text) ->
<< (X-32):6 || <<X:8>> <= Text >>.

3.2 yEnc

The yEnc format is a newer encoding of binary files than UUeelintg where bytes
which cannot be safely transmitted in text mode are escajeeicode a binary file in
the yEnc format [8] the bit stream comprehension in the faithg program is sufficient:

yenc(Bin) ->
<< yenc_byte(Byte) || <<Byte:8>> <= Bin >>.

yenc_byte(Byte) ->
Enc = (Byte+42 rem 256),
case critical(Enc) of
true -> <<61:8, (Enc+64):8>>;
false -> <<Enc:8>>
end.

wherecritical is a function which returnsrue when a byte needs to be escaped
andfalse otherwise. A byte is deemed critical and needs to be escéjiedpresents
NULL, TAB(ASCII 9), LF(ASCII 10), CR (ASCII 13), or '=".

3.3 p-law

Audio files are nowadays transmitted over the network usingriety of formats. One
such format, designed to be space efficient-iaw compressed files [10]. Such files
are compressed to half the size of the original audio as e@dit kample is translated
into an 8-bit representation.

u-law encoding The encoding method is non-trivial but still quite simplérsEFthe
Sound sample is transformed from 2's complement form tBiased sign magnitude
form where the magnitude is an integer in the rafig2..32767]. This can be done
easily with the bit stream comprehension:



<< to_sign_magn(Sample) || <<Sample:16/integer-signed>> <= Sound >>

which simply takes each 16-bit sample in 2's complement forhis is achieved by
using thesigned specifier in the pattern. Theo_sign magn function is then applied
to this value. This function is defined as follows:

to_sign_magn(Sample) ->
<<sign(Sample):1, (min(abs(Sample), 32635)+132):15>>.

i.e., it transforms the sample from 2’s complement form &ign magnitude form and
increases the magnitude with 132.

In the next step, this representation is translated to aihr@firesentation where the
first bit represents the sign, the next three bits represenposition of the first 1 in
the magnitude, and the last four bits represent the valutteedbur bits following the
leading 1. This can also be done with a comprehension of tine: fo

<< to_byte(S,M) || <<S:1,M:15/bitstr>> <= Biased >>

In this caseS contains the sign bit andis a bit stream consisting of 15 bits representing
the magnitude of the sample. These are used as arguments to_tyte function
which is defined as follows:

to_byte(Sign, Magn) -> to_byte(Sign, Magn, 7).

to_byte(Sign, <<1:1, Mantissa:4, _/bitstr>>, N) ->
<<Sign:1, N:3, Mantissa:4>>;

to_byte(Sign, <<0:1, Rest/bitstr>>, N) ->
to_byte(Sign, Rest, N-1).

This function searches for the position of the first 1 in Hagn bit stream. Since the
range of the magnitude is 132-32676 there will be at leastlanehe first 8 bits and
recursion will stop. The position of the first 1 is therefooeled in the following way:

76543210

Thus, if the third bit contains the first 1, its position is Shelfollowing four bits are
called the mantissa. In the byte created by thebyte function the first bit contains
the sign, the following three bits contain the position, #mellast four bits contain the
mantissa.

Finally, we take the 1's complement of this value usingttheot operator of Sec-
tion 2.4. The complete code farlaw encoding is shown in the appendix.

u-law decoding To decode these values we start by taking their 1's complériémn
then translate the bytes to sign magnitude form again withctimprehension:

Biased = << to_short(Sign, Exp, Mantissa) ||
<<Sign:1,Exp:3,Mantissa:4>> <= Encoded >>



where theto_short function is defined in the following way:

to_short(Sign, Exp, Mantissa) ->
<<Sign:1, 1:(8-Exp), Mantissa:4, 1:1, 0:(2+Exp)>>.

That is, put thesign bit first, then put the leading one in the correct place fodavby
the mantissa and an additional 1 and fill the remaining bits aéroes.

Finally, we must translate the sign magnitude represemtatito 2's complement
representation and remove the bias. This is done with theoeimension:

<< unbias(Sign,Magn) || <<Sign:1,Magn:15>> <= Biased >>
where the functiomnbias is defined as follows:

unbias(0, Magn) -> <<(Magn - 132):16>>;
unbias (1, Magn) -> <<(132 - Magn):16>>.

3.4 PNG

The Portable Network Graphics (PNG) file format [16, 11] isher recent format for
picture files intended to replace the widely-used but pabased GIF format. The struc-
ture of the PNG format is quite simple. It consists of an algignature and then a series
of chunks. Each of the chunks consists of a length field, a tigbe, the chunk data,
and a checksum. A certain type of chunk contains the raw cesspd data whereas the
rest of the chunks contains meta data. Assuming thattNhevariable is bound to a bit
stream where we have removed the signature from the orifji@alve can recreate the
raw data in order to decompress it using the following bi&atn comprehension.

<< RawData || <<Length:32, 73,68,65,84,
RawData: (Length#*8) /bitstr, _Crc:32>> <= PNG >>

The decimal numbers3, 68, 65,84 is the content of the type field for the chunk con-
taining raw data. This means that only the chunks that coné&v data match the gener-
ator pattern and only the data from those chunks makes ugs$oéting bit stream. We
can then decompress this data and use the uncompressedditta ahunks containing
meta data to generate the picture.

3.5 Huffman

Huffman encoding is a variable length encoding of characfEne mapping between
the variable length codes and the static codes is descripadHbffman tree This tree
is a binary tree where the leaves are static codes. The n@afspm the dynamic length
codes to the static codes is encoded in the path from theoaoldaf. For example, if
a leaf contains the static code 32 and is reached from théoyowiking the left branch,
then the right branch and finally the left branch, this mehas®10 maps to 32.

To decode a Huffman encoded bit stream we can use Prograne ndin decoding
function has four clauses. The first is taken if we have redehkeaf in the Huffman
tree. If this is the case we add the value in that leaf to thpud@nd recurse. The second
clause is taken if we are at a branch and the value of the neid béro. In that case
we take the left branch. The third clause is taken if the néxtas one and in that case
we choose the right branch. The fourth and final clause iswtaken there are no more
bits left to decode which means that we are done.



Program 1 Function for decoding a Huffman encoded bit stream

huffman_decode(BitStr, Tree) ->
huffman_decode (BitStr, Tree, Tree).

huffman_decode(Rest, Char, Tree) when is_char(Char) ->
[Char | huffman_decode(Rest, Tree, Tree)l;
huffman_decode(<<0:1,Rest/bitstr>>, {Left,_}, Tree) ->
huffman_decode(Rest, Left, Tree);
huffman_decode(<<1:1,Rest/bitstr>>, {_,Right}, Tree) ->
huffman_decode(Rest, Right, Tree);
huffman_decode(<<>>, _, _) —->
1.

4 Implementation

Having seen constructs and typical applications of bitastrenanipulation, let us now
see how we efficiently implement these constructs.

4.1 Internal representation of bit streams

We have chosen an internal representation of bit streantwhiais the property that the
space overhead of storing each stream is constant, indepeofdhe size of the stream.
The representation uses two different structurdsase streamand asub-streamThe
base stream contains a header, a size field expressing ¢hefdize bit stream in bits,
and an array of data which contains the actual bit sequernce Bit stream with bit
sizen, the bit sequence starts with the first bit in the data arra/erds at thea-th
bit in the array. The sub-stream structure contains a hddér a size field, an offset
field, and a pointer to a base stream. Let us denote the corftéime size field byn,
the content of the offset field by and the base stream that the sub-stream is pointing
to byBS. Then the bit sequence that the sub-stream representswsitirt-th bit of the
data array of the base stre@$and ends with theofn)-th bit of the data array ds.
Figure 3 shows the representation

of a base stream and two sub—strearrs.A

In our |mpl_ementat|0n, the hegder, SIZE 1 [Teader

and offset fields are all word-sized ever— g

though they look smaller in the fig- 0-15

ure. The header field stores the size ) Header

in words of the structure and a run- Size = 31

time tag which identifies the object as Header ofof2]o]1]1]1]2
a base stream (or sub-stream). In the S=16 ofof1]of1]1|1]1
figure, A, B, and C are all variables 0°8 O o I I N N
bound to binariest is bound to the base ojojojojojojrj?

stream<<47:8,47:8,101:8,1:7>>, B
is bound to the sub-streasr22:5>>and Fig. 3. Internal representation of bit streams
Cis bound the sub-streagx47:8,101:8>>.



4.2 Implementation of bit stream construction
Bit stream construction is aided by two low-level auxilifimctions:

put_integer() which given a pointer, an offsetin bits, a size in bits, anéhégger writes
size bits of the integer starting at offset bits from the painand

put_bitstr() which given a pointer, an offset in bits, a size in bits, andtastieam
writes the first size bits of the bit stream starting at offstt from the pointer.

A bit stream construction expression of the fotRve; :sei/t1,...,ve,:5€,/t,>>
is translated using these functions as follows. We startviayuating all the value and
size expressions and end up with an expression of thedgtm: s1/t1, . . . , Va8 /t>>
where all ther;:s are values and all thg:s are non-negative integers. If agyis a neg-
ative value, a run-time exception is raised.

Then, we perform the following operations:

1. Calculate the resulting size of the bit strean}a5 , s;.

2. Allocate a base stream with a large enough data array tbaliahe bits of the bit
stream, initializedata_ptr to a pointer to the beginning of the data array and set
offset to 0.

3. For each segment, do the following:

(a) If t; is integer we callput_integer(data_ptr, offset, s;, v;)
(b) If t; isbitstr we callput_bitstr(data_ptr, offset, s;, v;)
(c) Setoffset to offset+s;

4. After all segments are processed, return the base stream.

4.3 Implementation of bit stream pattern matching

We only describe the case of matching a bit stream againagéedinary pattern. For
a thorough treatment of how to efficiently match a (byte+adid) binary against many
patterns simultaneously refer to our prior work [7] whictsdebes effective algorithms
for constructing deterministic binary pattern matchintpanata.

The matching is aided by two low-level auxiliary functions:

get_integer() which returns an integer given a pointer to some data, artoiffisbits
into that data, and the number of bits that should be usedetiethe integer, and

get_bitstr() which creates a sub-stream from an offset, a size and a poingebase
stream.

To match<<Xj:ej/tq,...,X,:e,/t,>> against a bit streamitStr we perform
the matching in the manner described below.

1. Create a matching state fr@ntStr. The state contains the following information:
data_ptr a pointer to the data
offset the present offset into the data
end the offset of the last bit in the stream
orig_ptr a pointer to the base stream which contains the data



2. For each segment, perform the following tasks:
(a) Evaluates;, the size expression of the first segment to the integer
(b) Check whethesffset+s; < end, or else the matching fails.
(c) If t; is integer thenX; = get_integer(data_ptr, offset, s;)
(d) If t; isbitstr thenX; = get_bitstr(offset, s;, orig_ptr)
(e) Setoffset to offset+s;
3. Check whethesffset == end. If s0, the matching succeeds, otherwise it fails.

A tail segment (i.e., a last segment of the foxpybitstr) is handled specially: we
bindX,, to get_bitstr(offset, end, orig_ptr) and set the value afffset to end.

Also, note that we described the case where all segmentd #re formX;:e;/t;
whereX; is a variable. If somd; is not a variable but has a valugwe simply add an
equality test that checks that is equal to the value returned from eithget_integer or
get_bitstr. If not equal, the matching fails. Otherwise the matchingtocwes with the
next segment.

4.4 Efficient abstractions and alternatives

The representation we have chosen makes building bit strpate by piece expensive.
Thus, we introduceegmented bit streanamdbuffer abstractionas efficient abstrac-
tions which can be built on top of our representation.

Segmented bit stream& segmented bit stream consists of a list of streams and-repre
sents the stream that is formed if the streams in the list@meatenated. This abstrac-
tion makes it easy and cheap to concatenate a new bit streameisting segmented
bit stream: all we need to do is to put it first in the list. Themefficiently turn a seg-
mented bit stream into a regular contiguous bit stream wedkice a built-in called
list_to_bitstr which simply transforms a list of bit streams into a singlmtiguous one.
This way, constructing a bit stream of siz@iecemeal from some other streams can be
done inO(n) as opposed t®(n?) if segmented bit streams are not used.

The problem with segmented bit streams is that in the woist ¢ahen each ele-
ment in the list is a one-bit stream) we have a space overHesderal words for every
bit in the stream.

Buffer abstractionsThe idea of buffer abstractions is taken from the Lua prognarg
language [9]. A buffer is basically a list of bit streams wtitle following invariant: each
bit stream in the list is strictly bigger than the next biestm in the list. Note that, since
the representation is a list of bit stream, tise_to_bitstr built-in can then be used to
turn a buffer into a contiguous binary.

However, since we need to maintain the invariant that béastrs in the list are in-
creasing in size, sometimes we need to concatenate bitrsrd@ectly when adding
streams to the buffer. This makes construction of a bufferenexpensive than con-
structing a segmented bit stream, but the invariant keepsghce overhead lower for a
buffer than for a segmented bit stream, since the maximagtiteor the list isO(y/n) if
the total number of bits is.



4.5 Implementation of bit stream comprehensions

The implementation of bit stream comprehensions requiogsidering the implica-
tions of the chosen underlying representation. If we chdosenplement bit stream
comprehension naively, constructing a new bit stream @i @aration the cost of the
comprehension would be quadratic in the number of iteration

Naturally we can do better than this. One possible choice isse segmented bit
streams, i.e. build a list of bit streams and then usditheo_bitstr built-in to convert
the list into a bit stream. Another possibility is to colledt of the bit streams in a list
accumulator and at the same time calculate the sum of the sfafie streams in the
list. In this way we find out the size of the resulting bit stresand create a list whose
elements are the streams in reverse order. We can thentalladarge enough base
stream and copy the bit streams in the list into the data arfrdyat base stream.

Though both these solutions have linear complexity, we camehse the constant
factors significantly whenever it is possible to compute ppar bound on the size of
the resulting bit stream. In these cases we allocate a basarstn advance and write
the results to the base stream as the bit stream comprehénsizaluated.

When is it possible to compute an upper bound on the resuiiirgiream? Let us
consider the case when we only have one generator, whichfar lye most common
situation. In such a case, the bit stream comprehensios laskollows:

<< e:se/t || <<ey:sei/ti,...,en:8e,/1,>> <= BitStr,e; >>

If all of the size expressions{, sey, . .., se,) can be evaluated before the bit stream
comprehension starts being evaluated, then we can cadwat many bits of the input
bit stream are consumed in each iteratign’(, se;) and how many bits might be
produced in each iterationd). That is, ifBitStr has sizen the maximal number of
bits in the resulting binary igm x se)/>"._ | se;.

On the other hand, in some cases it impossible to calculagdupper bound on
the size of the resulting binary. One example is this comgmeton:

<< 42:N || <<S:8,N:(S*S)>> <= BitStr >>

Luckily such comprehensions are rather rare in practicesTi our implementation

we chose to stick to a simple implementation of bit streamm@inensions, namely that
which uses segmented binaries flattened by a caittao_bitstr for such uncommon

cases. For cases when a tight upper bound can be calculatesevtbe method which

preallocates a base stream of suitable size.

5 Performance

From Section 3 it should be clear that bit-level binaries emishprehensions allow for
flexible manipulation of bit streams. Still, these constsuare to be used in applica-
tions where speed of processing is a prime consideratiais, itis imperative that the
performance of the underlying implementation is competitvith both imperative lan-

guages using bit shifts and bit masks on byte arrays and it digh-performance
functional languages using bit or byte arrays for represgrtit streams.



drop_0XX This is the program from Section 2.3. It takes a bit stream r@mdoves all 3-bit
chunks that start with a 0. In the benchmark, the size of thetistream is about 28.5 million
bits; the size of the resulting bit stream is about 8 milligts.dNe perform 10 iterations.

fivell Implements the IS-683 PRL protocol. Reads a file whose firitsGepresent an integer
that describes how many PRL packets the file contains. Eaktepstarts with a 5-bit integer
describing how many channels the packet contains and @afetl by that number of 11-bit
channel descriptors. The output is a list of channel desgsfor each packet. The input
data consists of 496 different packets (16 of each possi#¢ and is decoded 10,000 times.

huffman The input is a file containing the huffman tree and a messagede using this tree.
The benchmark recreates the original message. The size efttoded file is 747,647 bytes
and the decoded file consists of 3,568,560 bytes. The fileciscdel 10 times.

uudecode This benchmark decodes a file that has been uuencoded. Ehefdize encoded
input file is 747,647 bytes and the size of the decoded outieusfb42,623 bytes. The file
is decoded 100 times.

uuencode This benchmark uuencodes a file. The input file consists ofé2&bytes and the
encoded output consist of 747,647 bytes. The file is enco@@dithes.

Fig. 4. Description of the benchmarks

Notice however that bit streams in Erlang are immutable datactures. The lan-
guage provides no support for destructive updates. Alsicenthat memory manage-
ment for bit streams is automatic and a responsibility ofuthéerlying runtime system,
not of the programmer. Thus comparing the performance dftfanal vs. imperative
languages in applications which manipulate bit streamsahasof an “apples and or-
anges” flavor, especially since different styles of prograng are often employed.

Still, this performance comparison is interesting. We Wike it on the programs
described in Figure 4 which spend the bulk of their work inshieam manipulation.

We have implemented these benchmarks in three differemtifural languages,
namely Erlang with all the extensions described in this papaskell and O’Caml. In
addition, we wrote C and Java versions of the first three bmacks and found publicly
availableuudecode anduuencode C programs on the net which we converted to ap-
propriate benchmarks and translated to Java. Our intemt&snto eliminate any traces
of possible favoritism for some language and any ineffidesidue to our program-
ming skills. So, we requested the help of Haskell and O’Catpkés to perform any
efficiency improvements they saw fit, provided that the paogg remain functional:
i.e., use no mutation in the part of the program for which meaments are taken. On
the other hand, the imperative languages are free to—amthdo—use destructive
assignments on all benchmarks.

The compilers that we used are the Glasgow Haskell Compdesian 6.4.1, the
O’Caml 3.09.1 native code compiler, and GCC 3.4.2 for C and {scj). For Erlang
we used the HIPE native code compiler in the pre-releaselah§fOTP R11B-2. The
machine we used is a 2.4 GHz Pentium 4 with 1 GB of memory rnighRé@dora Core 3.

5.1 Runtime performance

Figure 5 shows performance results. We can see that Erldmnead with the con-
structs described in this paper is competitive in speed atitler state-of-the-art func-



Runtimes (in secs) Lines of code
Functional Imperative Functional | Imperative
Benchmark| Erlang| Haskelll O’'Caml| C | Java| | Erlang| Haskelll O'Caml| C| Java
drop_ 0XX || 2.09 | 5.85 2.25 |1.59| 1.99 2 47 45 |31 47
fivell 497 | 8.65 7.69 [9.79|18.41 9 38 23 |64| 78
huffman 229 | 7.38 | 10.81 |0.97| 1.75 14 30 54 |67| 81
uudecode || 3.21 | 6.04 2.65 |0.86| 0.97 20 91 65 |43| 57
uuencode || 2.85 | 7.77 2.82 |1.04| 0.98 25 70 70 |54| 64

Fig. 5. Time performance and succinctness of programming in diffelanguages

tional languages in programs that manipulate bit strears. i§ not due to Erlang’s
overall performance compared with Haskell and O’Caml.dadt it is due to having
these constructs in the language. Also, the performandeeofunctional way of ma-
nipulating low-level representations is not so far awayfithat obtained using C with
destructive assignment and programmer-controlled memarnagement.

Some runtime numbers stick out and require explanation bBdeperformance of
O’Caml onhuffman is due to extensive garbage collection; the program spermds m
than half of its time doing GC. Also, the bad performance gfémative languages on
fivell is partly due to the nature of the task, which is not tailoreddcessing bits in
a multiple-of-eight fashion, and partly due to calling widualmalloc:s andfree:s
(in C) for each channel description rather than allocatifggamemory area once and
partitioning it to each channel using programmer-congidpointer bumping.

5.2 Succinctness and ease of programming

Performance is only part of the story. Ease of programminggisally important. It
is very difficult to quantify this dimension, but the lines @fde required to perform
these tasks in different languages provide some rough &ims seen in Figure 5,
the Erlang solutions are 2—20 times more compact than sakiin other functional
languages. Once again, this is not due to the functionalganteof Erlang; it is due to
the ability to manipulate bit streams declaratively and stigable granularity.

We have used the following rules when counting line numbers:

— We only counted lines directly involved in performing theka required by the
benchmarks, not lines needed for 1/0 or for measuring ex@ttitmes.

— We did not count blank lines, comments, type specificatidrfigrections, strictness
annotations, or lines containing only one keyword.

— No line was allowed to be wider than 80 characters.

We have made all these benchmark programs publicly aveilabtl annotated their
source code with line numbers to see exactly which lines weacn the different
benchmarks. Their annotated source code at@t / /user.it.uu.se/~pergu/bitbench.
Input data for running these programs, further informataswell as a pre-release of
the Erlang/OTP system we have used are also accessibletfeosame site.



6 Related Work

Currently, very few general purpose languages providetoocts for direct manipula-
tion of binary data down at the bit level, let alone efficiengs. Bit streams are typically
represented as character arrays and their bit-level miatipo is performed by the
programmer using explicit bit shifts and bit masks. Doingssiooth exacting and error-
prone. But since this kind of programming is commonplaceimdins such as cryptog-
raphy, data communication and multimedia programminggthpra of domain-specific
languages targeting these areas come with some ability nipoiate bit streams.

Cryptol [12] and SLED [15] are domain specific languages mftald of cryptol-
ogy and machine language manipulation, respectively. Bogyallow bit-level pattern
matching, but the size of the fields in the patterns are fixed@ipile time.

Solar-Lezama et al. have proposed BitStream, a languagedoipulating binaries
in the coding and cryptography area [17]. The dataflow pnognang model used in
BitStream is radically different from ours, as is the methlody to achieve both correct
and efficient programs which requires the programmer tovirge a simple reference
implementation and then sketch a more efficient implememtathich is rejected by
the compiler if it is not equivalent to the reference implera¢ion. For some applica-
tions, BitStream achieves good performance, on par witll{wgetimized C programs.

In the area of data communication Chandra and McCann [2] peygosed a type
system which can be used to describe how network packetdractused at the bit
level. Back has proposed the DataScript [1] language wisittoth a constraint-based
specification language for specifying binary data formats a scripting language for
manipulating such formats. DataScript is based on Java aad dot support pattern
matching. The PADS [4] language, proposed by Fisher and &yraliows description
of any ad hoc data format and comes with the ability to autarally generate tools that
manipulate such formats. In the context of the PADS profésher, Walker, and Man-
delbaum have recently developed a calculus of dependess fpwhich is suitable to
use as a semantic foundation for the whole family of datarifggm languages.

The previous examples of related work are all in one way orth@rodomain-
specific. Diatchki, Jones and Leslie [3], proposed a languagension for general
purpose languages that allows pattern matching on fixethviid data types. Their
proposal would make it easier to use a high-level functitar@uage similar to Haskell
to perform low-level tasks like writing device drivers orphementing operating sys-
tems. What distinguishes their work from ours is that 1) tbaly consider bit data
whose representation fits in the registers of a machine wielelo not have any such
constraint, and 2) that their implementation comes in thifof an interpreter rather
than being fully integrated in a general purpose programgr@nguage.

7 Concluding Remarks

The treatment of bit-level data is a neglected area in géperg@ose programming lan-
guages and most declarative languages are no exceptiaass Thfortunate since there
are many applications out there craving for language coastwhich remove the need
for tedious and error-prone bit-twiddling, while still detiing decent performance.



Armed with bit stream comprehensions and the ability toqrenfpattern matching
at the bit level without being hampered by artificial regtons (e.g., always having to
create bit streams whose length is a multiple of eight) weslslsown how a variety of
important “real-world” bit stream applications can be pagmed both succinctly and
efficiently. We see very little reason for bit streams notdeexist with other complex
terms such as lists or tuples, or for Erlang to be an exceptiproviding such support.
Perhaps this paper paves the way in this direction.
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A Additional Information

[This appendix is not part of the submission, but included only for completeness.]

Program 2 u-law encoding Erlang module

-module (mu_law) .
-export ([encode/1]) .

encode(Sound) ->
Biased = << to_sign_magn(Sample) || <<Sample:16/integer-signed>> <= Sound >>,
Encoded = << to_byte(Sign, Magn) || <<Sign:1,Magn:15/bitstr>> <= Biased >>,
bsnot (Encoded) .

to_sign_magn(Sample) ->
<<sign(Sample):1, (min(abs(Sample), 32635)+132):15>>.

sign(Sample) when Sample >= 0 -> 0;
sign(Sample) when Sample < 0 -> 1.

to_byte(Sign, Magn) -> to_byte(Sign, Magn, 7).

to_byte(Sign, <<0:1, Mantissa:4, _/bitstr>>, N) ->
<<Sign:1, N:3, Mantissa:4>>;

to_byte(Sign, <<1:1, Rest/bitstr>>, N) ->
to_byte(Sign, Rest, N-1).




