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Unbounded heaps Data dependence Multiply selectors

Node *insert(Node *root, Data d){
Node* newNode = calloc(sizeof(Node)); 
if (!newNode) return NULL;
newNode→data = d;
if (!root) return newNode;
Node *x = root;
while (x→data != newNode→data)

if (x→data < newNode→data)
if (x→right) x = x→right;
else x→right = newNode;

else
if (x→left) x = x→left;
else x→left = newNode; 

if (x != newNode) 
free(newNode); 

return root;
}
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if (!newNode) return NULL;
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if (!root) return newNode;
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if (x→right) x = x→right;
else x→right = newNode;

else
if (x→left) x = x→left;
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if (x != newNode) 
free(newNode); 

return root;
}
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With data
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With data

Add data constraints
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Abstract transformers
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Effect of z = x.next on a concrete forest
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Effect of z = x.next on a concrete forest

✓ Access to x.next
✓ Split the tree 1 at  
     this node
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Node *insert(Node *root, Data d){
Node* newNode = calloc(sizeof(Node)); 
if (!newNode) return NULL;
newNode→data = d;
if (!root) return newNode;
Node *x = root;
while (x→data != newNode→data)

if (x→data < newNode→data)
if (x→right) x = x→right;
else x→right = newNode;

else
if (x→left) x = x→left;
else x→left = newNode; 

if (x != newNode) 
free(newNode); 

return root;
}

Program analysis
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computation

All possible heaps 
represented by set of forest 

automata

Abstract transformer
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represented by set of forest 

automata

Entailment checking

no    yes

Abstract transformer
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Widening technique

Language Inclusion

Entailment checking
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SUMMARY
‣ Verify heap manipulating programs with

‣    Data dependence

‣    Unbounded heaps

‣    Multiple selectors

‣ We can verify both memory safety and data-dependent 
properties



FUTURE WORKS

‣ Fine-grained locking programs

‣ Concurrent heap manipulating programs

‣ Recursive heap manipulating programs



Thank you for attention!


