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ABSTRACT

In the field of real-time systems, accurate estimates of the worst-case execution time of
programs are required for real-time modelling and verification, scheduling analysis, feasibility
analysis, and dimensioning of the system hardware.

At present, such estimates are produced by measuring program runs on inputs which are
believed to produce long execution times. Unfortunately, such measurements provide no
guarantee for finding the worst execution time, thereby producing unsafe systems. To obtain
safe estimates (estimates which do not underestimate the worst-case time), we have to use
formal static analysis.

Because the market demands high performance, low cost products, we must use optimizing
compilers when developing software for real-time systems. An optimizing compiler improves
the performance of a program and reduces the size of the code, both important factors to
save costs while maintaining performance.

An optimizing compiler makes static analysis of a program more difficult by complicating the
relationship between the program source code (where we can obtain knowledge about possible
program executions) and the object code (where we can find concrete execution times).

In this thesis, we present (1) a new framework for static timing analysis of optimized pro-
grams and (2) co-transformation, a new approach to keep track of timing information while
performing the various transforming and optimizing steps in a compiler. The co-transformer
is based on a close cooperation between compiler and timing analyzer.

We have implemented a prototype co-transformer, and evaluated it using a representative set
of compiler optimizations. We show that the idea is feasible, but that much more work is
needed to design a datastructure powerful enough to capture all necessary information about
program execution.

In addition, the thesis points out some directions for future research in the field of worst-case
execution time analysis in particular and the real-time programming field in general.
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Foreword

I believe that it is the mission of all computer science graduates to try to bring the best methods, skills,
and tools they learn during their studies with them to industry, to help advance the state of practice.

Over the past few years, I have studied a number of fields of computer science, all which I believe have a
lot to offer industry. Among the subjects which I feel I should help bring out into the famous Real World
are formal methods, software engineering, programming tools supporting good engineering practice, and
better programming languages.

At the same time, I have had a feeling that I should go into research, to help advance the state of the
art, and not just go out into industry to advance the state of practice.

In this thesis work, I have found a field of study where I can actually do both: advance the state of the
art and have some hope to improve the state of the practice. Execution time analysis applies theoretical
computer science to build a software engineering tool. By combining the tool with a compiler, we have
the opportunity to introduce it on the market with a higher probability of success than a stand-alone
tool would have.

My present goal is to continue this research and development after graduating, and to work with the
development of new exciting tools, thereby bridging the gap between industry and academia.

Credits

I am very grateful to my thesis advisors, Hans Hansson and Andreas Ermedahl at Uppsala University,
and Anders Berg at TAR Systems, Uppsala, for their help in producing this thesis. Additionally, I thank
Peter Altenbernd (visiting Uppsala University on a leave from C-LAB in Paderborn, Germany) and
Jan Gustafsson (Mélardalens Hogskola, Visteras), for interesting discussions and helpful feedback on
my work. Peter has been especially helpful in the writing of this thesis, providing sharp criticism and
making the final result much more focussed and to the point.

TAR Systems provided the thesis topic and funding, and Uppsala University provided me with an office
and computing resources. I think this is a good example of a successful industry—academic cooperation,
which in this case was performed under the auspices of the ASTEC! program.

Throwing one away

Finally, as stated in the introduction (coming next), the executable result of this thesis was very throw-
away-able :-). Nothing else was to expect however; the time allocated for a Master’s Thesis is a little
too short to both structure and analyze the problem, and implement something useful. T learned a lot
in the process, and I feel optimistic about the continuation of my research. To quote a well-known(?)
movie:

When I started here, all there was was swamp. Other kings said I was daft to build a castle
on a swamp, but I built it all the same, just to show ’em. It sank into the swamp. So, I built

LASTEC, Advanced Software TEChnology, is a Swedish national competence center in software development. See the
ASTEC homepage at http://www.docs.uu.se/astec/
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a second one. That sank into the swamp. So, I built a third one. That burned down, fell
over, then sank into the swamp, but the fourth one... stayed up! [CCG*75]

This is the way the world of reseach and engineering works: you have to try something a few times to
obtain the understanding which allows you to build better tools, cathedrals, or swamp castles. I hope
that I some day will see my fourth swamp castle materialize: the complete timing analysis tool.

Uppsala, October 18, 1997, Jakob Engblom



Chapter 1

Introduction

A real-time system is a system where both the result of a computation and the time at which the result is
produced are relevant for the correctness of the system. Real-time systems are usually found as embedded
control systems in various real world applications: large and complex like production processes, ABS
brakes for cars, or aircraft engine control; or simple like toys and household appliances.

In the real-time systems field, there are many reasons to determine the execution time of a program prior
to using it in a system. The reasons include modelling, scheduling and schedule analysis, determining
resources needs, feasibility analysis, dimensioning systems, and many more.

The execution time of a program can be defined and measured in many different ways, but there are three
common measures in use: the worst-case execution time (WCET) the best-case execution time (BCET),
and the average execution time.

Unlike most other fields of computer science, in the field of real-time systems we are interested more
in the worst-case performance than in the average case. It is the WCET of a program which is used in
analysis. Because the systems are used to control real-world devices, and failure to meet deadlines can
have catastrophic effects, we need safe WCET estimates when we construct systems (we can only produce
estimates, since an exact computation is infeasible for complexity reasons).

There are two ways to estimate the worst-case execution time of a program: to measure it experimentally,
or to calculate it by static analysis. Measuring an execution time is an unsafe practice, since we cannot
know whether we have managed to capture the worst case in our measurements. A static analysis gives
safer results, but there are at present no commercial tools available for static timing analysis of real-time
programs.

A good tool for static timing analysis offers improvements in product quality and safety for embedded and
real-time systems. Development time could be saved as the verification of timing behavior is automated
and simplified. This thesis is a step towards such a tool.

The analysis of a program can be carried out either at the source code level or at the (compiled) object
code level. Analysis of program behavior is more efficient at the source code level, since this is the most
accessible form of program representation. At the object code level, too much information about the
program structure has typically been lost. On the other hand, timing analysis depends upon the time
taken to execute the object code, which means that we must analyze the object code to obtain necessary
information for the timing analysis.

The problem is how to combine the information from the the source code analysis with the timing
information from the object code, in order to perform calculations to estimate the WCET of a program.
Our approach is to map the information from the source code down to object code, and work on the
object code level when estimating execution times.

The mapping problem is created by the compiler, which transforms the source code to the object code. If
the compiler is simple, so is the transformation, but a modern optimizing compiler can make the relation
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between source code and object code anything but trivial.!

We need to analyze optimized code, since unoptimized programs have different properties compared to
optimized code, and we must analyze a system in the shape it will have when we ship it to customers.
The shipping version typically includes optimized code.

We have investigated the mapping of source code information down to the object code. Our approach is
to transform the information about the program source code in parallel to the compilation process, an
approach which we call co-transformation. We present the following results:

e We have created a new framework for WCET analysis, dividing the problem into a number of clearly
separated components. This helps us analyze the problem of WCET analysis, and allows for research
and development to proceed on several different parts of the tool independently. It also allows us
to integrate results from several sources into one tool, and to port the tool to new architectures
more easily.

e We have designed a novel device called a co-transformer, which is a tool that transforms timing
information (or other information) in parallel to the transformation of the program code in the
compiler. The co-transformer depends upon information from the compiler about how a certain
program is transformed, and knowledge about how the compiler implements its transformations.
The co-transformer approach can handle a larger set of compiler optimizations than previous ap-
proaches, and it allows for more information to be mapped from the source code to the object code,
which gives us tighter timing estimates. We have also made the problem clearer by analyzing it in
isolation.

In comparison to the present state of the art, we have presented a clear division of the WCET problem,
and used this division to attack the problem of performing timing estimates for optimized code. We
have localized the problem of handling optimizations to a single component, the mapping of information
from the source code to the object code, and have shown how we can perform this mapping using a
co-transformer.

This thesis is organized in the following way:

e Chapter 2 presents the problem of timing analysis, and discusses the issues of optimized code and
portability of tools.

e Chapter 3 presents the new framework for constructing timing tools.

e Chapter 4 presents the general concept of the co-transformer and the data structures needed by
it, Chapter 5 presents our prototype tool, and Chapter 6 presents the results of evaluating our
prototype.

e Chapter 7 gives an overview of previous work and related research.
e Chapter 8 presents conclusions and plans for future work.

e A number of appendices complement the thesis. Notably, Appendix C contains a complete co-
transformation example for a small program.

I This causes problems for source code debuggers as well, where it is difficult to present a coherent picture of the program
execution at the source code level when the object code is very differently structured.



Chapter 2

Background: Real-Time Systems
and WCET Estimation

A real-time system is a computer system which has demands upon when a result is produced, and not
just what the result is. This is often the case in control applications, where a computer is used to
control some process —everything from running a factory to controlling a sensitive aircraft engine. If
output is not produced within a certain time, the system controlled may fail, with potentially disastrous
consequences.

An embedded system is a computer system used as a component in some larger system. It is “a computer
which does not look like a computer”!. They are used to perform or control some function in the total
system, and they usually have some form of real-time constraints, making them real-time systems.

However, there are real-time systems which are not embedded, and embedded systems which are not real-
time. An example of a non-embedded real-time system is multimedia, where exact timing is important
to assure a smooth playback of sound and video, on a desktop system.

In this thesis, we consider real-time systems, with a focus on embedded real-time systems.

2.1 The correctness of real-time systems

Real-time programs differ from “ordinary” programs in that they have to be correct both in terms of
what is delivered and when it is delivered. In [BW97, p. 2] the following definition of the correctness of
a real-time system is given:

The correctness of a real-time system depends not only on the logical result of the computation
but also on the time at which the results are produced.

That a real-time program needs to be logically correct is obvious, and not unique to real-time programs.
What might be different is the need for logical correctness. Real-time systems are often used to control
real-world systems, the failure of which can cause physical damage or even injury and loss of human
lives. This makes the demands for correctness higher than for ordinary desktop programs. Nobody is
hurt when a word processor crashes; somebody could get hurt when a plane does.

Second, a real-time system needs to have correct timing behavior, under all circumstances. Correct
timing behavior for a certain program or other piece of code is usually defined as “guaranteed to finish
within a certain amount of time”. There are various levels of critically: in a hard real-time system, a
missed deadline means that the result is useless. In a soft real-time system, a result which is produced
after the deadline usually has some value, even though it is less than if the deadline had been met.

L As stated by Hans Hansson from Uppsala University on the ARTES-kickoff in Lund, Sweden, August 20, 1997.



4 CHAPTER 2. BACKGROUND: REAL-TIME SYSTEMS AND WCET ESTIMATION

When discussing the meeting of deadlines, we are interested in the worst case execution time (WCET) of
a certain program.? The WCET is the longest time the program takes to run to completion, given the
worst possible circumstances. If we have a correct estimate of the WCET, no execution of the program
will take longer than the WCET.

In some cases, it also of interest to the system designer to know the minimum execution time of a certain
program, for example when outputs must be separated in time by a certain minimum time, or to perform
scheduling analysis [Alt96b]. This is called the best case execution time, BCET.

In the general case, we cannot determine the exact execution time of a program, but only an estimate.
The reason is that the number of execution paths of a program is exponential in the size of the program
(except for simple programs). More on this below.

The WCET estimate may overestimate the actual WCET, but it must not underestimate it, and the BCET
estimate may correspondingly underestimate the actual BCET, but never overestimate it. See Figure 2.1.

Knowing the the WCET of a program is useful in a number of contexts:

e To perform task scheduling analysis. Most approaches to real-time scheduling assumes that the
maximum execution times of the programs involved in the scheduling problem are known [HBW94].

e To check that a program meets timing constraints; an example is a feedback system where sensors
deliver inputs at a regular pace, and the software has to produce output within a certain time of
receiving input.

e To find the most time-consuming parts of a program in order to target optimizations (profiling).

e To compare two different implementations of the same algorithm and select the faster one.

We focus on WCET estimates for the rest of this thesis, since the WCET has more uses than the BCET,
and most of the literature in the field deals with WCET. Furthermore, calculating the BCET can usually
be done using the same techniques used for calculating the WCET.

2.2 The nature of WCET estimates

There are a number of measures and concepts involved when discussing execution time estimates.

We start with the actual execution times: The actual WCET is the longest time the program will ever
take to execute. The actual BCET is the shortest time the program will ever take to execute. The average
execution time is somewhere between the actual WCET and the actual BCET. It is usually very hard to
determine the exact actual WCET (or BCET) of a program, as this could depend upon inputs received at
runtime.

Timing analysis aims to produce estimates of the WCET and BCET, using a method giving reasonable
results in a reasonable time. A timing estimate must be conservative. An underestimated WCET is worse
than no WCET estimate at all, since we will produce a system which rests on a false assumption, and
which we believe is correct, but which certainly can fail. Note that execution time estimates are always
defined by the assumptions we make about input values, sizes of data, etc.

On the other hand, it is trivial to produce conservative but perfectly useless estimates. A statement
like “the program will terminate within the next 5 billion years” is certainly true, but not very useful
(dimensioning for a WCET like this would give a tremendous waste of resources). To be useful, the
estimate must not only be conservative, but also tight. A tighter estimate is closer to the actual value.
Untight estimates lead to a waste of resources in hard real-time systems.

In general, producing a tighter estimate requires more computation time, and more complicated algo-
rithms. A less tight estimate can be produced in less time using simpler algorithms.

2Some researchers call this this measure “MAXT”, for mazimum ezecution time.
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Figure 2.1 gives a graphical presentation of the relation between actual and estimated times, and the
direction in which tightness takes us.

actual actual
BCET WCET
average
BCET v exec. time WCET
‘ estimates | estimates
‘ tighter tighter

Figure 2.1: Measures and estimates of program execution times.

The safety of a timing estimate determines how trustworthy the estimate is. The safety depends upon
the method used to obtain the estimate, and the assumptions used in the estimation.

The state of the practice in WCET analysis today is measuring the run time of a program, running it
with “really bad” input (or a set of typical inputs). Typically, we then multiply by some safety factor,
and hope that the real worst case lies inside our estimate. However, there are no guarantees that we
find the worst input, and measurements can only produce statistical evidence of the probable WCET and
BCET, but never complete security (except for trivial examples). See Section 7.1 (page 55) for a short
description of various measuring methods.

Obtaining a safe theoretical maximum requires formal analysis of a program, by hand or by machine.
The goal is to find the longest executable path through the program, including loops and function calls.
This is known as static analysis, since the program is not executed.

Regardless of the method (measurement or static analysis), we must always be very careful to state the
assumptions behind our estimates. In the case of static analysis, we need to put bounds on various values
in order to enable the analysis to terminate at all. The quality of these bounds must be questioned?®.
We must realize, distasteful as it may seem to the theoretical computer scientist, that our painstakingly
produced WCET estimates may be exceeded, given that some assumption is violated. The assumptions
are not usually derivable from theory, but must be produced by humans working with the system. The
generation of assumptions is more of an engineering issue than pure computer science.

2.3 Complexity of static WCET estimation

Calculating the WCET of a program statically is in the general case undecidable. It is a case of the halting
problem; if we can determine a time bound within which an arbitrary program will terminate, we have
determined that it will terminate, thus solving the halting problem.

It is, however, decidable whether a program will terminate within a given time-budget. The algorithm
is simple: just run the program with all possible inputs and check that a result is produced within the
given time limit; if the time limit is exceeded we abort the execution and note that the program did not
fulfill its specification. The set of all inputs is enumerable, since the time budget also limits the size of
the input: no computer can read an infinite amount of input in finite time* (assuming that none of the
inputs are infinite in itself). The size of the set is likely to be quite large, since the number of possible
values of input is 2(bits of input read)

In practice, the termination of a program and the termination of the analysis of the program is assured
by giving bounds for all loops, or a time budget for the entire program. Which limits are provided
depends upon the WCET tool, and the methods used in the analysis.

3If input happens to exceed the assumed bounds, what will happen? One extreme approach, used in the MARS system,
is to throw a run-time error. A more common approach is to let the system run, and hope that not all subsystems have
exceeded their WCETs all at once.

4Thanks to Professor Bengt Jonsson, Department of Computer Systems (DoCS), Uppsala University for the simple
argument.
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2.4 WCET estimation problems

Finding the worst-case execution time statically implicitly means that we identify the longest possible
execution of the program under consideration. As we are only producing an estimate, it is certainly
possible that the path we find will never be executed, or that it cannot be executed due to the fact that
certain input values or combinations of input values will never occur. Our goal is, however, to come as
close as possible to the actual WCET, and this requires us to look for the sources of untightness.

For this discussion, we introduce the concept of a basic block graph (also known as a program flow
graph). This is a graph which represents the structure of an object-code program. Each node in the
graph is called a basic block, and is a sequence of instructions which are executed together. The only
entry to a basic block is at the beginning, and the only exit is at the end. Typically, labels and jumps in
the object code determine the extent of the basic blocks. The basic blocks can be considered to contain
assembly language instructions.

Looking at the low-level representation of a program as a basic block graph populated by information
about the program flow, we realize that there are two main causes for untightness in estimating WCET:
loops and infeasible paths.

On a larger scale, Function calls also cause problems.

The execution time of a program is obviously dependent upon the hardware the program runs on:
processor speed, memory system characteristics, etc. This is dealt with as a separate issue.

2.4.1 Loop bounds

Loops are at the heart of any realistic program; a program without any loop is trivial. For most programs,
most of the execution time is spent in loops.

If the number of iterations of a loop is overestimated, the resulting WCET estimate will be untight by
a factor proportional to the overestimation. We want our loop bounds to be as close as possible to the
actual worst case.

It is difficult to produce good estimates of loop bounds in the general case, since they can depend on
input data unknown to a static analysis.

2.4.2 Loop iteration dependences

Another loop-related problems is that if a loop body contains a conditional branch, knowing too little
about the dependence between the loop iteration and the path taken inside the loop can lead to grave
overestimation.

A typical example is a read loop where a time-consuming buffer refill process is invoked only once per
one thousand iterations. If we do not know how often the refill is invoked, we must assume it happens
every time through the loop, leading to a grave overestimation of the time required to execute the loop.

A similar problem is posed by dependences in iteration counts between inner and outer loops in a loop
nest. Consider the following program:

for i=1 to n loop
for j=i to n loop
ali,jl = f(ali,jl);
end loop
end loop
This only affects an upper triangle of the array a, and the actual execution count is ”72 If we cannot
capture the dependence, we would end up with an estimate of n2, since the outer loop executes n times,
and the worst case for the inner loop is n executions. This is untight by a factor of two.
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2.4.3 Infeasible paths

Another problem is to correctly estimate the actual execution time of a non-looping sequence of state-
ments. This may include branches in the flow-graph, and the longest executable path between two points
must be found. The problem here is that some paths are not logically possible, even though they seem
possible considering only the structure of the program. A short example:

if (a==b) then

A; // takes 20 time
else

B; // takes 5 time
if (a!=b)

C; // takes 30 time
else

D; // takes 5 time

In this case (assuming that A and B does not change the variables a and b), A and C will never be
executed in sequence, and neither will B and D. A—C and B—D are examples of infeasible paths.®
However, looking at the structure of the program without considering the conditions for the branches,
A and C may both be assumed to execute in the same execution of the code fragment.

In the example, using infeasible path information gives a maximum execution time of 35, from the path
B—C, while not using it gives 50, from the path A—C.

This leads us to define the structural WCET of a code fragment:

The structural WCET is the longest time possible through a code fragment using a simple
max operation to calculate the time taken through a split in the flow graph, i.e. not taking
information about path dependences into account. It corresponds to the longest structural
path through the code fragment graph.

The structural WCET gives an upper bound on the time taken to execute the code between two points,
and is easy to compute (the time complexity is just O(n)). Adding more information about the program
flow will tighten the WCET until, in the perfect case, the actual WCET is found. Any approach that
tightens the WCET beyond the actual WCET is faulty (remember that we must make a conservative
estimate).

In general, the problem of identifying infeasible paths is exponential and computationally intractable,
but we can produce good approximations using heuristics. See Section 7.2.1 (page 56) for previous work
in the field of detecting and representing infeasible paths.

2.4.4 Function calls

Function calls must be analyzed in context in order to yield tight execution times. If we assume a single
WCET value for a function, and use this to calculate the time for all invocations of that function, we risk
huge overestimations.

An example of the problem of overestimation is a dispatcher function where different code is executed
depending on the value of a selector argument. The selector will usually be a constant at the call site,
and this information must be used if we are to obtain a tight WCET estimate.

In the example below, the time taken to perform a multiplication may be very different from the time
taken to perform an addition.

5The term false path is also used in some literature [Alt96a].
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function foo(operation,argl,arg2)
case operation of
multiply: multiply(argl,arg2);
add: add(argl,arg?);
end case
end function

function call(...)
X = foo(add,Y,Z);

end function

Another case is where the bounds of one or more loops inside the function is determined by the arguments
to the function. If we know the value (or a possible range of values) of the arguments, a tighter WCET can
be calculated compared to assuming the worst case, which is the greatest possible value for the datatype
of the argument (like MAXINT for a C integer).

A function instance is a specific invocation of a function, with known values of the parameters (the values
may be sets of values, depending upon the information obtained about the program). We believe that
each function instance must be analyzed as a local WCET problem in its own right. See Section 7.2.2
(page 57) for other approaches to the problem of timing functions.

2.4.5 Execution times for basic blocks

A basic block is a compiler term used to denote a piece of code which is executed in its entirety or not
at all. This means that a basic block does not contain any entries or exits, except at the beginning or
the end. When analyzing a program, the basic block is a natural atomic unit.

In order to calculate execution times, we need to have information about the time taken to execute each
basic block. One approach is to give the execution time of each basic block as symbolic constant, in
which case we produce a formula describing the execution time of the program as a function containing
a large number of unknowns. A more common approach is to generate a local WCET estimate for each
basic block, and then use this information to calculate the execution times of the larger structures in
which the block is a part. We can either ascribe a single time to each basic block, or a simple (min, max)
pair. This depends upon the method used to obtain the low-level times.

The times as such depend upon the CPU used in the system, the memory system, etc. Since data can
be placed in memory of different speeds, the time required to execute a single basic block may vary
according to which data references are actually performed. Often, this information can be deduced from
the object code, since references to different types of memory tend to look different.

The calculation of execution times for basic blocks is made vastly more complex when we want to take
the effects of caches and pipelines into account (where we can get global dependences inside the program,
forcing us to consider the effect of every piece of the program on every other piece).

For a list of approaches to the problem of obtaining low level timing estimates, see Section 7.4 (page 59).

2.5 Determining the WCET of optimized code

When developing any kind of computer system, and real-time systems in particular, it important to
actually work with the final version of the programs involved. This means debugging and timing the
optimized version of the code. The alternative —to work with an unoptimized version during develop-
ment, and then recompile with full optimization before shipping— is not feasible in most cases. We give
a list of reasons why we want to work with optimized code:



2.5. DETERMINING THE WCET OF OPTIMIZED CODE 9

e The optimized version of a program obviously has different timing characteristics than an unopti-
mized program. This has several implications:

— When using timing analysis to reduce the hardware requirements, analyzing unoptimized
code gives unnecessary overestimation which makes the hardware over-dimensioned and more
expensive. You basically render the optimizations of your compiler economically useless.

— When debugging a system consisting of several programs, their relative timing behavior is
changed when one of them is optimized or changed. Debugging such a system using the
unoptimized version and then optimizing may yield new errors because of the changed timing
behavior.

— Scheduling will be wrong: the optimized program may run faster (optimized for speed), in
which case we waste processor resources and perhaps forcing us to include fewer features in
our products as we cannot guarantee that there is time for all functions.

— A system which is perfectly schedulable in its (speed) optimized version may be assumed
unschedulable when analyzing it using values obtained from unoptimized code.

— Scheduling will be wrong: the optimized program may run slower (a possible sideeffect of
optimizing for space®), in which case the analysis is invalid.

— When an application is pushing the performance envelope it needs the speed given by an
optimizer to meet requirements. The alternative conclusion is that the system cannot be
built.

— A speed optimization may speed up the average case, but actually slow down the worst case.
In this case, our unoptimized WCET estimates are actually wrong.

e The amount of memory available in the target system may be so small that a program must
be optimized (for space) to fit into memory. The program simply cannot be run without being
optimized.”

e For debugging, the necessity of working with the optimized program has been pointed out in several
works [AT96, Cop92, C0092]. The main reasons cited are:

— Language definition ambiguities and misunderstanding may cause an optimized program to
differ from the expected behavior of the source program.

— Optimizations may mask or reveal bugs compared to unoptimized program because of changed
memory layouts, less redundant code, and other subtle effects.

— You want to debug the code you ship.

— There may be errors in the compiler which can only be discovered by examining the optimized
code.

— No compiler actually guarantees reasonable treatment of erroneous programs.

Today, timing analysis for an optimized program must be performed using measurements. We cannot
use measurements which change the code (by inserting calls to timing functions) unless we intend to ship
the program with the (often expensive) instrumentation code still in it, but some techniques (simulators
and emulators) can time a program without changing it.

As stated above, we would like to perform static analysis to obtain more confidence in our WCET and
BOET estimates. And we need to perform this analysis using the optimized versions of programs.

Most research in the field of static analysis today consciously ignores optimized programs, or assumes
that the problem is easy to solve. Work centering on the basic analysis of straight-line code on the
assembly-language level avoids the problem, since there is no difference between timing optimized and
unoptimized assembler code.

6Experience shows that optimizing for space usually also gives a faster program; only really agressive space optimizations
give slower programs.
"This was pointed out by Anders Berg of IAR Systems, and is a very common problem in real-time systems development.
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The problem with analyzing optimized code is to connect high level (source code) information about a
program to the optimized target code. This problem is shared by debuggers, compilers, and timing tools.

The relation between the source code and the object code can be quite complex in a modern optimizing
compiler. Operations can be reordered, moved, or eliminated, compared to their appearance in the source
code. Optimizations like loop unrolling and loop peeling make several copies of a loop body, and may
overlap their execution. A variable may exist in several different copies at once. Code may be moved or
copied between functions (an example of this is function inlining). See Section 6.1 (page 35) for more on
how optimizations can complicate the relation between the source code and the object code.

We believe that this problem (of mapping information from the high level to the low level) is serious, and
that it deserves attention as a problem separate from any particular tool. This is the focus of the second
part of this thesis, where we present our approach to handling the mapping problem: the co-transformer.

2.6 User interface issues

An issue which has received comparably little attention is the user interface of a timing analysis tool.
The technical issues involved in producing any kind of estimate are complex enough to keep researchers
busy, and the presentation of results seems a little unnecessary before the results have been generated.

Nevertheless, user interface aspects must be taken into consideration early in the process when designing
a timing analysis tool, so that the tool generates information which can be understood and used by the
programmer. There are three main parts in the interface of a timing tool:

o Supplying information about the program. The programmer may help the high-level analysis by
specifying limits on input values, bounds for loops, and other information.

e The specification of program sections to time. The user of the tool needs to specify which portions
of the code to calculate execution information for.

e The presentation of results. The results of the timing analysis must be presented to the user. This
is related to the specification of what to time.

Information about the program

The information supplied about the program is used in the analysis of the program, at the object code
or source code level. Information about the source program (input value limits etc.) can be entered as
a part of the program code itself (annotations), or separately entered into the timing analysis tool. See
Section 7.3.1 (page 58) for a number of annotation methods.

Parts of a program to time

The specification of program sections to time depends upon the resolution possible in the timing analyzer.
It has a large influence on the design of the timing analyzer, and we will investigate this in some detail.

In the presence of highly optimizing compilers, the problem of linking the instructions in the object code
to statements or other entities in the source code is quite difficult. ®

There are a number of possible units of correspondence between the timing information and the source
program, each with its own advantages and disadvantages:

e The user would like to have timing information about individual source statements, in order to find
the most time-consuming parts of the program and to identify culprits when programs do not fit

8The user interface problems faced when constructing a WCET tool is very similar to those of symbolic debuggers (this
is noted in [KHR196]). In [Ger94], Richard Gerber points out the importance of traceability between the source code and
the generated assembly code in order to support debugging of real-time programs.
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their timing slots. Unfortunately, this mapping is not very easy to obtain, since one source state-
ment may be present in several copies in the final program, or may be spread out and interleaved
with other statements.

Restricting the allowed optimizations to those that allow for an easy mapping between source code
and object code is not a solution, as timing analysis on a non-final version of a program is rather
meaningless (see the introduction to this thesis). We can choose to ship a less optimized version,
but this could make the program too large or too slow.

The tool could try to hide the complezity from the user by patching the displayed code and timing
information to undo the optimizations. This is both very complex and a bit misleading to the user,
as (s)he cannot see the code that is actually executed and timed.

e The basic block level is not as intuitive as the source statement level, as basic blocks are hard
to identify in the program source code. Problems include hidden basic blocks (jump-code for the
evaluation of boolean expressions, the C 7:-construct, Ada bounds checks, etc.). The compiler
may also move, remove, and create additional basic blocks during optimizations.

e The function level seems attractive: a function should be an entity with quite clear borders both
for the compiler and for the user. However, this is not true with modern aggressive optimizers. For
example, functionality (instructions and loops) may be moved between functions. Functions may
be inlined into other functions, or several specialized copies may be created.?

Nevertheless, the time taken to execute a certain function call in the program can be meaningfully
defined both for the user and the timing analysis tool.

e The time taken to execute an entire program is appropriate if the program is one in a set of separate
tasks. Such programs are invoked by a scheduler external to the program, and the interesting time
is their end-to-end execution time (which is needed for scheduling the tasks). Since looping is taken
care of in the scheduler, a program will run to termination each time it is invoked. There is no
need to loop infinitely inside the program.

On the other hand, in the case that the program runs alone in the target system (without any
scheduler), the program will typically run in an infinite loop, reacting to external events and
controlling its environment. The WCET of such a program is trivial: it never terminates, and
useless: we do not know whether the main loop runs each iteration fast enough. One plausible way
to handle this is to report the WOET of the program as two parts: one for the initialization section
and one for the main loop body.

e In many cases, the interesting measure is the time taken between an input and its corresponding
output. This is timing on an event basis, and is used in many formal treatments of real-time systems,
where a distinction is made between externally visible events and internal state transformations.

Events are usually coded as a write to or read from some hardware register (identified to a C
compiler by the keyword volatile) or as a function call, and should be quite easy to identify
automatically.

e Another approach is to insert start and stop markers into the code, and report the times between
the markers. This is similar to the event based approach. From a compiler perspective, however,
the difference can be quite large, since the markers have no meaning in the program, they do not
restrict optimizations in the same way that output and input operations do.!°

The placement of markers must be restricted to sensible combinations: every path from a start
marker must pass the corresponding stop marker, and every path to the stop marker must pass
the corresponding start marker.

9For more on specializing functions for certain input, see [CP191], or any text on partial evaluation.
10This approach is taken in [B6r95]; see section Section 7.3.1 (page 58).
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Presentation of results

The presentation of the results of the timing analysis should make it easy to draw conclusions and
identify timing culprits in the code. It is the main tool by which the programmer tries to understand
her program.

If we specify the parts of the program we want to time before invoking the timing analyzer, the presen-
tation will follow the same partitioning of the program. It might be possible to allow a programmer to
zoom in and out on her program, but this requires that the timing analyzer generates information about
each part, either on the fly or as extra information in one long analysis pass.

The presentation of timing results could be integrated into a comprehensive program examination tool.
Other information of interest for a such a tool is data about how the program was optimized, stack
use limits, the layout of data and code in memory, and the results of various semantic and syntactical
analysis, etc.

2.7 Porting a timing analysis tool

A problem with the real-time systems market is that there is a huge number of different processors and
technologies available for building systems. A designer does not want to be constrained in her choice
of components by the tools available, and often other factors are far more important than the software
tools available (like cost or power consumption).

This means that an effective tool must be available for a number of different system components, and
that it must be easy to retarget the tool.

Timing analysis operates on such a low level that all parts of the target system affects the result. Some
examples of issues which have to be dealt with are:

e The processor is very important: how long time instructions take to execute, pipeline effects, etc.

e The memory system is an equally important factor: the presence or absence of caches, wait-states,
and memories with different speeds can have a dramatic impact on the execution time of a program.

e I/0 systems affect the performance of a program by introducing latencies for certain operations.

e The operating system used affects the time taken to perform system calls, interrupt latencies, and
similar factors.

e The library functions used in a program also affect the time taken to execute it.

We believe that memory and processor factors must be taken into account even by the most basic tool.
This is where most research, including this thesis, is focused today.

Libraries can be handled by analyzing them together with the program (by including their source code
in the entire system being analyzed). An alternative is to pre-calculate timing information for libraries,
and store this in a separate file provided with the library —including a large library in the analysis of a
hello world program is certainly very inefficient.

We can only analyze sequences of code which run uninterrupted. For cache and pipeline analysis,
the possibility of an interrupt makes the analysis impossible or forces us to assume an unrealistically
pessimistic worst case (for example, constant cache misses, since we can be interrupted at any time).
This can be handled in the schedulability analysis'!, where we have information about other tasks in the
system.

I/0O operations must have bounded execution times, which can be included in the analysis when I/0 is
performed. If the system cannot give such guarantees, it can hardly be considered a suitable real-time
system.

HSee for example [Alt96b].
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Still, there are many functions and algorithms in a timing analyzer which are not dependent upon the
target machine. The architecture presented in Chapter 3 strives to isolate the issues related to the target
system to a single component. Isolating the target dependences to a single component allows the rest of
the timing analysis tool to be retargeted without change.






Chapter 3

A New WCET Analysis Framework

This chapter presents our general framework for performing WCET analysis. Our goal is to provide a
clear division of the problem into subproblems which can be treated in isolation. The advantage of such
a division is that it is easier to analyze the various subproblems in isolation, and that it facilitates the
combination of results from different research groups into one tool. It also makes a good model for the
implementation of a maintainable and retargetable tool.

We assume that we obtain information about the execution behavior of a program from the source code,
and that we use this information to guide our calculations at the object code level.

Timing analysis tool

High Level
Analysis Mapper Calculator
HLA —> MAP CALC :@
A) A
\

Low level
info

LLA

N A

®—> Compiler —>

Figure 3.1: Components of a WCET tool.

Low Level
Analysis

In general, the problem of timing a program can be broken down into four distinct parts (the code names
refer to Figure 3.1):

e The high-level analysis (HLA) analyzes the source program and derives information about the
program flow.

e The low-level analysis (LLA) analyzes straight-line segments of object code (basic blocks), taking
memory system, processor, and other target system characteristics into account. For a system with
caches and pipelines, the analysis provides information used by the calculator. It generates raw
data used by the calculator to calculate the execution time of a program.
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e The mapper (MAP) maps the information from the HLA to the low level where the LLA is per-
formed. The information generated corresponds structurally to that generated by the LLA. Our
approach to the mapper is the co-transformer described in Chapter 4.

e The calculator (CALC) takes the mapped program flow information and the information from the
LLA and performs the calculations necessary to produce an execution time estimate. Pipelines and
caches are handled in the calculator, using raw data provided by the LLA.

There are a number of data structures involved in the timing analysis:

e The flow information is generated by the HLA. It contains information about how the program
can execute, such as information about loop bounds, infeasible paths, and function calls. It is
transformed by the mapper into a form useful to the calculator. More information about the data
structure as we envision it can be found in Section 4.3 (page 24).

e The low-level timing information contains information about the execution of the basic blocks in
the optimized program. It is derived from the program object code by the LLA, and used by the
calculator in its calculations. See Section 3.2 (page 17) for more on the format of this information.

e The timing result is the answer to be presented to the user. It contains information about the
WCET (and BCET) for the parts of the program requested by the user of the tool (which could be
another program, like a schedulability analyzer).

e The transformation information contains information about how the program has been transformed
by the compiler during the compilation and optimization process. This is a central part of our co-
transformer. See Chapter 4.

e The source program (.c in Figure 3.1) is the program being compiled and analyzed. It is the input
to the HLA and the compiler.

e The object code (.o in Figure 3.1) is the output of the compiler for the source program. It is an
executable binary for the target system.

In the following sections, we investigate each component in detail.

3.1 High level analysis (HLA)

The high level analysis, HLA, is responsible for deriving information about the flow of the program from
the program text (and maybe other information provided by the programmer).

It is hard to efficiently derive information about the program flow from the object code, since most of the
information embedded in the source program is lost during compilation. For example, variables are diffi-
cult to identify since they may now occupy memory or registers or both, or even several different registers
at the different times in the same calculation. Loops may move or be unrolled, functions can be inlined
into other functions, and the code generated for switch statements can get quite complex, containing
jump tables or other clever implementation devices which are hard to analyze without information about
how they were created.

There are two basic approaches to HLA:

e Let the programmer annotate the source program with information about loop bounds and exe-
cutable paths.

e Automatically derive information through semantic analysis of the program text.

1When we talk about a mapper, we mean mappers in general. The co-transformer is a particular instance of a mapper,
and when we discuss the co-transformer we use that term instead.
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The most common approach in the static WCET field is to let the user annotate the code of the program
with extra information about the program flow, using comments, special language constructs, or even
completely new programming languages with built-in annotations. A list of approaches using annotations
can be found in Section 7.3.1 (page 58).

Using annotation has the weakness of assuming that the programmer knows how her program will behave
in all circumstances. We believe this to be a little unrealistic; the information should at least be checked
in some way, probably using manual proofs or inspections by other programmers.

The advantage of using annotations is that they are easy to implement, since no extra analysis is required.

The automatic derivation of information about possible program executions is also known as semantic
program analysis. It is not widely used in the WCET field, probably because it is quite difficult.

The main problem with automatic analysis is that most languages have complex or incomplete semantics.
There are two ways of getting around this problem:

e Restrict the analysis to language constructions with simple and unambiguous semantics, and forbid
all other constructions. The drawback is that programming in a subset of a language may be more
difficult or lead to cumbersome formulations, and makes reuse of existing programs difficult. How
much a language can be restricted before it is discarded as useless by practioners is an area which
deserves further investigation. It should be noted that some commercial high-integrity systems are
developed using restricted versions of languages, like SPARK Ada?Z.

e Allow all constructions, and do a best effort attempt at deducing information. If the program
analyzed is too complex, the programmer can be asked to intervene to either simplify her program,
or provide information to help the analyzer. The complexity limit is given by the program analyzed
and not by the language. If we assume that human programmers have a tendency to write simple
programs, this is a workable approach. A possible disadvantage with this approach is that we
might end up with a larger number of unanalyzable programs, since the programmer is not forced
to make her programs amenable to analysis.

This is similar to the way compilers handle program analysis: if enough information can be gained
to optimize a program, do optimize, but if not, compile the program anyway, but with worse code.

Note that annotations can be used to aid automatic analysis by providing bounds on input data, and
by specifying other information about the program which might not be obvious from the code (like
identifying code for handling exceptional situations, or code that should not be analyzed).

Another twist on the analysis—annotation relation is to use the analysis to verify the annotations, in order
to educate the programmer about her program, and to check that the programmer has made correct
assumptions. This is potentially a very powerful program development tool.

Finally, information gained by the compiler about the program could be used in the HLA. One could
consider the information obtained in the compilation process as a starting point for a high level analysis.
To our knowledge, this approach has not been used until today.

Note that the HLA is hardware-independent. It only depends upon the source language used (and the
encoding of annotations, if they are used), but does not depend upon the actual hardware or specific
compiler used (unless the compiler implements some non-standard extensions to the language).

A discussion of previous work in the area can be found in Section 7.3.2 (page 59), and an idea about the
cooperation between the compiler and the HLA in Section 8.2.3 (page 68).

3.2 Low level analysis (LLA)

The low level analysis analyzes the basic blocks in the object code to obtain execution time information
for each block. This information is used by the calculator to obtain a final execution time estimate, and

2The SPARK Ada language was designed in York, and is described in [Mar94, O’N94].



CHAPTER 3. A NEW WCET ANALYSIS FRAMEWORK

contains information about low level effects such as execution times and memory usage.

If we do not model caches and pipelines, the obvious output from the LLA is a constant execution time
or a (min,maz) pair of execution times for each basic block. The times can be obtained simply by
summing the cycles taken to execute each instruction in the basic block. However, this only works for
quite simple processors.

Things get slightly more complex when we have different types of memory with different speeds present
in the system. In this case, we need to know to which address a memory reference is made in order to
know how long it takes to execute. For programs without pointers, the problem is easy to solve within the
LLA, since all memory references are to known variables, and we know where the variables are located
after the program is linked (unless we use dynamic linking). For programs with pointers, it becomes as
hard as the handling of caches (see below).

When moving to more complex processors, we get many more difficult problems: prefetch buffers make
the instruction fetch time variable, pipelines overlap the execution of a number of instructions, and
the execution time of an instruction may vary due to data dependences and surrounding instructions.
Memory access may use caches, in which case the time required to fetch instructions and data depends
on whether the cache were hit or not.

In this case, the execution time for a certain basic blocks depends upon which other basic blocks have
been executed before. To resolve these dependences, we need information from the HLA, which is only
available in the calculator module. The solution is to let the LLA provide the calculator with information
which can be used to determine the execution times of basic blocks when the HLA information is added.
For pipeline analysis, this data would represent the pipeline behavior of the basic block, and for caches
information about instruction and data accesses inside the basic block would be needed.

The most important property of the LLA is that it takes care of all target processor and memory system
dependences. Supporting a new processor requires the construction of a new LLA, which means that
it is important that the LLA is loosely coupled to the other components of the timing analyzer. The
target dependences involve some factors external to the processor, most notably the memory system. It
would be advantageous if the LLA could be parameterized to account for different target systems using
the same processor, perhaps by using some kind of plug-in structure.

Constructing a good LLA requires intimate knowledge of the processor, which may take time to obtain
and encode. However, similar information is needed in order to construct a simulator for the processor,
which means that for a company already building simulators, building a low-level analyzer should be
quite simple. The optimal solution would be to generate the LLA, the simulator, and the compiler code
generator from a single processor description; as far as we know, this has not been done.

An overview of methods used for LLA is given in Section 7.4 (page 59).

3.3 High level to low level mapping (MAP)

The HLA outputs information about the program based on the structure of the source code (loops,
conditionals, function calls, etc.). The LLA outputs information about the program based upon the
structure of the final optimized target code (execution times and basic blocks). These structures are
very different, and the information from the high level needs to be transformed so that it follows the
structure of the low level.

The restructuring of the program code from high to low level is performed by the compiler, and the
relation between the high and the low level becomes more complex as the compiler gets smarter and
optimizes the program better.

The work of the mapper is to transform the high level information about the program into a form com-
patible with the low level structure, maintaining as much information as possible —the more information
maintained, the better the final timing estimates. The mapper requires information from the compiler
about how the program has changed; it is the compiler which creates the problem, and the cooperation
of the compiler is needed to solve it. We do not think that it is reasonable to try to figure out what
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happened to the code just by looking at the object code.

We have implemented a mapper using co-transformations. The concept is explained in detail in Chapter
4, but the general idea is to transform the high level information about the program in a way corre-
sponding to the way the code of the program is transformed during compilation.

See Section 7.6 (page 62) for more on other approaches to the mapping problem.

3.4 Calculation of WCET estimates (CALC)

Once we have the program flow information from the HLA, mapped to the same structure as the output
from the LLA, and information about the execution of each basic block from the LLA, we can start
calculating the WCET of a program.

Looking at the program as a function call graph, the calculation order of the calculator is bottom-up:
before we can calculate the execution time of a function we need to know the execution time for all
function calls performed in the function.?

It is possible to calculate the execution time for each call graph node in isolation, using just the infor-
mation provided by its immediate successors. Healy et al ((HWH95]) has shown that the timing, cache,
and pipeline information from the immediate successors in a call graph is sufficient to perform timing
analysis.

If we perform timing analysis on systems containing caches and pipelines, the effects of those must be
taken into account in the calculator. The LLA provides raw data, but it is the the calculator which
uses the information from the high level to perform the actual cache calculations. Taking caches into
consideration, the pipeline behavior becomes dependent upon the cache behavior [HWH95]. Calculating
execution times when caches are involved include iteration (it is usually some variant of fixed point
iteration); the iteration may be localized to a separate component (a cache simulator), as done in
[WMH™97], or integrated into the general calculator [0S97].

There are several different methods of calculation used in the literature on WCET estimation. Each
method has its own way of representing the program and performing the calculations. For an overview
of calculation methods used in the literature, see Section 7.5 (page 61).

3.5 Compiler connection

In this section, we will investigate the connection between the compiler and the timing tool in detail.
We will concentrate on the needs of a co-transforming mapper; the information provided by the compiler
will vary with the method of mapping used.

An overview of the connection between the compiler and the timing analyzer is given by figure 3.2. Note
that the compiler is assumed to compile C, although this is of no importance to the discussion here.

The compiler is divided into the following parts:

e The front end (FE) performs syntactical and semantical analysis on the source program. The
output is information used by the optimizer to optimize the program, and some intermediate
representation of the program.

e The optimizer (OPT) is the second compiler stage. It takes the intermediate information from the
front end and optimizes it, generating a new intermediate code.

3Note that it is very likely that the calculator and the mapper have different calculation orders: the mapper should
perform operations corresponding to compiler transformations in the same order as they were performed in the compiler,
while the calculator works bottom-up in a call graph. This means that the complete result of the mapper must be presented
to the calculator before calculations can begin.
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Figure 3.2: The connection between a WCET tool and the compiler stages.

e The code generator (CQG) takes the intermediate code from the optimizer and generates another
intermediate representation very close to the target code.

e The back end (BE) performs final simple optimizations and clean-ups on the code generated by
the code generator. This includes peephole optimization and code compaction*. The back end
consider the program as a flat sequence of instructions or even simple bytes.

e The assembler (ASM) converts the intermediate form used by the back end to the binary format
of the target processor. In the case that a program consists of several source files, a linking stage
is also necessary to produce a single object code file.

Every part of the compiler except the assembler emits information to be used in timing analysis. The
timing analyzer also uses the program source code and the final object code.

The program source code is used by the HLA (see Section 3.1 (page 16)). As stated in the discussion on
high level analysis above, information from the compiler front end may be used in the HLA part of the
timing analyzer (this is indicated by a dashed line in Figure 3.2).

The optimizer, code generator, and back end all transform the program, and generate information about
how they modified the program (the Info data structure in Figure 3.2). This information is used by the
mapper.

Finally, the optimized target code generated by the assembler is used by the LLA, see Section 3.2 (page
17).

Note that the mapper depends heavily on the compiler, and that the compiler needs to be retargeted for
each new target processor supported. However, if the compiler can be ported to new platforms easily,
the mapper should be portable with a similar effort. If we have a general compiler which contains a
number of different transformations for code generation and optimizations, and each specific target uses
some subset of these, constructing a mapper which can handle the entire set of transformations allows
the mapper to handle a compiler for any target.

4A typical example of code compaction techniques which change the program structure is replacing strings of code with
calls to shared subroutines. This technique is known as ezternal pointer macros [MG95, Section 3.5].



Chapter 4

The Co-Transformation Approach

Having presented our general framework for WCET analysis, we now focus on a specific component: the
mapper, implemented using co-transformation techniques.?

The problem is how to unify the dynamic information about the program flow gained during the analysis
of the source code (HLA), with the static information in the optimized object code. We have decided
that the best solution is to map down from the source code to the object code, since we want to analyze
the program on the source code level but calculate execution times on the object code level in order to
use the best information available for each task (see Chapter 3). Conceptually, the execution information
is transformed just like the compiler transforms the program code from the source code to the object
code.

In the compiler, a transformation is defined by a change to the static structure of the program code. The
fundamental problem addressed by the co-transformer is how to perform changes to the dynamic infor-
mation about the program flow so that it remains in correspondence with the static program structure.
For every compiler transformation we need a corresponding co-transformation.

We have implemented a simple co-transformer to validate the concept. See Chapter 5 for more details
on our prototype.

4.1 Architecture of a co-transformer

Figure 4.1 gives an overview of the architecture of our simple co-transformer.

The co-transformer takes the following inputs:

e Co-transformation definitions —for a given compiler, there is a certain set of transformations
which it may use to optimize a program. Co-transformations for these transformations are defined
in a file, and used by the co-transformer.

e Transformation trace —for a specific source program, a specific compiler performs a certain set
of transformations in a certain order. The transformation trace lists the transformations performed
on the static program structure (each transformation has a corresponding co-transformation). This
information is invariant over program invocations with different data?. How this information is
obtained is described below in Section 4.2.

LA small note about terminology: in this chapter we will consistently write about the co-transformer, which is a specific
kind of mapper. Since we are not discussing mappers in general, we do not use the more general term. In previous chapters
we discussed the mapper in general, and used the word mapper.

2We could imagine optimizing a program using information about input values given by the programmer. This relates
to the discussion of a merged HLA and compiler given in Section 8.2.3 (page 68). However, in all normal cases, the trace
will be static.
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Figure 4.1: Architecture of our co-transformer.

e Program instance —given a specific source program, the high level analyzer (HLA) produces
information about the program execution. This is called a program instance, and contains infor-
mation about how the program may execute. The format of the program instance representation
is discussed below in Section